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1. Overview

1.1 Conventions

CONVENTION DESCRIPTIONS EXAMPLE

Bold Important information Important: The encrypting key is independent from a
backup account’s password.

Italic Folder path or file path C:\Program Files\OBM

[ Graphical Interface Elements [Backup]

%% File path in Windows format %0BM_HOME%

$ File path in Mac OS X format $0BM_HOME

ltalic Command sudo /uninstall.sh

1.2 Definitions, acronyms and abbreviations

TERM/ABBREVIATION DEFINITION
0BM Online Backup Manager
0BS Offsite Backup Server
0BM_HOME The install location of 0BM:
Windows
C:\Program Files\OBM
Mac 0S X
/Applications’ OBM
USERPROFILE The location where the operating system stores the user account information.

Windows XP2003
C:\Documents and Settings

Windows Vista’20087
C:\Users

Mac 0S X
~/0bm
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1.3 System requirements

1.4 Important notes

Images, workflow or description in this document may be different from your installation. If you are uncertain about any of the
instructions provided, please contact your service provider for advices.

Page 25 of 610
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2. Best practices and recommendations

This chapter describes the best practices for your backup client application.

2.1 Recommended hardware specification

0BM is recommended to be installed on a 64 bit machine, with multiple CPUs and cores, especially for environment setup with
application specific backup module such as virtual machine, MS Exchange, or bare metal backup.

When installing the backup client application, please thoroughly evaluate the computer’s specification before the installation to
ensure it meets the minimum hardware requirements and recommendations.

For existing users, the backup process may take up a higher amount of CPU and may slow down the client computer due to
the multi-thread implementation since version 6. Please consider upgrading your existing client computer to cope with the
higher specification demand.

2.2 JVM (Java Virtual Machine) memory allocation
For resource intensive backup modules such the following:

* MS Exchange Server backup

* MS VM backup

* MS Windows System backup

 ShadowProtect System backup

* System State backup

* VMware VM backup

If you are experiencing performance issues with the backup application, a common cause is insufficient JVM (Java Virtual
Machine) memory allocated for the backup application. The default setting of the maximum heap size is 768 MB.

Consider increasing the JVM (Java Virtual Machine) memory allocation to improve performance of the backup operation.

Note:
The maximum memory allocated should not exceed 70% of the total memory available for the system.
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2.3 Storage size for user folder of your operating system
Your backup user profile folder (.obm) is stored under the operating system user profile location ${UserProfile}.

This folder is used for various purposes, such as storage of your backup logs, user configuration files, temporary delta file and
other files of temporary nature.

Ensure that sufficient disk space is present on the partition which contains the backup user profile.

2.4 Temporary directory for OBM
Your backup user profile folder (.obm) is stored under the operating system user profile location ${UserProfile}.
For database or application backup modules such as the following:

* MS Exchange Server backup

* MS Windows System backup

 ShadowProtect System backup

* System State backup

Corresponding data are spooled to a temporary directory before they are compressed, encrypted and uploaded onto the
backup server.

It is highly recommended that the temporary directory or volume used for these modules is not a system volume (e.g. not the
same partition which the operating system is installed on).

It is also recommended that the temporary directory or volume configured to have at least storage space of 150% of the
expected backup size.

Regular checks on the temporary directory, for left over files due to previous unsuccessful backup are also recommended.

Note:

Administrators need to pay attention to the maximum file size limitation of different file system format, so that data can be
backed up to the Local Copy destination (for local copy backup), or database file can be spooled to the temporary directory
(for off-site /local database type backup).

2.5 Encryption
The encryption key is very important that it is recommended to write down, and make additional copies of the key.
Please store the key in safe location so that it is readily available when needed to restore data.

In some cases, encryption key is administrated by your service provider. Please consult your service provider for further
details.

For maximum security, please select an encryption key with more than 8 characters, containing at least two of the following
three character groups:
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* English uppercase characters (A through Z)
* English lowercase characters (a through z)
 Numerals (0 through 9)

If you lose the encryption key, the data is irretrievable.

2.6 Backup schedule

In general, it is recommended that a daily backup be performed for a server or desktop. For mission critical server, a backup
schedule should be configured according to the requirement of your recovery plan.

For computer with multiple backup sets configured, please configure their schedule to different time period to evenly balance
the loads of the backup operation on the computer.

2.7 Differential and incremental In-file delta backup
Consider your restore requirements before setting up your In-file delta settings:

A full backup backs up all files in full, providing the fastest restore time as the restore would only require one set of data. But it
is the most time-consuming, storage space-intensive and the least flexible of all three types.

A differential In-file delta backup backs up only modified parts of a file since the last full back. Differential In-file delta backup
is quicker than full backup because less data are being backed up, but the amount of data being backed up grows with each
differential In-file delta backup until the next full backup is performed.

An incremental In-file delta backup also backs up modified parts of a file. The difference is it only backs up the changes that
occurred since the last backup, be it full, differential or incremental backup. The result is a smaller and faster backup.

While incremental backups give much greater flexibility, data backed up by long chain of incremental In-file delta backup will
take a lot longer to restore, and is prone to data lost (e.g. broken delta chain).
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The following table summarizes the benefits and drawbacks of the 3 backup types:

TYPE BENEFITS DRAWBACKS
Full Restoration is the fastest of all three types. Backup process is the slowest of all three types.
Highest storage requirement.
Differential Backup speed is faster than full backup. Restoration is slower than data backup with full
backup.
Restoration is faster than data backup with
incremental In-file delta. Backup process is slower than incremental In-file
delta backup.
Less storage space is need than a full
backup.
Incremental Backup process is fastest of all three types. Restoration is the slowest of all three types.
Least storage space is required. Prone to data lost.

Assuming that a daily backup job is performed, the following In-file delta setting is recommended for your backup operation:

WEEKDAY BACKUP TYPE
Day 1 Full

Day 2 Incremental
Day 3 Incremental
Day 4 Incremental
Day 5 DIFFERENTIAL
Day 6 Incremental
Day 7 Incremental

2.8 Difference between Local Copy and Seed Load

The Local Copy and Seed Load features are very similar in terms of what they do.

While the Local Copy feature is designed for user who wants to an extra copy of the backup data locally, at the client site, the
Seed Load feature is designed for initial backup of large data (e.g. initial backup of large MS Exchange database).
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A Seed Load backup is performed onto a removable storage device to be imported on the backup server physically, bypassing
the bottleneck of Internet backup.

The major differences between Local Copy and Seed Load are:

FEATURE LOCAL COPY SEED LOAD

Retention Policy Retention policy can be applied on local copy No retention policy is applied on seed load
backup. backup.

In-file Delta Advance In-file Delta type setting can be No In-file Delta type setting is applied on seed
applied on local copy backup. load backup.

Incremental Local copy backup can be performed Seed load backup can only be performed
manually or by schedule. manually.

For performance consideration, it is highly recommended that the local copy backup be performed on a local hard disk, and
not to a network location.

2.9 Recommended backup exclusions

Backing up system, system cache, redundant or non-essential files, such as Windows page file can cause unnecessarily high
data change rates and excessive use of network bandwidth, affecting backup operations negatively.

Consider excluding the following files when configuring your backup source location.

OPERATING SYSTEM DIRECTORY PATH

Windows C:\niberfil.sys

C:\Pagefile.sys

C:\Program Files\*
C:\RECYCLER

C:\System Volume Information
C:\Windows\*
${App_Data}\Avg7
${App_Data}\Avg8
${App_Data}\Kaspersky Lab
${App_Data}\McAfee
${App_Data}\McAfee.com
${App_Data}\Microsoft
${App_Data}\Sophos
${App_Data}\Symantec

*\* tmp

*\Application Data\Macromedia\*
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*\Application Data\Mozilla\*
*\Local Settings\Application Data\Microsoft\*
*\ntuser.dat

Linux /dev
/ost+found
/proc

/5YS

Amp
Ararempty
Aralock
Ararfun
Aar/spool
Arartmp

2.10 Disable SELinux (Security-Enhanced Linux)

For backup client installation on Linux, it is recommended to disable the SELinux (Security-Enhanced Linux) feature to avoid
error during your backup operation.

2.11 Single backup user account for multiple computers

For backup of multiple computers with a single account, separate backup set for each computer must be created, because
backup set cannot be shared for multiple computers.

For administrative concerns and considerations (e.g. data lost due to incorrect configuration), it is not recommended that a
backup user account to have more than 10 backup sets for backup of multiple computers.

Incorrect configuration can lead to data lost.

2.12 Power options - plan settings consideration

Windows’s power options are configured to put a computer to low power mode (sleep or hibernate mode) automatically after a
user specified time of inactivity (no usage of mouse or keyboard).

* |f a computer is in low power mode when a scheduled backup should execute, OBM will not start up the computer to
execute the backup.

When the computer moves out of the low power state, O0BM will not execute the missed backup job. This can lead to
missed backup.
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« |f a backup job is running when the computer enters low power state, OBM cannot prevent the computer from going into
hibernation.

To prevent the above events, consider disabling or changing the client machine’s power options to allow scheduled
backup to be triggered, and to allow the backup job to be completed.

2.13 Consideration when using Continuous Data Protection (CDP)
Some advantages of using CDP include:
 CDP prevents loss of data as the modified contents of the files are backed up automatically in close to real-time.

* Frequently modified data is backed up in almost real-time. Thus, you can accurately restore an earlier version created on
the same day.

Although CDP can be a helpful feature, the protection offered by CDP is often heralded without consideration of the
disadvantages that it can present.

Specifically, the continuous CPU, memory and bandwidth usage can adversely affect the corresponding machine’s
performance.

Please consider the limitations imposed by CDP before utilizing such feature.

CDP is not a replacement for traditional schedule backup, but is a complimentary backup, which works along with the
scheduled backup to provide timely protection for your data.

2.14 Size of your backup source

The total number of files selected as backup source and the relative size of each file impacts backup performance. Fastest
backups occur when the source contains fewer large size files, while slowest backups occur when the source contains
millions of small files.

For backup set with huge amount of files, please consider splitting the set into multiple sets with smaller source to improve the
speed of the backup operation.

2.15 Recovery plan and routine recovery test

Consider performing routine recovery test to ensure your backup is setup and performed properly. Performing recovery test
can also help identify potential issues or gaps in your recovery plan.

For best result, it is recommended that you keep the test as close as possible to a real situation. Often times when a recovery
test is to take place, administrators will plan for the test (e.g. reconfigure the test environments, restoring certain data in
advance). For real recovery situation, administrator will not get a chance to do that.

It's important that user does not try to make the test easier, as the objective of a successful test is not to demonstrate that
everything is flawless. There might be flaws identified in the plan throughout the test and it is important to identify those flaws.
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3 Installing OBM

This chapter describes how to install the backup client application.

3.1 Installing OBM on Windows platforms
There are three installation methods available:

* Installation wizard

» Command line

 Command line (Silent installation)

Note: For VMware Fusion virtual machine installation on Windows platform, if the mirrored desktop option is enabled. OBM
cannot be started after its installation.

3.1.1 Installing OBM (Installation wizard)

1. Download the OBM installer (obm-win.exe) from the OBS web interface.

Select your Operating System

i . UNIX
4 4 “LINGX
Installation Guide - OBM / LITE - Windows Print

System Requirement

Cperating Systern @ ®P /S 2003 / Vista / 2008 / 7
Memory : 128 Mbytes
Disk Space : 100 Mbytes

Metwork Protocol @ TCRAIP (Http/Https)
Additional Requirement:
O windows ®P / 2003 / Vista / 2008 / 7 - Please make sure you have logged onto Windows using an account with

administrative privileges

Download Online Backup Manager - A full-featured backup software for severs (Windows Server, SQL Server,
Exchange Server, Oracle, Lokus ar MySQL)

Download LITE - An easy-to-use backup software for desktops and notebooks {only available for Windows %P | Vista |
2008 | 7)

Get Started

1. Download the setup file above and run it

2. Follow the instructions on the installation wizard to complete installation

3. When finished, a new icon {OBM | LITE) will be installed to the system tray (near the dock) automatically and ©BM [ LITE
will be launched automatically.

4. {(optional) Enter the backup server name in the [Address] field and press the [Mext] button.
5. If you are using a proxy server to access the internet, please fill in the [Proxy setting] section and press the [Next] button.

6. If you don't have a backup account, reqgister a trial user by the following steps
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2. Follow the instructions provided by Installation Wizard to complete the installation.

3. When completed, a system tray icon for 0BM will be installed, and OBM will be launched automatically.

3.1.2 Installing 0OBM (Command line)

This method is especially useful for installation on Windows Server 2008 Core.

1. Download the OBM installer from OBS.

>wget http://obm-download-link/obm-win.exe

2. Execute the installation file with the appropriate switches:

>wget http://obm-download-link/obm-win.exe

Syntax:

obm-win.exe [{/LANG=xx}] [{/TASK="option”}]

PARAMETER DESCRIPTION

/LANG=xx Install the backup application in the language Selected.

/TASK="option” Install the backup application available to all users or one user only (e.g. me only).
VALUE DESCRIPTION

XX Abbreviations of the language to install the backup application in (e.g. en, it, fr).
option Everyone or MeOnly.
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3.1.3 Installing OBM (Command line - Silent installation)
1. Open a Windows command prompt (with an administrative user account on the machine).

2. Download the OBM installer from the OBS.

>wget http://obm-download-link/obm-win.exe

3. Execute the installation file with the appropriate switches:

>obm-win.exe /VERYSILENT /LANG=en /TASKS="Everyone"”

Syntax:

obm-win.exe [{/SILENT | /VERYSILENT}] [{/LANG=xx}] [{/TASK="option”}]

PARAMETER DESCRIPTION

/SILENT Install the backup application showing the installation process.

/VERYSILENT Install the backup application hiding the installation process.

/LANG=xx Install the backup application in the language Selected.

/TASK="option” Install the backup application available to all users or one user only (e.g. me only).
PARAMETER DESCRIPTION

XX Abbreviations of the language to install the backup application in (e.g. en, it, fr).
option Everyone or MeOnly.

4. Press Enter.

3.1.4 Configuring OBM
1. Launch the OBM user interface by double clicking on the desktop icon.

2. Enter the backup server hostname in the [Backup Server] field.
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3. Optional - For machine that requires Internet connection through proxy, select the [Use proxy to access the backup
server] option, and fill in the settings within the [Proxy setting] section.

4. Press the [Next] button afterward.

5. Optional - If you do not have a backup user account, you can register for a trial user account with the following steps:
* Enter the [Login Name] and [Password] of your choice.
« Enter your [Email] address in the textbox provided.
* Press the [Submit] button.

6. If you already have a backup user account, select [Already a user?] and logon to the server with your existing login
credentials.

7. For first time login, you will be guided to create a backup set:
« Select the [Backup Source] for the backup set.
« Configure a backup schedule for unattended backups.

* For backup set with backup schedule and network shared drive selected as backup source, the [User Authentication
for Windows] is a mandatory field.

« Select an encryption setting for your backup set.

* Accept the default encryption settings (using the backup user account’s password string as encrypting key) if no
change are necessary.

Important:
Even with the default encryption setting selected, the encryption key is independent from a backup account’s
password.

Encryption settings are set at a backup set’s creation time, even if the password is changed afterward, the encryption
key remain the same.

It is very important that the encryption key is written down, and additional copies of the key are made, and stored in
safe places so that it is readily available when needed to restore data.

If the encryption key is lost, the data is irretrievable.
* Press the [OK] button to complete the configuration of backup set.
 Scheduled backup will run automatically at the configured schedule time.
8. Click [Backup] button on the left panel to perform a backup immediately.

9. Setup is now completed.
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3.2 Installing OBM on Mac 0S X platforms

Please note that the steps below assume that the Mac 0SX installation is already using JRE. If this is not installed on the
system, you will be prompted by the Mac 0SX to install the Java SE 6 runtime.

1. Download the OBM installer from the website.

Select your Operating System

7 ) . UNIX
Il'j" ‘A LINUX
Installation Guide - OBM / LITE - Mac OS X Print

Operating System @ Mac 05 ¥ v10.x
Memory @ 128 Mbytes
Disk Space : 20 Mbytes
Metwork Protocol @ TCR/IP (Http/Hitps)
Additional Requirement:
O apple Javaz Standard Edition 1.6.% or above must be installed already

Download

Download Online Backup Manager - & full-featured backup software For severs (SQL Server, Exchange Server,
Oracle, Lotus or MySQL)

Download LITE - An easvy-to-use backup software for desktops and notebooks (only available For Mac O3 ¥ w10.x)

Get Started

1. Download the setup file above

2. Expand the archive and run the installation wizard [OBM J LITE] within the archive

[

. Follow the instructions in the installation wizard to complete installation
. Restart vour Mac, Double click the desktop QEM | LITE icon to start,

. (optional) Enter the backup server name in the [Address] field and press the [Next] button.

[= BT B Y

. If you are using a proxy serverto access the internet, please fill in the [Proxy setting] section and press the [Next] button.

-~

. If you don't have a backup account, register a trial user by the following steps

2. Expand the archive and execute the 0BM package.

3. Follow the instructions provided by Installation Wizard to complete the installation.
4. Launch the OBM user interface by double-clicking on the desktop icon.

5. Enter the backup server hostname in the [Backup Server] field.

6. Optional - For machine that requires Internet connection through proxy, select the [Use proxy to access the backup
server] option, and fill in the settings within the [Proxy setting] section

7. Press [Next] afterward.
8. Optional - If you do not have an backup user account, you can register for a trial user account with the following steps:
* Enter the [Login Name] and [Password] of your choice.

Note:
Minimum length of the password is 6 characters.

* Enter your [Email] address in the textbox provided.

* Press the [Submit] button.
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9. If you have a backup user account already, select [Already a user?] and logon to the server with your existing login
credentials.

10. For first time login, you will be guided to create a backup set:
e Enter a backup set name and select the backup module type.
» Assuming that is a file backup set; select the [Backup Source] for the backup set.
« Configure a backup schedule for unattended backups.
« Select an encryption setting for your backup set.

* Accept the default encryption settings (using the backup user account’s password string as encrypting key) if no
change is necessary.

Important:
Even with the default encryption setting selected, the encryption key is independent from a backup account’s
password.

Encryption settings are set at a backup set’s creation time, even if the password is changed afterward, the encryption
key remain the same.

It is very important that the encryption key is written down, and additional copies of the key are made, and stored in
safe places so that it is readily available when needed to restore data.

If the encryption key is lost, the data is irretrievable.
* Press the [OK] button to complete the configuration of backup set.
 Scheduled backup will run automatically at the configured schedule time.
11. Click [Backup] button on the left panel to perform a backup immediately.

12. Setup is now completed.
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3.3 Installing OBM on Linux/FreeBSD/0penBSD/ Solaris
3.3.1 Installing OBM on Linux

1. Download the OBM tarball release from the OBS web console.

Select your Dperating System

e ) f UNIX
54 4 “LINOX
Installation Guide - OBM - Unix / Linux Print

System Requirement

® Operating Systern @ Solaris, AIX, HP-UX, FreeBSD, SCO Unix and all major Linux distributions, e.g. Redhat, SUSE, Fedara Core
S, UBUNTU, MANDRINVA

® Memory @ 1286 Mbytes

® Disk Space : 100 Mbytes

® [etworl Protocol @ TCP/IP (Http/HHtps)

Download

Download Online Backup Manager - & full-featured backup software for severs (Linux | Unix Server, SQL Server,
Exchange Server, Oracle, Lokus ar MySQL)

Get Started - Linux

1. Download the setup file abave

2. Unpack the install file to fusrflocal/fobm

rmkdir Ausrflocalfobm
cd Ausrflocal/obm
gunzip abrm-nix tar.gz
tar -xf obrn-nix.tar
3. Install J2SE Jawa Runtime{JRE) 1.6.x or later, e.g. /usrijava

4, Create a symbaolic link for JRE to the $1AVA_HOME:
Infusrdjavasusrilocal/obmdgven

5. Insktall OBM

Jbindinstall.sh =install.lag

2. Logon as root user in the Linux machine.

3. Create a new $0BM_HOME directory (e.g./isrvlocalobm ):

# mkdir —p /usr/local/obm

4. Unpack the install package to $0BM_HOME:

# cd /usr/local/obm
# gunzip obm-nix.tar.gz
# tar —xf obm-nix.tar
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5. For custom JRE - Install JRE v1.6 or above, and make note of the JRE installation path (e.g. Aisrfava).

Note:
Custom JRE is only required for client machine not running on x86 or x64.

« Create a symbolic link for JRE:

# 1ln —sf /usr/java /usr/local/obm/jvm

o Set the $JAVA_HOME environment variable:

# export JAVA HOME=/usr/java

6. Install OBM and its related services by using the following commands:

# cd /usr/local/obm
# ./bin/install.sh > install.log

Details of the installation can be found under the install.log file.
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3.3.2 Installing OBM on Solaris

1. Download the OBM tarball release from the OBS web console.

Select your Operating System

) . UNIX
ay 4 “LINUX
Installation Guide - OBM - Unix f Linux Print

System Requirement

® Operating Systern @ Solaris, AIX, HP-UX, FreeBSD, SCO Unix and all major Linux distributions, e.g. Redhat, SUSE, Fedara Core
5, UBUNTU, MANDRIVA

® Mermory 128 Mbytes

® Dislc Space : 100 Mbytes

® MNetwork Protocol ; TCRAIP (Hbp/Https)

Download

Download Online Backup Manager - & full-featured backup software For severs (Linux | Unix Server, SQL Server,
Exchange Server, Oracle, Lokus aor MySQL)

Get Started - Linux

1. Download the setup file above

2. Unpack the install file to fusr/local/obm
rmkdir fusrflocalfobm
cd Ausrflocal/obr
gunzip obm-nix tar.gz
tar -xf obm-nix.tar
3, Install J2SE Java Runtime{JRE) 1.6.x or later. &.g. fusrfjava

4., Create a symbaolic link for JRE to the $J4VA_HOME:
Infusrfjavasusrilocal/obrndvm

5. Install OBM

Jhindinstall.sh =install.log

2. Logon as root user in the Solaris machine.
3. Create a new $0BM_HOME directory (e.g./islocalobm ):

4. Install the SUNWgtar package from the Solaris Installation Media which contain the GNU tar util.

# mkdir —p /usr/local/obm

5. Unpack the install package to $0BM_HOME:

# cd /usr/local/obm
# gtar —zxf obm-nix.tar.gz

6. Remove the bundled Java JRE:

# rm —rf /usr/local/obm/jre32
# rm —rf /usr/local/obm/jre64
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7. Install JRE v1.6 or above, and make note of the JRE installation path (e.g.isrjava).

8. Create a symbolic link for JRE:

# 1ln —s /usr/java /usr/local/obm/jvm

9. Set the $JAVA_HOME environment variable:

# JAVA_ HOME=/usr/java;export JAVA HOME

10. Install OBM and its related services by using the following commands:

# cd /usr/local/obm
# ./bin/install.sh > install.log

Details of the installation can be found under the install.log file.
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3.3.3 Installing OBM on FreeBSD

Please note that the steps below assume that the FreeBSD installation is already using OpendJDK version 6. If this is not
installed on the system, OpenJDK version 6 can be downloaded from:

For FreeBSD 7 (amd64): ftp:/tp.freebsd.orghubFreeBSDportsamd64/packages-7-stablelatestopenjdk6.tbz
For FreeBSD 7 (i386): ftp/Atp.freebsd.orgpubFreeBSDhortsi386/ackages-7-stablelLatestopenjdk6.tbz
For FreeBSD 8 (amd64): ftp/Atp.freebsd.orghubFreeBSDportsamd64/packages-8-stabletatestopenjdks.tbz
For FreeBSD 8 (i386): ftp/ftp.freebsd.orgpubFreeBSDpHortsAi386/packages-8-stabled atestopenjdk6.tbz

For more reference, please refer to the following link: httpAvww.freebsdfoundation.org/downloads/ava.shtml

1. Download the OBM tarball release from the OBS web console.

Select your Operating System

i, . UNIX
IIH ‘ﬁ LINUX
Installation Guide - OBM - Unix { Linux Print

® Operating Systern @ Solaris, AIX, HP-UX, FreeBSD, SCO Unix and all major Linux distributions, e.g. Redhat, SUSE, Fedara Core
5, UBUNTU, MANDRIVA

® Memory : 128 Mbytes

® Dislk Space : 100 Mbytes

® Network Protocol ; TCRAIP (Hbp/Hitps)

Download

Download Online Backup Manager - & full-featured backup software For severs (Linux | Unix Server, SQL Server,
Exchange Server, Oracle, Lokus ar My3SQL)

Get Started - Linux

1. Download the setup file above

2. Unpack the install file to fusrflocalfobm

rmkdir fusrflocalfobm
cd Ausrflocal/obm
gunzip obrn-nix tar.gz
tar -xf obm-nix.tar

3, Install 125E Java Runtime({JRE} 1.6.x or later. &.g. fusrijava

4, Create a symbalic link for JRE to the $JaVA_HOME:
Infusrdjavaiusrilocal/obmsgvem

5. Install OBM

Jhindinstall.sh =install.log

2. Logon as root user in the FreeBSD machine.

3. Create a new $0BM_Home directory (e.g./isrlocalobm):

# mkdir —p /usr/local/obm



ftp://ftp.freebsd.org/pub/FreeBSD/ports/amd64/packages-7-stable/Latest/openjdk6.tbz
ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packages-7-stable/Latest/openjdk6.tbzhttp://
ftp://ftp.freebsd.org/pub/FreeBSD/ports/amd64/packages-8-stable/Latest/openjdk6.tbz
ftp://ftp.freebsd.org/pub/FreeBSD/ports/amd64/packages-8-stable/Latest/openjdk6.tbz
http://www.freebsdfoundation.org/downloads/java.shtml
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4. Unpack the install package to $0BM_Home:

# cd /usr/local/obm
# gunzip obm-nix.tar.gz

# tar —xf obm-nix.tar

5. Remove the bundled Java JRE:

# rm —rf /usr/local/obm/jre32
# rm —rf /usr/local/obm/jre64

6. Create a symbolic link for JRE:

# 1ln —sf “/usr/local/diablo-jrel.6.0” “/usr/local/obm/jvm”

If you are using csh shell, you need to type rehash and hit [Enter] for the symbolic link to take effect.

For other shell, please use the following command:

# setenv JAVA HOME “/usr/local/diablo-jrel.6.0"

7. Install OBM and its related services by using the following commands:

# cd /usr/local/obm
# ./bin/install.sh > install.log

Details of the installation can be found under the install.log file in $0BM_HOMEAin.

8. Enable the backup scheduler and auto upgrade services at machine startup by adding the following entries in the system
file /etc/rc.conf:

obmaua_enable="YES"”
obmscheduler enable="YES”

Run the following scripts:

# /usr/local/etc/rc.d/obmscheduler start &
# /usr/local/etc/rc.d/obmaua start &
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3.3.4 Installing OBM on OpenBSD

Please note that the steps below assume that the OpenBSD installation is already using JRE. If this is not installed on the
system, please follow the below command to install JRE on your OpenBSD,

For OpenBSD 4.7 (i386): pkg_add ftp/ftp.openbsd.orghubOpenBSD/4.7/hackagesi3864re-1.7.0.00b72p0.tgz

For OpenBSD 4.8 (i386): pkg_add ftp/ftp.openbsd.orgpubOpenBSD/4.8/hackagesi3864re-1.7.0.00b72p1.1gz

For OpenBSD 4.8 (amd64): pkg_add ftp/ftp.openbsd.org/pubOpenBSD/4.8/packages’amd64/jre-1.7.0.00072p1.tgz

For OpenBSD 4.9 (i386): pkg_add ftp/ftp.openbsd.orgfhubOpenBSD/4.9packagesi386/4re-1.7.0.00beta122p0v0.tgz

For OpenBSD 4.9 (amd64): pkg_add ftp/ftp.openbsd.orghubOpenBSD/4.9hackagesamd64/jre-1.7.0.00beta122p0v0.tgz
For OpenBSD 5.0 (i386): pkg_add ftp/ftp.openbsd.orgfubOpenBSD/A.0hackagesi386/4re-1.7.0.00beta122p1v0.tgz

For OpenBSD 5.0 (amd64): pkg_add ftp/ftp.openbsd.orgpubOpenBSD/5.0hackagesamd64/jre-1.7.0.00beta122p1v0.tgz

1. Download the OBM tarball release from the OBS web console.

Select your Operating System
i f UNIX
!l;j" ‘A LINUX
Installation Guide - OBM - Unix f Linux Print

System Requirement

® Operating Systern @ Solaris, AIX, HP-UX, FreeBSD, SCO Unix and all major Linux distributions, e.g. Redhat, SUSE, Fedara Core
5, UBUNTU, MANDRIVA

® Mermory 128 Mbytes

® Dislc Space : 100 Mbytes

® MNetwork Protocol ; TCRAIP (Hbp/Https)

Download

Download Online Backup Manager - & full-featured backup software For severs (Linux | Unix Server, SQL Server,
Exchange Server, Oracle, Lokus aor MySQL)

Get Started - Linux

1. Download the setup file above

2. Unpack the install file to fusr/local/obm
rmkdir fusrflocalfobm
cd Ausrflocal/obr
gunzip obm-nix tar.gz
tar -xf obm-nix.tar
3, Install J2SE Java Runtime{JRE) 1.6.x or later. &.g. fusrfjava

4., Create a symbaolic link for JRE to the $J4VA_HOME:
Infusrfjavasusrilocal/obrndvm

5. Install OBM

Jhindinstall.sh =install.log

2. Logon as root user in the OpenBSD machine.

3. Create a new $0BM_Home directory (e.g.isrlocalobm):

# mkdir —p /usr/local/obm
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4. Unpack the install package to $0BM_Home:

# cd /usr/local/obm
# gunzip obm-nix.tar.gz

# tar —xf obm-nix.tar

5. Remove the bundled Java JRE:

# rm —rf /usr/local/obm/jre32
# rm —rf /usr/local/obm/jre64

6. Create a symbolic link for JRE:

# 1ln —sf “/usr/local/jre-1.7.0" “/usr/local/obm/jvm”

7. If you are using csh shell, you need to type rehash and hit [Enter] for the symbolic link to take effect.

8. For other shell, please use the following command:

# setenv JAVA HOME “/usr/local/jre-1.7.0"

9. Install 0BM and its related services by using the following commands:

# cd /usr/local/obm
# ./bin/install.sh > install.log

Details of the installation can be found under the install.log file in $0BM_HOMEAin.

10. Enable the backup scheduler and auto upgrade services at machine startup

For OpenBSD 4.9 or lower: Enable the backup scheduler and autoupgrade services at machine startup by adding these
entries in the system file /&tcAc.local:

if [ -x /etc/obmaua ] ; then
/etc/obmaua start
fi

if [ -x /etc/obmscheduler ] ; then
/etc/obmscheduler start
fi
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Run the following scripts.

/etc/obmscheduler start &
/etc/obmaua start &

For OpenBSD 5.0 or higher: Enable the backup scheduler and autoupgrade services at machine startup by adding this
entry in the system file /tcAc.conf.local:

pkg _scripts="obmaua obmscheduler”

or append to the existing entry, e.g. pkg_scripts="xxx yyy obmaua obmscheduler” Run the following scripts.

/etc/rc.d/obmscheduler start &
/etc/rc.d/obmaua start &

The backup scheduler and autoupgrade services are automatically installed. Backup sets can now run at their scheduled
times automatically.

3.4 Configure OBM via X-Windows
1. Set the DISPLAY environment variables.

sh, bash:

DISPLAY=IP ADDRESS OF XTERMINAL[:0.0]; export DISPLAY

For example:

DISPLAY=:0.0; export DISPLAY

or DISPLAY=127.0.0.1; export DISPLAY

or DISPLAY=127.0.0.1:0.0; export DISPLAY
or DISPLAY=192.168.0.2; export DISPLAY

or DISPLAY=192.168.0.2:0.0; export DISPLAY

csh:

# setenv DISPLAY IP ADDRESS OF XTERMINAL[:0.0]
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For example:

setenv DISPLAY :0.0

or setenv DISPLAY 127.0.0.1

or setenv DISPLAY 127.0.0.1:0.0
or setenv DISPLAY 192.168.0.2

or setenv DISPLAY 192.168.0.2:0.0

2. Launch the OBM user interface.

# sh /usr/local/obm/bin/RunOBC.sh &

3. Enter the backup server hostname in the [Backup Server] field.

4. Optional - For machine that requires Internet connection through proxy, select the [Use proxy to access the backup
server] option, and fill in the [Proxy setting] section.

5. Press [Next] afterward.
6. Optional - If you do not have an backup user account, you can register for a trial user account with the following steps:
* Enter the [Login Name] and [Password] of your choice.

Note:
Minimum length of the password is 6 characters.

* Enter your [Email] address in the textbox provided.
* Press the [Submit] button.

7. If you have a backup user account already, select [Already a user?] and logon to the server with your existing login
credentials.

8. For first time login, you will be guided to create a backup set:
* Select the [Backup Source] for the backup set.
« Configure a backup schedule for unattended backups.
« Select an encryption setting for your backup set.

* Accept the default encryption settings (using the backup user account’s password string as encrypting key) if no
change is necessary.
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Important:
Even with the default encryption setting selected, the encryption key is independent from a backup account’s
password.

Encryption settings are set at a backup set’s creation time, even if the password is changed afterward, the
encryption key remain the same.

It is very important that the encryption key is written down, and additional copies of the key are made, and stored
in safe places so that it is readily available when needed to restore data.

If the encryption key is lost, the data is irretrievable.
* Press the [OK] button to complete the configuration of backup set.

 Scheduled backup will run automatically at the configured schedule time.7. If you have a backup user account already,
select [Already a user?] and logon to the server with your existing login credentials.

9. Click [Backup] button on the left panel to perform a backup immediately.Select the [Backup Source] for the backup set.

10. Setup is now completed.

*For further details of each step, please refer to the following chapters.
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3.5 Command line mode

1. Backup set cannot be created in command line mode.

Before accessing the backup application in command line mode, please use the web interface to create the initial backup
set:

Login to the web interface.

* To create the initial backup set:

» Select the [Backup Set] tab, and [Add].
» Select the corresponding backup type, and [Update].

» Configure the backup set by entering the corresponding information in the available fields, such as backup set name,
source, and schedule.

» Click [Update] when complete.

To modify an existing backup set.

» Select the [Backup Set] tab, and the corresponding set from the [Backup Set] drop down menu.
» Modify the backup set setting as required.

» Click [Update] when complete.

To remove an existing backup set:

» Select the [Backup Set] tab, and the corresponding set from the [Backup Set] drop down menu.

» Click [Remove]

2. Access the backup application in command line mode with the Backup Configurator:

# sh /usr/local/obm/bin/Configurator.sh

3. Enter the login credentials, backup server URL, connection protocol, and proxy settings as requested:

Login Name: Username

Password: EE R SR e S S I I S R I R R S
Backup Server URL: backup.server.com

Which Protocol? (1)Http (2) Https: 1

Use proxy? (Y)es or (N)o: Y

Proxy Type? (1l)Http/Https Proxy (2) SOCKS: 1
Enter proxy server: proxy.server.com

Enter proxy port: 123

Enter proxy username (optional): username

Enter proxy password (optional): **xxkkkkkkkkkkkkkrrx
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4. Configure the encryption setting and schedule setting (e.g. if the backup set should run on this computer) of the initial or
a newly created backup set as requests:

Found new backup set ’'BackupSetName’
Please enter the following values for this backup set:

Encrypting Algorithm?

(1) Twofish (2) AES (3) Triple DES (4) No Encryption: 1
Encrypting Key: #**xxkkkxxkkkkrrkk

Re-Enter Encrypting Key: ****kkkkkkkrhkrhs*

Encrypting Mode? (1)ECB (2) CBC: 1

Run scheduled backup on this computer? (Y)es or (N)o: Y

5. The Backup Configurator can also be used to modify configuration settings of existing backup set:

Main Menu:

(l1). List Backup Setting

(2). Change Password

(3). Change Network Setting

(4). Change run scheduled backup setting

(5). Toggle Masked Field (Password, Encryption Key)
(6). Generate Configuration Report (text format)
(7). Quit

Your Choice:

6. To perform a backup immediately, execute the command below.

# sh /usr/local/obm/bin/RunBackupSet.sh [BackupSetName]

7. Setup is now completed.

*For further details of each step, please refer to the following chapters.
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4 Uninstalling 0BM

This chapter describes how to uninstall the backup client application.

4.1 Uninstalling 0BM on Windows platforms
There are two un-installation methods available:
* Add or Remove Programs (Control Panel)

e Command line

4.1.1 Uninstalling 0BM (Control Panel)

1. Open Start menu, select [Control Panel].

* Select [Add or Remove Programs] for Windows XP /2003

% Add or Remove Programs

%ﬂ Currently installed programs: [l show updates Sort by

Change or
Remaowve
Programs

B2 7-Zip 4.65 Size  313MB

W Adobe AIR

E Bl Adobe Flash Player 10 Activel
0

B Adobe Flash Plaver 11 Plugin

ﬂr%fﬁi B8 ~dobe Reader 3.4.4 Size  155,00MB
T ahsay Offsite Backup Server and Replication Server Size 1,146, 00ME
EI © Online Backup Manager Size
Aiﬂ{:deorcvﬂsve Clic i io Used oc
Components To remove this pragram From your computer, click Remove.
@, 0¥ Ahsay Redirector Size  155.00ME

g AhsayCBS and AhsayRPS Size  4<40.00MBE

Set Program

Arccess and ) .
Defaults €. Akamai NetSession Interface Sige  FEIME
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* Select [Programs and Features] for Windows Vista or above

ms and Features | _ (O] x|
= ﬁ - Contral Panel ~ all Control Panel Items = Programs and Features - l@] I Search Programs and Features !.‘]
Control Panel Home Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstal, Change, or Repair,
'?:,' Turn Windows Features on or off -
Install a pragram from the netwark e = Unire] T IQI
~| Publisher
2| ion Lnion
| £/ 3ava(Tiy & Update 23 Oracle 2{15{2011 97,1 MB  6.0.230
[#-]Messaging APT and Callabaration Data Objects 1.2.1 Microsoft gfz4fz2010 5.23ME £.5.58165.0
EMlcrosoft Exchange Load Generator 2010 Microsoft Corporation 11/1j2011 43.1MB 14.1.180.3
) Microsoft Exchange Server 2010 Microsoft Corporation 10/z21/2010 14.1.218.15
("] Microscft Filker Pack 2.0 Microsoft Corporation 12f28/2011 6.82 ME  14.0.6029.1000
l:’-‘-} Microsoft Office 2003 Web Components Microsoft Corporation 12125/2011 43.3MEB 12.0.6213.1000
ﬁlMicrUsuft Report Yiewer Redistributable 2008 SP1 Microsoft Corporation 5i5/2010
o Micrascft SGL Server 2008 RZ (B4-bit) Micrasoft Corporation 5i5/2010
o Microsaft SOL Server 2008 RZ2 Books Cnline Micrasoft Corporation 5i5/z010 177 ME  10,50.1600.1
o Microsoft SQL Server 2008 RZ Mative Client Microsoft Corporation 12f28{z011 6.06 ME 10.50.1617.0
o Micrasoft SGL Server 2008 RZ Palicies Micrasoft Corporation gi5f2010 954 KB 10.50.1600.1
o Micrasoft SGL Server 2008 R2 Setup (English) Micrasoft Corporation 12f25/2011 30.5ME  10.50.1617.0
] Microsoft SQL Server 2008 Setup Support Files Microsoft Corporation 5Jj5/2010 24.8MB 10.1.2731.0
o Micrascft SGL Server Browser Micrasoft Corporation 5i5/2010 6.29ME  10.50.1600.1
:“EMicrosoFt S0L Server Compact 3.5 SP2 ENU Micrasoft Corporation 5/5/z010 3.39MB  3.5.8030.0
[ "jMicrosoFt 3S0L Server Compact 3.5 SPZ Query Tools ENU Microsoft Corporation 5J5/2010 4,63MB 3.5.8080.0
| Microsoft SGL Server System CLR Types (xG4) Microsoft Corporation 5i5/2010 1.12MEB  10.50.1600.1 o
o Micrascft SGL Server Y55 Writer Micrasoft Corporation 5i5/z010 3.59ME  10.50.1600.1
(W7 Microsoft Sync Framewark Runtime v1.0 (x64) Microsoft Corporation 5i5fz010 802 KB 1.0.1215.0
(2 Microsoft Sync Services for ADCLMET v2.0 (x64) Microsoft Corporation 5J5/2010 S53ZKE 2.0.1215.0
%Microsoft Visual Studia 2005 Shell {integrated mode) - ENU Micrasoft Corporation 12f25/2011 177 ME  9.0.30729 j
Bhsay Systemns Corporation Product version: 6.5.0.1 Suppart: link: wena. ahsay.com
Help link: http:/fkb.ahsay.com Update information: htkp://Farum, ahsay,comfviewforum.ph...

2. Select [Online Backup Manager] from the list and press the [Remove] or [Uninstall] button.

4.1.2 Uninstalling 0BM (Command line)
1. Open a Windows command prompt (with an administrative user account on the machine).

2. Uninstall 0BM by running the following command:

>cd C:\Program Files\OBM

>unins000.exe

4.2 Uninstalling 0BM on Mac 0S X platforms

1. Uninstall OBM by running the following command in terminal:

>cd $OBM_HOME/bin
>sudo ./uninstall.sh
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2. Remove all backup setting files by running the following command in terminal:

>rm -rf ~/.obm

4.2 Uninstalling 0BM for Linux/FreeBSD/0penBSD/ Solaris

1. Uninstall the backup application by running the uninstall scripts:

# sh /usr/local/obm/bin/uninstall.sh

2. Remove all installation files by running the following command:

# rm —rf /usr/local/obm

3. Remove all backup setting files by running the following command:

# rm —rf ~/.obm
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5 Getting started with OBM

This chapter describes the various features available in the backup client application.

5.1 System tray launcher (Windows only)

Open After a successful installation of OBM,
Backup Backup Set a system tray icon will be installed, and

Backup and Logoff 3 . .
A displayed under the Windows system tray
Backup and Shukdown  » darea.

Backup and Skandby

Help

Exit

Right clicking on the OBM system tray icon will display a menu, providing the following functions:

MENU ITEM DESCRIPTION

Open Click to open the logon dialog.

Backup Click to perform backup for a specific backup set in silent background mode.

Backup and Logoff Click to perform backup for a specific backup set in silent background mode and logoff

from Windows when the job is completed.

Backup and Restart Click to perform backup for a specific backup set in silent background mode and restart
Windows when the job is completed.

Backup and Shutdown Click to perform backup for a specific backup set in silent background mode and
shutdown Windows when the job is completed.

Backup and Standby Click to perform backup for a specific backup set in silent background mode and enter the
Standby mode of Windows when the job is completed.

Backup and Hibernate Click to perform backup for a specific backup set in silent background mode and enter the
Hibernate mode of Windows when the job is completed

Help Open the help dialog.
Stop running backup Click to stop a running backup job chosen from the sub-menu.
Exit Click to closes this system tray launcher application.

*The availability of options listed above may be service provider dependent. If a feature is not available, please check with your
service provider for further details and availability.
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9.2 Logon dialog

For backup client computer on Windows, double-click on the OBM desktop icon or right-click on the system tray icon:

For backup client computer on Linux, enter the following command to start the OBM graphical user interface:

# sh /usr/local/obm/bin/RunOBC.sh &

For initial login, the trial registration dialog will be displayed.

©) Trial Registration

%E Prowy Setting
[T Use proxy to access the backup server

Language . |English

E] Backup Server
hitn | = | hostharme

B oy

Sock

[=)5 %) [ © Triat Registration S1ES
- Language . |English hd
3;1 User Infarmation
- Login Mame :

Passward
Confirm Passwoard

= Contact
Email :
*ALL fields are reqguired
Already a user? Subirmit Cancel 3

Mgt Cancel E

MENU ITEM

DESCRIPTION

Language

Drop down menu for selecting language to start the backup application.

Backup Server

Input box for entering hostname or IP address of the backup server.

http / https Drop down menu for selecting http or https protocol when connecting to the backup server.
Proxy Setting Input area for entering proxy setting such as address, port, proxy username and password.
Login Name Input box for entering trial backup user login name.

Password Input box for entering trial backup user password.

Contact Input box for entering trail backup user email contact.

Submit Click to create the trial backup user account.

Already a user?

Click to access the login dialog, for user with backup user account already.

*The availability of options listed above may be service provider dependent. If a feature is not available, please check with your
service provider for further details and availability.
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For sub-sequence login, the login dialog will be displayed.

(@) Online Backup Manager [2][0X] [l © online Backup Manager =3
@Online Backup Manager @ Omnline Bockup Manager
Login Mame : |username Login Mame ©  username
Fasswoard 20000008 Passward ; 20008088
["] Save passward ["] Save password
@ Fargot your password? @ Fargatyour password?
Ok Cancel £ | [# Options i Language
Enalish -

@ Backup Server
hitp | = | |hostname .

‘ﬂﬂ Proxy Setting
[ Use provy to access the backup server
& Prowy
Sock

Ok Cancel B = Options

MENU ITEM DESCRIPTION

Login Name Input box for entering backup user account login name.
Password Input box for entering backup user account password.
Save password Checkbox to enable or disable password saving.

Forgot your password? Click to request for lost password.

Options Click to access advance option such as [Language], [Backup Server] and [Proxy Setting].
Language Drop down menu for selecting language to start the backup application.

Backup Server Input box for entering hostname or IP address of the backup server.

http / https Drop down menu for selecting protocol when connecting to the backup server.

Proxy Setting Input area for entering proxy setting such as address, port, proxy username and password.

*The availability of options listed above may be service provider dependent. If a feature is not available, please check with your
service provider for further details and availability.
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Press the [Option] button to access the [Language], [Backup Server] and [Proxy setting] settings.

Configure the backup server information by entering the server hostname (e.g. backup.server.com) or IP address (e.g.
192.168.1.1) of the backup server in the [Backup Server] field.

For backup server that accepts connection on custom port only, append the hostname or IP address in the [Backup Server]
field, by adding a semi-colon () and the custom port number at the end.

Example:
backup.server.com:8080/192.168.1.1:8443

For security concerns, you can configure the backup client application to communicate with the backup server in SSL protocol
(Secure Socket Layer), select [https] from the dropdown menu at the [Backup Server] section.

Enter your login credentials in the [Login Name] and [Password] fields.
If you do not remember your password, press the [Forgot your password?] button to retrieve a forgotten password email.

Please do not attempt to login with an incorrect password, as a backup user account will be locked after 3 bad password
attempts. Backup job cannot be run for backup user account with status as locked.

Please contact your service provider to unlock your account if it is locked.

Configure which language to start the backup application in by select the language of your choice under the [Language] drop
down menu. For the list of supported languages, please refer to Appendix A.

To enable [Proxy setting], select the [Use proxy to access the backup server] checkbox button, and enter the corresponding
proxy information. For [Sock] proxy, both v4 and v5 without user authentication are supported.

Press [OK] to login when all configurations are entered.

For initial login of existing backup user on new computer, you will be prompted for the encrypting key of all existing backup set.
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(©) Online Backup Manager

@ OBM Language : |English | D Save Setting @ Quit

Summany (username)

Backup . Guota Usage
Used: 139.79M J 500G (0%
o Rosiore Data S9.7M (226 files)

Recyile Bin: 80.09M (89 files
Encrypting Key Request (BackupSet)

[Bh Encrypting key Backup Log [ |
Enter Correct Encrypting Key : | Restorelog [0

Ok @ | Cancel B

S ao

MENU ITEM DESCRIPTION

Enter Correct Encrypting Key Input box for entering encrypting key of existing backup set.
0K Click to confirm on encrypting key.

Cancel Click to proceed without using encrypting key.

Enter the correct encrypting key and click [OK] to proceed.

Alternatively, if the encrypting key is lost, press [Cancel] to proceed without encryption (e.g. for all backup job performed
afterward).

This would allow data backed up in the future to be restore-able (as they are no longer encrypted), but existing data that are
already encrypted by the lost encrypting key would not be restore-able.

Page 59 of 610
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@ Online Backup Manager

@ OBM Language | English |- .| Save Setting @ Quit

Summany (username)

Back
i :. Guota Usage
Used: 139.79M J 500G (0%
Data S9.7M (226 files)

= Restore

Recycle Bin: 80.09M (39 files)

Confirm Mo Encryption

Restore Lag )|
Backup will be done without encryption, cantinue? E—--E——Q—J

|=¥es-G.| Mo

S aE D

In case of encrypting key lost, it is strongly recommended that a new backup set be created, to ensure that data backed up in
the future is encrypted and restore-able.

Page 60 of 610
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5.3 0BM main window

The main window will be displayed after a successful login.

(© Online Backup Manager |:||:[z|
—h —
@ OBM Language : |English - |1 | SaveSetting Gy Quit
‘ Summary (username)
B Backup B
| S Quota Usage
Used: 050G 0%
,l,..-r Restore Data 0 (0 file)
| Recycle Bin: 0 (0 file)
i Statistics
Total Backup : 0 {0file) Backup Log [
Total Restore : 0 (0 file) Restore Log [

ﬁ;; Last Backup
Mo backup log found

ICON MENU ITEM DESCRIPTION

,:“"“" Backup Click to perform backup for an existing backup set.

,“’"” Restore Click to access the restore menu, for restoring backed up data.
= Save Setting Click to save settings.
@,; Quit Click to exit out of the backup application.
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;ﬂ User Profile Click to access the user profile menu.

ie Backup Setting Click to access the backup setting menu.

J:“ Decrypt Local Copy Wizard Click to access the decrypt local copy wizard.

5 Decrypt File Wizard Click to access the decrypt file wizard.

D About A-Click Backup Click to access the About A-Click Backup dialog.
Language Drop down menu for selecting language to be displayed.
Backup Log Click to view previous backup log.
Restore Log Click to view previous restore log.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

/-‘t"”; Click on the [Backup] button to perform a backup for an existing backup set.

/,j'”'“” Click on the [Backup] button to perform a backup for an existing backup set.

Other options will be discussed in the following chapters.
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5.4 User Profile

The main window will be displayed after a successful login.

5 To access the user profile dialog, click on the [User Profile] button at the application’s main window.

User Profile ['5__<|

3;; Uger Infarmation

Login Mame . username

Display Mame :

Passward it Change %

["] Save passward

= Contact

Mo existing contact -

Marme

Email :

Add Remove W Properties &
@ Tirne Zone
GWT+08:00 (HKT) -
0K Cancel B

MENU ITEM DESCRIPTION
Display Name Input box for entering alias of the backup user account.
Change Click to access the change password dialog.

Save password

Checkbox to enable or disable password saving.

Add Click to add contact information.

Remove Click to remove contact information.

Properties Click to edit existing contact information.

Name Input box for entering contact name of the backup user account.

Email Input box for entering contact email address of the backup user account.
Time Zone Dropdown menu for time zone setting.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.
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You can change the backup user account’s password, by pressing the [Change] button. A change password dialog will be
displayed afterward.

Change Password D_(|

= Pasowiord
Old Passwword ;

Mew Password
Confirm Mew Password :

Ok Cancel &

Enter your [Old Password] (e.g. existing password) and [New Password] into the corresponding textbox and press [0K].

To add new contact information for the backup user account, select [Add] to open the [Add new contact] dialog.

Add new contact b—(|

= Contact
Mame

Email

o]t Cancel &

Enter the corresponding information such as [Name] and [Email] in the corresponding field, and press [0K].

To update existing contact of the backup user account, select the corresponding contact from the [Contact] drop down menu,
and select [Properties].

Properties (contact@email.com) b—<|

= Contact
MHame

Email :

Ok Cancel E3

To delete existing contact of the backup user account, select the corresponding contact from the [Contact] drop down menu,
and select [Remove].
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To change the backup user account’s time zone setting, select the corresponding time zone from the [Time Zone] drop down
menu.

User Profile [$_<|

f User Information
Login Mame :  username

Display Mame :
Password e Change @&

7 Save passward

= Contact
Mo existing contact -

Marme :
Email :
Add [ Remove W Froperies &

% Time Zone
GMT+02:00 (HKT) -

GMT+08:00 (HKT)
GMT+05:00 (C5T) ]

e GMT+0:00 (BNT) I
GMT+08:00 (ST
GMT+08:00 (IRKST)
GMT+02:00 (M T) H
GMT+08:00 (FHT
GMT+08:00 (55T -

5.5 About Online Backup Manager

— Click on the [About Online Backup Manager] button to view information of your backup application, such as the
’-r__?,-’ application version, and backup service provider’s information like company name, website, email address and
server hostname or IP address.
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9.6 Backup Log

All' backup activities are logged to a corresponding log files. To review them, click on the [Backup Log] button.

Backup Set: BackupSet =
Log: [2011/03/01 113613 | = Show Al x
Type Log Time

i Start ['Windows XP (winxp), OBM 6.3.0.0] 2011/03001 11:36:13

@ Startcreating Shadow Copy Set ... 2011002001 11:36:13

@ Shadow Copy Set successiully created 2011/032001 11:36:14

@ Downloading serverfile list ... 2011002001 113617

i Downloading server file list ... . Completed 2011/02001 11:36:17

i Reading hackup source from hard disk ... 20110032001 11:36:18

i Getting all files which have been moved . 2011/032001 11:36:18

@ Getting all files which have been moved ... Completed 20110032001 11:36:18

i Reading backup source from hard disk .. Completed 2011/032001 11:36:18

@ Total Mew Files=10 2011/03001 11:36:18

@ [Total New Directory =0 20117032001 11:36:149

i Total Updated Files=10 2011/03901 11:36:18

i Total Update File Permission=10 2011/032001 11:36:149

il Total Deleted Files=10 2011/03001 11:36:18

@ Total Delete Directary=10 20117032001 11:36:149

i Total Moved Files=10 2011/03901 11:36:18

i Deleting Shadow Copy snapshot for volume "C:¥ 2011/032001 11:36:149

@ Backup Completed Successully 20110032001 11:36:21
Logs per page ;. (a0 » Fage: 111 =

Close B

MENU ITEM DESCRIPTION
Backup Set Drop down menu for selecting which backup set.
Log Drop down menu for selecting which log to review (in YYYY/MMDD hh:mm:ss format).
Show Drop down menu to filter display of only Information, Warning, Error, or all log entries.
Logs per page Drop down menu for selecting the number of log entries to display per page.
Page Drop down menu to switch the page number.

*The availability of options listed above may be service provider dependent. If a feature is not available, please check with your
service provider for further details and availability.
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9.7 Restore Log

Similar to backup, all restore activities are also logged to a corresponding log files. To review them, click on the [Restore Log]
button.

Backup Set: BackupSet =
Log: [2011/03/01 11:59:48 | = Show Al .
tihe : ; : Log | Tirne

i Start [Windows ¥P (winxp), OBMB.3.0.0] 201103601 11:59:49

@ Downloading restore file list .. 20110032001 11:59:49

i Downloading restore file list . Completed 20117032001 11:59:40

@ Creating new directary ... "CiRestore Destination\Backup Saurce” 20110032001 11:59:50

@ Creating new directory .. "CiRestore DestinatiomBackup SourceiTest 20117032001 11:59:40

@ Creating new directary ... "CiRestore Destination\Backup SaourcelTestiFalder A" 20115032001 11:59:50

@ Downloading . "CARestore DestinationiBackup SourceiTestiFolder AVshsaySuppaort’ (Total 0 hytes) 20117032001 11:59:40

i Restore Completed Successiully 20110032001 11:59:51
Logs perpage ;. |50 » Page: (111 |=

Close B

MENU ITEM DESCRIPTION
Backup Set Drop down menu for selecting which backup set.
Log Drop down menu for selecting which log to review (in YYYYAMMDD hh:mm:ss format).
Show Drop down menu to filter display of only Information, Warning, Error, or all log entries.
Logs per page Drop down menu for selecting the number of log entries to display per page.
Page Drop down menu to switch the page number.

*The availability of options listed above may be service provider dependent. If a feature is not available, please check with your
service provider for further details and availability.
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6 Configure backup sets

This chapter describes how to configure a backup set.

A backup set defines the configuration of a backup routine, such as backup schedule, backup source and encryption setting as
well as other options.

6.1 Backup Setting
':‘::';i Click on the [Backup Setting] button to:

o || Create new backup set -

Select the [+ | button to add a new backup set.
« |=|Delete existing backup set —

Select a backup set from the drop down menu, and the |=| button to remove corresponding backup set.
* Modify existing backup set —

Select a backup set from the drop down menu, and other options from the left panel to modify the backup set.
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Backup Setting f$__<|
BackupSet - B General
[] General [E; Backup Set
MName | BackupSet
| ) Backup Source Type . File Backup
i_f’ Backup Schedule User Authentication for Windows
[% g . Dammain :
s necreption
= o Uzer Mame :
¢ Continuous Data Protection Fassword |

[}, In-File Delta

& Retention Policy
Backup Filter
_‘:73—' Cormand Line Tool
]
1+ Eutra Backup
L ;
}~ Local Copy

'{j:}, Optiohs

Ok Cancel E3

ICON MENU ITEM DESCRIPTION
[ _] General Click to access the general backup set menu.
.
! Backup Source Click to access the backup source selection menu.

L Backup Schedule Click to access the backup schedule setting menu.
_—

[ e Encryption Click to access the encryption setting menu.

# Continuous Data Protection Click to access the continuous data protection menu.

In-File Delta Click to access the In-file delta menu.
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i Retention Policy Click to access the retention policy menu.
Backup Filter Click to access the backup filter menu.
#-:'
dir® Command Line Tool Click to access the pre post command line tool menu.
) |
‘l-- Extra Backup Click to access the extra backup setting menu.
[;
}"- Local Copy Click to access the local copy backup menu.
“,";3_}. Options Click to access the option menu.
.

*The availability of options listed above may be service provider dependent. If a feature is not available, please check with your
service provider for further details and availability.
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6.1.1 New Backup Set Wizard

Select the |+ button to start the New Backup Set Wizard.

)

New Backup Set Wizard

@ Backup Set
Mame: | BackupSet
Type: File Backup

File Backup -
Lotus Motes Client Backup E
Lotus Domino Server Backup

M3 Exchange Server Backup

M3 Exchange Mail Level Backup

M3 SQL Server Backup

MySQL Backup

Qracle Datahase Server Backup i

et » Cancel B

Select the corresponding backup type, in this case, a file backup set.

A backup set can be one of the following types:

BACKUP TYPE DESCRIPTION

File Drop down menu for selecting which backup set.

Lotus Domino Server Drop down menu for selecting which log to review (in YYYYAMMDD hh:mm:ss format).
Lotus Notes Client Drop down menu to filter display of only Information, Warning, Error, or all log entries.
MS Exchange Server Drop down menu for selecting the number of log entries to display per page.

MS Exchange Mail Level

Drop down menu to switch the page number.

MS SQL Server

Backup set type for backup of Microsoft SQL server.

MySQL Server

Backup set type for backup of backup MySQL server.

Oracle Database Server

Backup set type for backup of Oracle database server.

System State

Backup set type for backup of Microsoft Window’s System State.

ShadowProtect System

Backup set type for Bare-Metal backup of your system using StorageCraft’s ShadowProtect.
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Windows System

Backup set type for Bare-Metal backup of your system using Microsoft’'s WBAdmin.

MS VM

Backup set type for backup of Virtual Machine on Microsoft Hyper-V server.

VMware VM

Backup set type for backup of Virtual Machine on VMware server (VM Server, ESX, ESXi ...
etc).

*The availability of backup type listed above may be service provider dependent. If a backup type is not available, please check
with your service provider for further details and availability.

For exact application support list, please contact your service provider for further details.

Note:

Backup set type is defined at the backup set creation time, and cannot be modified afterward.

Next few steps of a new backup set creation process, including Backup Source, Backup Schedule and Encryption setting
configuration are discussed in the following sections of the guide.
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6.1.2 General

[ 3 Click on the [General] tab to modify the [Backup Set Name] or [User Authentication for Windows] setting.

For backup set with backup schedule and network shared drive selected as backup source, the [User Authentication for
Windows] is a mandatory field that must be filled in.

Please specify a Windows domain account for the backup client application with sufficient permission to access the network

location.

Backup Setting b__(|
BackupSet - B General
[} o ™ Backup Set
Mame | BackupSet
| ) Backup Source Type . File Backup
{_f’ Backup Schedule User Authentication for Windows
[p-!: . . Domain : Dormain
= L S serMame . | Usermarne
@ Continuous Data Protection Password . | S00008
[}, In-File Delta
et
& Retention Policy
Backup Filter
f>| Command Line Taal
1 Backup
'5 Local Copy
“,Q} Options
Ok Cancel E
BACKUP TYPE DESCRIPTION
Domain Input box for entering domain of the Windows domain account.
User Name Input box for entering username of the Windows domain account.
Password Input box for entering password of the Windows domain account.

*The availability of backup type listed above may be service provider dependent. If a backup type is not available, please check
with your service provider for further details and availability.
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6.1.3 Backup Source

Click on the [Backup Source] tab to configure backup source of a backup set.

A Backup Source defines the files and directories to be included for backup.
There are two types of backup source: Selected and Deselected.
« Selected backup source defines files and directories that are to be included in a backup set.
* Deselected backup source defines files and directories that are to be excluded from a backup set.

0On the basic backup source selection dialog, you can select directories that are commonly selected as backup source for
backup:

* Desktop folder
* My Documents folder
* Favorites folder

* Qutlook and Outlook Express folder

Backup Setting E‘ New Backup Set Wizard le
~ [571 = | | Backup Source

|BackupSet &= L O [# Deskiop

[J General O (@ Desktop | ]

s ) My Documents

Y

| Backup Source (2 Wy Docurnents a

- 4 [ 2% Favorites

7 Backup Schedule P

= [ ¢ Favorites O W oo

||:W; Encryption -

E ) B outiock = ) .

@ Continuous Data Pratection 0 W Outiook Exprese

[} in-File Detta I sidianembn|

Advanced »
& Retention Paolicy =
Backup Filter

@ Command Line Tool 4 Previous || Mext » | Cancel &
9.

% Extra Backup

.

/}’f Local Copy

'l_,jﬁ Options

0K Cancel &
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Click on [Advanced] button to access the advanced backup source dialog to select other directories for backup.

(@) Advanced Backup Source

Ej

Folders Marme Size Date Modified
= -_eé Wy Computer W My Computer

[ a-D e 05iC) & My Netwark Places

Lo Dx- DATA (D7)

- - L DYDICD-RW Drive (E7)

CoE-Od ,A. DVD Drive (H:)

I‘ﬂ S by Metwork Places

ltems per page ; |50 :v Page : v

Ok Cancel £

The checkbox beside a root drives, directory or file can be in one of the following mode:

MODE  DESCRIPTION

vl All directories and files under this directory will be backed up.

All directories and files under this directory except those explicitly excluded will be backed up.

W
Directories and files selected to this directory in the future will be backed up as well.
Only the checked directories and files under this directory will be backed up.
o
Directories and files selected to this directory in the future will not be backed up.
El No directory or file under this directory will be backed up.
Note:

For installation on Windows platforms, hidden directories and files will be displayed only if the [Hide protected operating files]
setting of Windows Explorer is disabled.
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By selecting a parent directory as backup source, all child directories and files including any hidden directories or files would
be backup as well.

To avoid backing up hidden directories such as the Recycle Bin folder, please select the corresponding directories or files
required as backup source directly, instead of selecting the parent directory or root drive letter.

6.1.4 Backup Schedule
l j Click on the [Backup Schedule] tab of the backup setting menu to configure backup schedule of a backup set.
g

A Backup Schedule defines the time, time period allowed, and frequency that backup job for an existing backup set should be
run automatically.

Backup Setting El New Backup Set Wizard E‘

|BackupSet i ‘_‘E‘JE\ | Backup Schedule [ Run scheduled backup on this computer
= - ]
u Canaral W Run scheduled backup on this computer

[ Backup Source

l,f Backup Schedule

P\; Encryption

@ Continuous Data Pratection

(). in-File Detta

o) Retention Policy

Backup Filter Add Remoye W Froperties &
— - x
a | Command Line Toal 4 Previous best » Cancel B

. Eara Backup
¥ Local Copy

'l_j» Qptions
Add eyl [mRiopeicsnd

QK Cancel

MENU ITEMS DESCRIPTION

Run scheduled backup Checkbox to enable or disable the corresponding backup set to run on this computer.
on this computer

Add Click to add a new backup schedule.

Remove Click to remove an existing backup schedule.

Properties Click to modify an existing backup schedule.
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Add new backup schedule

Mame | Mew Backup Schedule

A Backup

File
& Tvpe
Daily b
Backup everyday
@ Time
At -

Start: 23 = |00 ™
Stop : @ ancompletion (Full Backup)
D B

(0] Cancel E

3

Add new backup schedule

Marne . | Mew Backup Schedule

1) Backup

File

& Tupe

Manthly |-

Backup on the fallowing day every maonth ;

X)

Add new backup schedule

Mame : | Mew Backup Schedule

A Backup

File

& Type

Weekly ¥

Backup on the following dayis) evenyweelk

[ Sunday [ Monday [ Tuesday
[CIwednesday [ Thursday | Friday
| Saturday
@ Time
At -

Start: (23 = 00| ™
Stop: ® on completion (Full Backup)

-

(0]%4 Cancel E
Add new backup schedule [5__<
Marme © | Mew Backup Schedule
1) Backup
File
& Tpe
Custom | =

Backup on the following day once |

i Day: |1 - Date fapp-rm-ddy (2011 |- |03 = |- 18 | =
) |First _
I:D Time

™ Tirme Start: |23 = 00| =

Start: 23 = |00 = Stop: @ on completion (Full Backup

Stop : @ on completion (Full Backum i

L]
(]34 Cancel E3
(0]54 Cancel £

MENU ITEMS DESCRIPTION
Name Input box for entering backup schedule name.
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Type Checkbox to select schedule type.
Daily - Backup job will run everyday at a specific time under this schedule type

Weekly - Backup job will run on specific day(s) of a week, at a specific time under this
schedule type.

Monthly - Backup job will run on specific day of a month (date, or special criteria such as
first weekend, last weekday), at a specific time under this schedule type.

Custom - Backup job will run on specific day of a year (date), at a specific time under this
schedule type.

Time (At) To start backup job at a specific time.
Start - Dropdown menu to select the start time of a backup job.

Stop — Option to allow a backup job to run to completion, or to stop the running backup job
after a specified hour.

Time (Periodically) To start backup job at regular intervals of time.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

To configure a Daily backup schedule where backup job will run everyday at 8:00pm:
1. Select [Add] to open the [Add new backup schedule] dialog.

2. Enter name of the backup schedule.

3. Select [Daily] from the schedule [Type] dropdown menu.

4. Select [At] from the [Time] dropdown menu.

5. Configure start time to be 20:00

6. Configure the stop option according to your requirement.

To configure a Weekly backup schedule where backup job will run on Friday every week at 8:00pm:
1. Select [Add] to open the [Add new backup schedule] dialog.

2. Enter name of the backup schedule.

3. Select [Weekly] from the schedule [Type] dropdown menu.

4. Select the checkbox beside [Friday].
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5. Select [At] from the [Time] dropdown menu.
6. Configure start time to be 20:00

7. Configure the stop option according to your requirement.

To configure a Monthly backup schedule where backup job will run on first weekend of every month at 8:00pm:
1. Select [Add] to open the [Add new backup schedule] dialog.

2. Enter name of the backup schedule.

3. Select [Monthly] from the schedule [Type] dropdown menu.

4. Select [First], [Weekend].

5. Select [At] from the [Time] dropdown menu.

6. Configure start time to be 20:00

7. Configure the stop option according to your requirement.

To configure a Custom backup schedule where backup job will run on Jan 1st of 2012 (2012-01-01) at 8:00pm:
1. Select [Add] to open the [Add new backup schedule] dialog.

2. Enter name of the backup schedule.

3. Select [Custom] from the schedule [Type] dropdown menu.

4. Enter the date when the backup should be performed (YYYY-MM-DD).

5. Configure start time to be 20:00

6. Configure the stop option according to your requirement.

Note that multiple backup schedules of different type (e.g. daily, weekly) can also be configured for a single backup set.

For example:
* Daily backup schedule at 00:00
* Daily backup schedule at 12:00
 Weekly backup schedule on Friday at 18:00

Combination of these schedules effectively creates a schedule for backup at 00:00 and 13:00 everyday, and 18:00 every
Friday.



ONLINE BACKUP MANAGER USER GUIDE

6.1.5 Encryption

[- | Before files are uploaded to the backup server, they are first compressed and encrypted with an algorithm, mode
- and key of your choice.

Select the [Encryption] tab to view the current encryption setting of an existing backup set.

Backup Setting

%)

Backup3et v B Encryption
[3 General Algarithrn AES
| ) Backup Source Mades ELE
Key Length : 286 hits
i__'{ Backup Schedule Encrypting key ; |+
[r]: Encryption Mask encrypting key
d. Continuaus Data Pratection
[}, In-File Delta
& Retention Policy
Backup Filter
_7-7 Command Line Tool
fs
Eutra Backup
:L Local Copy
“,_'53 Options
Ok Cancel E3
MENU ITEMS DESCRIPTION
Encryption key Text box displaying the encryption key for the corresponding backup set.
Mask encryption key Checkbox to enable or disable masking of the encrypting key.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

Encryption settings are set at a backup set’s creation time in the New Backup Set Wizard.
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New Backup Set Wizard

[ Encryption
 Default

i Custorn

[] Do not use encryption
Algorithm . Twofish | =
Mode : @ ECE

I CBC
KeyLength : 128 hits
W 256 hits

Encripting key
Confirm Encrypting Key

1 Previous (0]%4 Cancel E

MENU ITEMS

DESCRIPTION

Default

Radio button to select default encrypting key.

Default encryption setting -

Encryption algorithm: AES

Encryption mode: ECB

Key Length: 256 bits

Encrypting key: Same as current password

Custom

Radio button to select your custom encryption setting, including:

Encryption algorithm
Encryption mode
Key Length
Encrypting key

Do not use encryption

Checkbox to disable encryption (not recommended).

Algorithm (used with Custom)

Dropdown menu to select the encryption algorithm setting:

Twofish - Twofish algorithm
DESede - Triple DES algorithm
AES - Advanced Encryption Standard algorithm
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Mode (used with Custom) Radio button to select ECB or CBC encryption mode:

ECB - Electronic Cook Book mode
CBC - Cipher Block Chaining mode

Key Length (used with Custom) Radio button to select 128 bit or 256 bit key length.

Encrypting key (used with Custom) Input box for entering your choice of encrypting key.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

Select [Default] encryption setting if you are not familiar with encryption algorithm or mode. The default encryption setting is:
Encryption Algorithm: AES

Encryption Mode: ECB

Key Length: 256 bits

Encrypting Key: Same as current password

Encryption settings are set at a backup set’s creation time and cannot be modified afterward.

If custom encrypting key is used, please considering the following to create a strong encrypting key:
* Length
Make sure the encryption key is at least eight or more characters.
» Complexity

Include lowercase, uppercase letters and numbers, use the entire keyboard not just the letters and characters you use or
see most often.

Avoid creating encryption key that uses:
* Dictionary words.
 Words spelled backwards, common misspellings and abbreviations.
« Sequence or repeated characters.

* Personal information, your name, your birthday, or similar information. Include letters and numbers, use the entire
keyboard not just the letters and characters you use or see most often.
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Important:
By selecting default encryption setting, password string of the backup account will be configured as encrypting key for the
corresponding backup set.

The encryption key is independent from a backup account’s password.

Encryption settings are set at a backup set’s creation time, even if the password is changed afterward, the encryption key
remain the same.

It is very important that the encryption key is written down, and additional copies of the key are made, and stored in safe
places so that it is readily available when needed to restore data.

If the encryption key is lost, the data is irretrievable.

For initial login of existing backup user on new computer, you will be prompted for the encrypting key of all existing backup set.

@ Online Backup Manager

@ OBM Language : |English E D Save Setting @ Quit

Summary (usernamea)

Backu
4 . Guota Usage
lsed: 139.78M ) 50G (0%)
2 Data : A9 70 (226 files
¥ Restore ¢ )
Fecycle Bin: 280.09M (39 files

Encrypting Key Request (BackupSet) [X|

[Eh Encrypting key Backup Log [ |
Enter Carrect Encrypting Key . Restore Log [

ki@ | Sancel 8|

b a o

MENU ITEM DESCRIPTION

Enter Correct Encrypting Key Input box for entering encrypting key of existing backup set.
0K Click to confirm on encrypting key.

Cancel Click to proceed without using encrypting key.

Page 83 of 610
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Enter the correct encrypting key and click [OK] to proceed.

Alternatively, press [Cancel] to proceed (e.qg. if the encrypting key is lost) without encryption, for all backup job performed
afterward.

A confirmation box will be prompted to confirm.

Confirm No Encryption

Backup will he done without encryption, continue?

| Yes & | No &

By continuing without encryption, it allows data backed up in the future to be restorable (they are no longer encrypted).

However, existing data that are encrypted by the lost encrypting key would not be restorable.

(©) Online Backup Manager

Language E_English |_:' D Save Setting @ it

Summary (usernamea)

. Guota Usage
Lsed: 139,790 J 500G (0%)

B = Data A9 TM (226 files)
" Restore
Recycle Bin: 20.09M (89 files)

Confirm Mo Encryption

BackupLog O

| Restore Log [
Backup will be done without encryption, continue? |R- el

[=es & | [=hio- 8|

Important:
In the event of lost encrypting key, it is strongly recommended that a new backup set be created. This ensures that data
backed up in the future are both encrypted and restorable.

Page 84 of 610
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6.1.6 Continuous Data Protection (CDP)

# Continuous Data Protection (CDP) is a feature providing backup for selective data whenever change is made.
Depending on the option selected, every version of a file is backed up close to real time.

To enable CDP, click on the [Continuous Data Protection] tab and select the [Enable Continuous Data Protection] checkbox.

Backup Setting g|
BackupSet - B Continuous Data Protection
[} Genaral Enahle Continuous Data Protection {local disks anly)
| % Backup Source Time Mark Interval B0 minutes A
Minimum Update Interval ;10 minutes A
{_':‘_f Backup Schedule Type
[r]-.: £ i ) Backup file(s) selected by backup sources and filters
= neryption
) Backup all files
@ Continuous Data Protection ™ Custom
[2 BT Bl Do not backup files defined as system files
n-File Delta
g Advanced »
& Retention Policy
[+ Backup Source
Backup Filter Add [
Retmove W
" 3
|ar2 Command Line Tool Erepeiiesll
i
£ Extra Backu
b {—\} Backup Filter
'L Local Copy Add L
) T |
i34 Options Froperties &

Ok Cancel E3

MENU ITEMS DESCRIPTION

Enable Continuous Data Protection Checkbox to enable or disable CDP.

Note:

CDP will only backup directories and files on local drive, but not on floppy drive,
removable drive or network drive.
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Time Mark Interval Defines a regular interval of time (e.g. every x minutes), with each interval
containing one snapshot (the first backup of each interval) available for restore.

For example, for [Time Mark Interval] set to 60 minutes, with the file updated
every 5 minutes. A restore-able snapshot of the file will be available for each
interval:

00:05, 01:05, 02:05, 03:05 ... etc.

Minimum Update Interval Defines how often an updated file is backed up to the backup server.

For example, for [Minimum Update Interval] set to [Always], file will be backed up
to the server as they are updated.

Backup file(s) selected by backup Radio button to select if GDP will only backup modified directories or files

sources and filters selected as backup source.

Backup all files Radio button to select if CDP will back up all modified directories and files on all
local drive.

Custom Radio button to select if CDP will backup a custom set of directories and files.

Note: This custom set of directories and files can be different than the backup
source selected for the backup set.

Backup Source (used with Custom) Add - Click to select a custom set of directory or file as backup source for CDP
backup.

Remove — Click to remove a selected directory or file as backup source for CDP
backup.

Properties — Click to modify a selected directory or file as backup source for CDP
backup.

Backup Filter (used with Backup all Add - Click to create a backup filter for CDP backup.
files or Custom)
Remove — Click to remove a backup filter for CDP backup.

Properties — Click to modify a backup filter for CDP backup.

Note: Backup filter is case sensitive.
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Do not backup files defined as
system files

When this option is enabled, CDP will automatically exclude the following files
from its backup:

C:\hiberfil.sys

C:\Pagefile.sys

C:\Program Files\*

C:\RECYCLER

C:\System Volume Information
C:\Windows\*
${App_Data}\Avg7
${App_Data}\Avg8
${App_Data}\Kaspersky Lab
${App_Data}\McAfee
${App_Data}\McAfee.com
${App_Data}\Microsoft
${App_Data}\Sophos
${App_Data}\Symantec

*\* tmp

*\Application Data\Macromedia\*
*\Application Data\Mozilla\*
*\Local Settings\Application Data\Microsoft\*
*\ntuser.dat

Advanced

Click to access advanced CDP backup control to backup only when:

CPU usage is less than a specific percentage.
Network traffic is less than a specific Megabyte per second.

No keyboard or mouse input exceeding a specific time (in minute).

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

Note:

The [Continuous Data Protection] tab is only available for 0BM installation in Windows platforms.

Configure the [Time Mark Interval] and [Minimum Update Interval] according to your recovery requirement.

Time mark interval defines a regular interval of time, where each interval contains one snapshot available for restore.
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For example, when [Time Mark Interval] is configured to 60 minutes. 24 intervals would be marked per day, with each interval
spanning across 60 minutes:

Interval 1 —00:00 to 01:00
Interval 2 — 01:00 to 02:00
Interval 3 —02:00 to 03:00
Interval 4 — 03:00 to 04:00
To

Interval 23 —22:00 to 23:00
Interval 24 —23:00 to 24:00

Assuming that a file is backed up multiple times (by CDP) within each interval, the first backup (e.g. snapshot) of each interval
would be available for restore.

Minimum update interval defines the minimum period of time before an updated file is backed up to the backup server.

For example, when [Minimum Update Interval] is configured to 10 minutes, updated file would be backed up to the backup
server every 10 minutes. To ensure that updated files are always uploaded to the server immediately, you can consider setting
the [Minimum Update Interval] as Always.

To configure CDP for backup of the directories and files selected as backup source:

1. Select the [Backup file(s) selected by backup sources and filters] radio button for [Type].

To configure CDP for backup of all local drive(s):
1. Select the [Backup all files] radio button for [Type].

2. Configure [Backup Filter] for inclusion or exclusion of file if necessary.

To configure CDP for backup of a custom set of directories or files:
1. Select the [Custom] radio button for [Type].
2. Click [Add] beside the [Backup Source] section (within the CDP tab).
3. Select the custom set of data for backup.

4. Configure [Backup Filter] for inclusion or exclusion of file if necessary.

Note that the backup filter function is only available for CDP type [Backup all files] or [Custom].
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Although CDP can be a helpful feature, the protection offered by CDP is often heralded without consideration of the
disadvantages that it can present.

Specifically, the continuous CPU, memory and bandwidth usage can adversely affect the corresponding machine’s
performance.

To enable backup control for CDP backup, select [Advanced] to open the advanced CDP setting dialog:

Advanced CDP Setting f'>_<|

Enable Backup Contral
ﬂ; Backup only when
CPUusage = |80 | = %
an
Metwoark trafiic = 1 > | Mhitfs
and : .
Mo input for |1 > | minute(s)

Ok Cancel E

To allow CDP backup only when CPU usage is under 50%:
1. Select the checkbox beside [CDP usage].

2. Select the corresponding percentage from the [%] dropdown menu.

To allow GDP backup only when network traffic is under 10 Mbit/s:
1. Select the checkbox beside [Network traffic]

2. Enter the corresponding number in the [Mbit/5] textbox.

To allow CDP backup only when there is no keyboard or mouse input for 5 minutes:
1. Select the checkbox beside [No input for].

2. Enter the corresponding number (in minutes) in the [minute(s)

Important:
Continuous Data Protection (CDP) will only backs up data selected as backup source after the CDP module is enabled. Existing
data that are not updated will not be backed up by the CDP module.

Furthermore, CDP is not a replacement for the traditional schedule backup but works along with the scheduled backup to
provide timely protection for your data.

CDP will automatically be stopped when a manual or scheduled backup is started, and will resume when the job is completed.

Note: It is not possible to run multiple CDP backup sets on the same machine with different backup user accounts.
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6.1.7 In-File Delta

[- For more details about the In-file delta technology, please refer to the In-File Delta Technology section to be
& followed in this guide.

To enable CDP, click on the [Continuous Data Protection] tab and select the [Enable Continuous Data Protection] checkbox.

6.1.8 Retention Policy

Fin} Click on the [Retention Policy] tab to modify the retention policy of an existing backup set.

X)

Backup Setting

BackupSet - B Retention Policy
[} Genaral W Keep deleted filefs) for |7 v | Dayis) |
- 1 Advanced

| 3 Backup Source
L{, Backup Schedule
[r_‘!,: Encrptian

¢ Continuous Data Protection
[}, in-File Delta

& Retention Policy

Backup Filter

_“;7;.‘ Cormmand Line Toal
1

1+ Extra Backup

1

= Local Copy

",j:} Options
Add B Remove W Properties &

Ok Cancel E3

Retention policy defines the policies of persistent data management for meeting business data archival requirements.

When a backup job is performed, for data that are modified or deleted on the client computer, their existing version on the
backup server (backed up previously) would be moved into retention area, while newly backed up file would be placed in the
current data area.

Specifically, retention policy setting defines how long are these data kept within the retention area before they are deleted
permanently from the backup server.
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For backed up data that have not been updated or deleted from the client computer, they are kept in the data area on the
backup server and remain untouched.

A standard retention policy defines a basic policy where retained file (in the retention area) are removed automatically after a
user specific number of days or backup jobs.

To define a standard retention policy, simply modify the [Keep delete file(s) for] drop down menu to your required days or jobs.
Press [OK] and save before exiting the backup application to confirm the changes.

Backup Setting b__q
BackupSet - B Retention Palicy
[} General ® Keep deleted filefs) for |7 > | |Dayis) | =
5 7 Advanced

| ) Backup Source

i_'f’ Backup Schedule
[r_l: Encryption

@' Continuous Data Protection
[}, In-File Delta

& Retention Policy

Backup Filter

_f; Command Line Toal
it

£ Extra Backup

L ;

L Local Copy

“,1::3 Optiohs
Add B Remove W Froperties @

Ok Cancel E3

An advanced retention policy defines a more advanced and flexible policy where retained file (in the retention area) are
removed automatically after a combination of user defined policy, such as:

* A specific number of days
* A specific number of weeks, including the day of the week
* A specific number of months, including the day of the month

* A specific number of years, including the day of the year
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To define an advanced retention policy, select the [Advanced] button, and press the:
* [Add] button to add new policy
* [Remove] button to remove existing policy
* [Properties] to edit existing policy

Press [OK] and save before exiting the backup application to confirm the changes.

Backup Setting

X

BackupSet - E Retention Palicy
[} General ) Keep deleted filers) far 7 = | [Davis) [
- i Advanced

[ Backup s
L STl Retertion Policy 1 (Type: Daily

i # Backup Schedule Retention Palicy 2 (Type: Weekly)

[p-l: Encrption

¢ Continuous Data Protection
[}, In-File Delta

o Retention Policy

Backup Filter

_':77 Zommand Line Tool

1

£ Extra Backup

% [ocal Copy

_'3} Options [T] Remove retention files for overlap palicy
Add [ Rermove 107 Froperties

Ok Cancel E3

For example, you can configure the advanced retention policy to keep all data backed up:
e Inthe last 7 days.
* In the last 4 Saturdays.
* In the 1st day of each month in the last 3 months.
* In the 1st day of each quarter in the last 12 months.

« In the 1st day of each year in the last 7 years.
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To achieve the above example policy, configured the advanced retention policy as follows:
* Type: Daily
Number of snapshots to keep: 7
* Type: Weekly
Keep retention files for the following days: Friday
Number of snapshots to keep: 4
* Type: Monthly
Keep retention files for the following days: Day 1
Number of snapshots to keep: 3
* Type: Quarterly
Keep retention files for the following days:
Month - January, April, July, October
Day 1
Number of snapshots to keep: 4
* Type: Yearly
Keep retention files for the following days: 01-01
Number of snapshots to keep: 7
Assuming that a file is updated and being backed up everyday for the past 7 years, and today is January 17, 2011.

If the option [Remove retention files for overlap policy] is not enabled, a total of 22 snapshots (previous version) of the file
would be available for restore:

DAILY DAILY DAILY DAILY DAILY

16-Jan-2011 14-Jan-2011 01-Jan-2011 01-Jan-2011 01-Jan-2011
15-Jan-2011 07-Jan-2011 01-Dec-2010 01-Oct-2010 01-Jan-2010
14-Jan-2011 31-Dec-2010 01-Nov-2010 01-Jul-2010 01-Jan-2009
13-Jan-2011 24-Dec-2010 01-Apr-2010 01-Jan-2008
12-Jan-2011 01-Jan-2007
11-Jan-2011 01-Jan-2006
10-Jan-2011 01-Jan-2005
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If the option [Remove retention files for overlap policy] is enabled, the overlapping snapshots would be removed, with the
following snapshots available:

DAILY DAILY DAILY DAILY DAILY

16-Jan-2011 14-Jan-2011 +-dan-26++ Ot-dan-20++ 01-Jan-2011
15-Jan-2011 07-Jan-2011 0+-Dee-2016 8+-0et-2010 01-Jan-2010
H-danr-26++ 3+-Dee-2040 8+-Nov-2010 0+-du-2610 01-Jan-2009
F-Janr-26++ 24-Bee-2010 O+-Apr-2616 01-Jan-2008
12-danr-26++ 01-Jan-2007
H-dan-20++ 01-Jan-2006
10-dan-26++ 01-Jan-2005

The weekly policy overrides the daily policy so the snapshots of 10-Jan-2011, 11-Jan-2011, 12-Jan-2011, 13-Jan-2011 and
14-Jan-2011 are removed.

The monthly policy overrides the weekly policy so the snapshots of 24-Dec-2010 and 31-Dec-2010 are removed.

The same applies to the monthly, quarterly and yearly policy giving a total of 11 snapshots.

Important:
The Retention Policy and Delta Merge feature is closely related, as the criteria for file merging is governed by the retention
policy setting configured for a backup set.

Please refer to the Delta Merge section in this guide for further details.

6.1.9 Backup Filter
Backup Filter is a set of user defined criteria to include or exclude directories and files as backup source of a backup set.
There are some basic rules regarding backup filters:

1. Filters are applied in creation order.

2. Inclusion or exclusion made by filter takes precedence over backup source selections.

To add a new filter, press the [Add] button at the bottom of the right panel.
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X

Backup Setting

BackupSet - B Backup Filter
[} General Mame: Backup Filter =
[ Y Backup Source Top Directory © @) All Hard Disk Drives

S Change &%
{__'j‘“_f Backup Schedule Apphto : File

(| Directary

[r_l: Encrptian
[#% Pattern Matching

@ Continuous Data Protection
Tepe : @ Text ( endswith | = |)

[_:j_, In-File Delta 2 Unix-style Regular Expression
. ! Pattern: | Addl [#
& Retention Policy
Rermove 17
Backup Filter Fropedies =
% Command Line Taal 2 Filter Mode
'y ® [nclude matched (W exclude all others )
L EEC ) Exclude matched | 3
L ;
e
g Local Copy Add B || Remave 10
“,1::3 Optiohs
Ok Cancel E3
MENU ITEMS DESCRIPTION
Name The name of a filter.
Top Directory The top directory to which this filter is applied. Filtering rules will be applied to all files and/or

directories under this directory.

All Hard Disk Drives — select all local hard drives as the top directory automatically.

Apply To Define whether to apply the filtering rule to files andr directories.
Pattern Matching It defines the filtering rules of a filter. A filtering rule can be one of the following types;
[Starts With]

IncludeExclude all files/directories with name starting with a certain pattern.

Example:
You can use B* to match all file with name starting with a B character.

[Contains]
IncludeExclude all files/directories with name containing a certain pattern.
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Example:
You can use *B* to match all files with name containing with a B character.

[Ends With]
Include/Exclude all files/ directories with name ending with a certain pattern.
e.g. You can use *.doc to match all files with name ending with .doc (all Word Documents)

[Regular Expression]
IncludeExclude all files/directories with name matching a regular expression.

To add a new pattern, press the [Add] button in the [Pattern Matching] area.

Note: Backup filter is case sensitive.

Filter Mode Defines whether you want to include or exclude matched files intofrom the backup set. Also,
for those unmatched files, you can choose to exclude (if include filter type) or include (if
exclude filter type) them intofrom the backup set.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

The following are a list of examples with different filter settings.

Example 1:
To backup only Word, Excel and PowerPoint documents in the document directory (e.g. C:\My Documents), setup the backup
filter as follows:

Top Directory = C:\My Documents
Apply To = File (true)

Matching Type = End With

Matching Patterns = *.doc, * .xIs, *.ppt
Filter Mode = Include

Exclude all others = True

Example 2:
To backup all files, excluding all *.exe, *.dll and *.tmp, in C:\Application, setup the backup filter as follows.

Top Directory = C:\Applicaitons

Apply To = File (true)

Matching Type = End With

Matching Patterns = *.exe, *.dll, *.tmp
Filter Mode = Exclude

Include all others = True
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Example 3:
If C:\ was selected as backup source, to exclude all images (e.g. *.jpg and *.gif) from the backup source selection, setup the
backup filter as follows.

Top Directory = C:\

Apply to = File (true)

Matching Type = End With
Matching Patterns = *.jpg, *.qgif
Filter Mode = Exclude

Include all others = false

Note that the [Include all others] setting is not enabled because it is not necessary to include all other file types under C:\ into
the backup set.

Example 4.
To include everything, except the log directory, under C:\Applications, setup the backup filter as follows.

Top Directory = C:\Applications
Apply To = Directory (true)
Matching Type = Regular Expression
Matching Patterns = ~ log$

Filter Mode = Exclude

Include all others = True

Example 5:
To include all directories named log from the backup set files with file name starting with B and ending with *.doc under C:\My
Documents, the filter backup can be setup as follows.

Top Directory = C:\My Documents
Apply To = File (true)

Matching Type = Regular Expression
Matching Patterns = ~B.*\.doc$
Filter Mode = Include

Exclude all others = True
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6.1.10 Command Line Tool

i

gir# Click on the [Command Line Tool] tab to configure a Pre-Backup or Post-Backup command.

Command to execute batch file to stop and start an application before and after a backup job, or other command to shutdown

the computer when a backup job is complete can be configured.

Backup Setting

BackupSet - B Command Line Tool
[} General @ Fre-Backup
MName : Pre-Backup Command Line Tool
y
| Backup Source Working Directory . |2 Change
i -f Backup Schedule Cammand StopQutlook.cmd
[P‘!: ; Add [F | Remave
o Encrptian
d' Continuous Data Protection Q PostBackup
3 Mame  Post-Backup Cormtmand Line Tool
[__1, IzRIESEEI Wiarking Directany : |4 Change
& Retention Palicy Command : StartOutlook.crmd
Backup Filter Add [ Remave
_“;7;.‘ Command Line Toal
1. Eutra Backup
']h Local Copy
“,1::3 Options
Ok Cancel E3
MENU ITEMS DESCRIPTION
Add Click to add new pre or post backup command.
Remove Click to remove existing pre or post backup command.
Name Input box to enter name of a pre or post backup command.
Working Directory Directory which the pre or post backup command will run at.
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Command Input box to enter pre or post backup command to be run.

Native command or command to execute a batch, command or VBScript file can
be configured:

shutdown -s -t 60
batch.bat
command.cmd
script.vbs

For Linux:
Command to execute a script file must be configured:

/usvlocalcommand.sh
For FreeBSD/Solaris:

Command to execute a script file must be configured:
Jusrlocalcommand.sh

Note:
For all platforms, please ensure that control is returned to the backup

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

For OBM installation on Linux/FreeBSD/ Solaris platform (without GUI environment installed), you can setup the pre and post
backup command on the web console:

Manage Svyvstern | Manaage Log | Manage User | Manage Group Policy | Manage Systern User [username] Select Lanquage

[Helo]l Pre-backup command

1. Mame Pre-backup command name [ add ]

Command fusrilocalfcommand-1.sh

wiorking Directory

[Help] Post-backup command

1. Mame Postbackup command name [ Add ]

Comrand Jusrilocalfcommand-2.5h

wiorking Directory

MENU ITEMS DESCRIPTION
Add Click to add new pre or post backup command.
Remove Click to remove existing pre or post backup command.
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Name

Input box to enter name of a pre or post backup command.

Working Directory

/pathname/scriptname.sh

Note:

command is executed.

Input box to enter pre or post backup command to be run.

Pre and post command must be put into a script file. It is also recommended to
add the absolute path location of the script, such as:

Please ensure that control is returned to the backup application once the

Working Directory

Location the script would be working from.

This field can be left empty, but please note that any output from the script would
be stored under the OBM installation folder.

Update

Click to save the changes.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

The pre and post backup command will run at different stages of a backup according to it backup type.

The following table outlines when they would be run:

BACKUP TYPE

PRE-BACKUP COMMAND

POST-BACKUP COMMAND

File backup type

Run before any file is backed up (uploaded)
to the backup server.

Run when the backup (upload) of all files are
completed.

Non-file backup type

Run before any database file is spooled to
the designated temporary directory.

Run after spooling backup files to temporary
directory (e.g. before the first backup file is
uploaded).
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6.1.11 Extra Backup

1
'l q Click on the [Extra Backup] tab to enable the Off-Line Backup and System Logout Backup Reminder option.

Backup Setting [3__( |
BackupSet - E Extra Backup
3 cenera &, OffLine Backup

Enable off-line hackup
|‘I Backup Source Backup Interval © |1 * dayis) 0 = | hours)
Ermail Maotification : |7 *  day(s)

5 Backup Schedule
= i Show backup reminder

[p-l: Encrption

e m Systermn Logout Backup Reminder

¢ Continuous Data Protection Enahle Systerm Logout Backup Reminder
(2. In-File Detta 2 Backup

& Retention Policy il

Backup Filter
_';'-'; Zommand Line Tool
1
¥ Extra Backup
%
& Local Copy

“,_'\f} Options

Ok Cancel B

Note:
[Extra Backup] tab is only available for OBM installation on Windows platforms.

6.1.11.1 Enable off-line backup
Enable off-line backup defines whether to enable the [off-line backup] feature.

The [off-line backup] feature is designed for notebook users who may be off-line most of the time, and cannot rely on backup
scheduled for regular backup of their data.

ENABLE OFF-LINE BACKUP ACTION

Enabled Prompt for backup if the time between the last backup to the current time
exceeded the [Backup Interval].
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Disabled Do not prompt for backup.

Backup Interval Time interval between each backup job.

Email Notification Time interval when email would be sent for backup reminder.

Show backup reminder To display or hide the confirmation dialog for backup.
If the confirmation dialog is disabled, backup will be performed automatically
when connection to the Internet is re-established.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

With the [off-line backup] setting is enabled, when the computer is connected online and the time between the last backup to
the current time elapsed the [Backup Interval], a pop up off-line backup confirmation menu will be prompted, reminding the

user to perform a backup.

@) Off-line backup confirmation

Do you want bo start the hackup for [Backup fes
Set] now? No

Last Backup: 2011-03-08 21:00

MENU ITEMS DESCRIPTION

Yes Perform the backup job immediately.
No Do not perform the backup job.

6.1.11.2 Enable System Logout Backup Reminder

Enable System Logout Backup Reminder defines whether to enable the [System Logout Backup Reminder] feature.

ENABLE SYSTEM LOGOUT BACKUP REMINDER

ACTION

Enabled

Prompt for backup before logging out or shutting down.

Disabled

Do not prompt for backup.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.
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When the [System Logout Backup Reminder] setting is enabled, a pop up logout reminder menu will be prompted, requesting
for backup before the user logs out of the system or before shutting down Windows.

@) Online Backup Manager

Do you wank to backup the Following BackupSet(s)? Vs

Backup Backup ek Mo |

[v Locking workstation
F Shutdl:lwrl CDITlpLItEf I:H Restart Cﬂmputer

Do not backup and close automatically in & sec

MENU ITEMS DESCRIPTION

Yes Click to perform a backup for the backup set before logging out or shutting down.
No Click to proceed to logout or shutdown directly.

Locking workstation Checkbox to lock the corresponding machine when the backup is being performed.
Shutdown Computer Radio button to shutdown computer after the backup job is completed.

Restart Computer Radio button to restart computer after the backup job is completed.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.
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6.1.12 Local Copy

..: To save a copy of back up data locally on the client computer, simply enable the local copy feature of the

;_'.f-" backup client application.

Click on the [Local Copy] tab to configure a local copy backup.

X)

Backup Setting

BackupSet - B Local Copy
[] General Copyto Local Hard Disk
5 . [ copyto
| Backup Source LocalBackup Change &
ol Backup Schedule i i
N p 4] Retention Policy
- . Remove deleted files in retention area
[P-J,: Encryption
keep deleted fileds) for: |7 *  dayis) | *

@ Continuous Data Protection
Qﬂ Oiffsite Backup
[_2 In-File Delta [] Skip backing up to Ahsay Offsite Backup Server
& Retention Policy
Backup Filter
ar> | Command Line Tool
1 Backup

'L Local Copy

“,Q} Options

Ok Cancel E3

MENU ITEMS DESCRIPTION

Copy to Local Hard Disk Checkbox to enable or disable local copy backup.

Copy to Directory which the local copy data are stored.

Remove deleted files in Checkbox to enable or disable the retention policy of the local copy backup.

retention area

Keep deleted file(s) for Dropdown menu to select a basic retention policy.

Note:
For local copy backup, only basic retention policy can be applied.
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Skip backing up to Offsite Checkbox to skip or to perform off-site backup for the corresponding backup set.
Backup Server

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

Select the corresponding backup set from the drop down menu, and click on the [Local Copy] tab.

Select the checkbox beside [Copy to Local Hard Disk], click the [Change] button and browse to the directory path which you
would like to store the local copy backup.

You can enable retention policy for the local copy backup (if necessary). However, note that only basic retention policy can be
configured for local copy.

Retention policy of the local copy backup is separate from the retention policy configured for the off-site backup (configured in
the [Retention Policy] tab).

For backup set that is intended for local copy backup only, select the checkbox beside [Skip backing up to Offsite Backup
Server].

Note:
Administrators need to pay attention to the maximum file size limitation of different file system format, so that data can be
backed up to the Local Copy destination, or database file can be spooled to the temporary directory for local database backup.

: 3 Data that are backed up by the local copy module are compressed and encrypted. To restore local copy backed
it up files, please refer to the following instruction:

o
B
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1. Press the [Decrypt Local Copy Wizard] button on the backup application’s main window.

(@ Online Backup Manager

— —
© OBM Language : |English - |i | SaveSetting |Gy Quit

,‘ Summary (Username)
B Backup

& Guota Usage
Used: 080G {0%)

/L Restare Data: 0 (0 file)
L Recycle Bin: 0 {0 file)
i Statistics
Total Backup : 0 {0file) Backup Log [

Total Restore : 0 (0 file) Restore Log [

fh‘; Last Backup
Mo backup log found
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2. Select the backup set to be restored and press [Next] to proceed.

@ Decrypt Local Copy Wizard

Please selectthe hackup set

Backup Set

Delete

Mext »

Cancel

3. Follow the normal restore procedure for restoration of your local copy backed up data. For more details, please refer to

Chapter 8 of this guide.

(@] Decrypt Local Copy Wizand

Please selectthe hackup set

Backup Set

Delete I

Mext »

Cancel &
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6.1.13 Options

Click on the [Options] tab to configure options such as temporary directory for storing backup files, follow link, Volume
Shadow Copy or advance option such as the transfer block size.

6.1.13.1 Temporary Directory for storing backup files

The temporary directory is used for various purposes, such as storage of temporary spooled file (for database specific backup
type), remote file list, local file list, temporary delta file and other files of temporary nature.

Backup Setiing El
Backup Set E| Options
[} General E' Tempaorary Directary far staring backup files
DiTemp Change %
| ) Backup Source
@@ Link
L'f? Backup Schedule v Fallaws Link
[Pl Encryption [:Q Wolume Shadow Copy

Enahle Volume Shadow Copy

oo Om IS DT FOBEen * Qnly for Microsoft Windows 2003, XP Vista & 2008

). In-File Delt -
[, in-File Detta [ Advanced Options

& Retention Policy Compression Type o |Fast (Compressed size larger thah normal) =
Transfer Block Size . 128 = | kbyles
Backup Filter Backup File Permissions

% Cormrand Line Taol
1

£ Extra Backup

L5

L' Local Copy

“,1\_{} Options

0K Cancel E3

To configure the temporary directory location, click [Change] and browse to the directory path for storing the temporary data.

For database specific backup type, data files spooled by the latest backup job can be kept by disabling the [Remove temporary
files after backup] option.

Options

E;' Temporary Directory for storing backup files
DATemp Change %

"] Remaove termporary files after backup

Eﬁ- Advanced Options
Transfer Block Size . 128 = | kivtes
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Notes:
Administrators need to pay attention to the maximum file size limitation of different file system format, so that database file can
be spooled to the temporary directory.

6.1.13.2 Follow Link

Follow Link defines whether to follow an NTFS junction point or NTFS symbolic link during backup.

X

Backup Setting

BackupSet - E' Options
- 2, f n
[} BeEmerE == Temparary Directory for storing backup files
DiaTemp Change &%
|\] Backup Source
@@ Link
L‘f‘? Backup Schedule [w| Fallaw Link
[Pl Encryption [:9 Wolume Shadow Copy

[] Enable Yolume Shadow Copy

gL D Bl O * Only far MicrosoftWindows 2003, XP, vista & 2008

). In-File Delta -

[--‘w [f Advanced Options

& Retention Folicy Compression Type ©  FastiCompressed size larger than narmal) -
Transfer Block Size: 128 = | kbytes

Backup Filter = Backup File Permissions

% Cormrmand Line Tool
!

t:. Exira Backup

r

]' Local Copy

“,1\_{} Options

Ok Cancel E3

FOLLOW LINK ACTION

Enabled Backup junction point or symbolic link as well as the directories and files that it links to (even
if the target data are not located under the backup source).

Disabled Backup junction point or symbolic link only.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.
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When the follow link option is enabled, not only is the symbolic link or junction point backed up, but directories and files that
the junction point links to will also be backed up.

Restore outcome would be different with the different setting used during backup and restore (e.g. there is a follow link option
for backup and a follow link option in the restore menu).

The following table summarizes the outcome when a restore is performed with different options:

FOLLOW LINK RESTORE TO ACTION

Enabled Original Location Junction points are restored to the original location.

Restore follow link option enabled - Target directories and files are
restored to the original location.

Restore follow link option disabled - Target directories and files are not
restored.

Alternate Location Junction points are restored to the location specified.

Restore follow link option enabled - Target directories and files are
restored to the location specified.

Restore follow link option disabled - Target directories and files are not
restored.

Disabled Original Location Junction points are restored to the original location.

No data is restored to the junction point’s destination.

Alternate Location Junction points are restored to the location specified.

No data is restored to the junction point’s destination.

To enable the [Follow Link] option, select the checkbox beside the follow link option.

Note that system protected junction point such as the Documents and Settings on Windows 2008 server cannot be selected
as backup source under the advanced backup source dialog (e.g. there is no select-able checkbox beside system protected
junction point).
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@'} Advanced Backup Source EJ

Folders
="

TR A LT

Ell:l & gystem (T

- | $Recycle.Bin

- | BackupSet

-] | Boot

B-@ Documents and Settings
#-[] | ExchangeSetupLogs
#- | PerfLogs

B-1 | Program Files

w1 L Program Files (86)
- | ProgramData

#-] | Restaore

---I:l . Systermn Volume Infarmation
=0 L Users

- Windows

E-0 L WindowsimageBackup

lterms per page @ |50 [

ETae

OUPEBEEDDOE OBl

Marme

. BRecycle Bin

. BackupSet

, Boot

, Documents and Settings
. ExchangeSetuplongs

. PerfLogs

. Program Files

. Program Files (x86)

. ProgramData

. Restare

, Bystermn Volume Infarmation
, Uszers

CWindows
OWindowsimageBackup

Size

Date Modified

-

Fage : 1{1:'

|0k & |- Gancel B3

To manually select system protected junction points for backup, select the parent directory of the junction point, or enter the
corresponding junction point (e.g. C:\Documents and Settings) on the web interface.
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6.1.13.3 Enable Volume Shadow Copy

Enable Volume Shadow Copy defines whether to enable Microsoft Volume Shadow Copy Service (VSS) for the backup set.

Backup Setting b__q
BackupSet - E| Optians
[} General E' Tempaorary Directary far staring backup files
DiTernp Change %
| ) Backup Source
@@ Link
ifﬂ Backup Schedule [~] Fallaw Link
[Pl Encryption [:9 Wolume Shadow Copy

Enahle Volume Shadow Copy

L e Bl e O * Only for MicrosoftWindows 2003, XP, vista & 2008

) In-File Delta -
[--‘w [f Advanced Options
& Retention Folicy Compression Type ©  FastiCompressed size larger than narmal) -
Transfer Block Size: 128 = | kbytes
Backup Filter Backup File Permissions

% Cormrmand Line Tool
1

t:. Exira Backup

r

]' Local Copy

“,f} Options

Ok Cancel E3

ENABLE VOLUME SHADOW COPY | ACTION

Enabled Create a snapshot of the data to be backed up for exclusively opened file.

Disabled Do not create a snapshot of the data to be backed up for exclusively opened file.
Error message will be shown for files that are opened during the backup process.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

Enabling the Volume Shadow Copy option will allow backup of local files that are exclusively opened during the backup
process (e.g. Outlook PST file).

Some requirements of the Volume Shadow Copy option include:
« Volume Shadow Copy can only be applied for local drive; exclusively opened file on network shared drive cannot

* Volume Shadow Copy is only available on Windows platforms released after Windows 2000 (e.g. XP/2003 /Vista/2008
/7/SBS 2011).
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* The user using the backup application must have administrative privileges to access the Volume Shadow Copy service
on a computer.

* At least one of the partitions on the machine must be in NTFS format.

For more technical information on Volume Shadow Copy, please refer to following page from Microsoft for details:

http:/technet.microsoft.comven-usfibraryc785914(WS.10).aspx

6.1.13.4 Compression

Compression type defines the compression method that the backup application will use during backup (for the corresponding
backup set).

Backup Setting r}__<|
BackupGet *|[+|[=| | ©Ontions
[} el E' Temporary Directary for storing backup files
DiTemp Change %
| ) Backup Source
@@ Link
l_*’f? Backup Schedule (7] Follow Link
[r-\!: Encryption [:9 Yolume Shadow Copy

Enahle volume Shadow Copy

e e * Only far Microsoft Windows 2003, XP, vista & 2008

). In-File Delta
[--1' Dﬂ‘ Advanced Options
& Retention Folicy Compression Type . Fast{Compressed size larger than narmal) %
Transfer Block Size: 128 | = | khytes
Bk Fi Backup File Permissions

_';-7 Command Line Tool
i

¥ Eutra Backup

r

¥ Local Copy

“,i} Options

Ok Cancel B

There are 3 compression types available for user to select:
* No Compression
* Normal
* Fast (Compressed size larger than normal)

By default, newly created backup set is configured to uses [Fast] compression type.


http://technet.microsoft.com/en-us/library/cc785914
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Note:

The [Compression Type] option is only available for OBM version 6.9 or above connecting to backup server version 6.9 or
above (please consults your service provider for details).

For existing backup set created in previous version, the compression type will be [Normal].

6.1.13.5 Transfer Block Size

Transfer block size defines the block size that the backup application will use to transfer your backup data to the backup server.

Backup Setting D__<|
BackupGet *|[+|[=| | ©Ontions
[} el E' Temporary Directary for storing backup files
DiTemp Change %
| ) Backup Source
@@ Link
lfﬂ Backup Schedule (7] Follow Link
[r-\!: Encryption [:9 Yolume Shadow Copy

Enahle volume Shadow Copy

e e * Only far Microsoft Windows 2003, XP, vista & 2008

) In-File Delta -
[--‘“ (5 Advanced Options
& Retention Folicy Compression Type . Fast{Compressed size larger than narmal) %
Transfer Block Size: 128 | = | khytes
Bk Fi Backup File Permissions
—

arz | Command Line Tool
|
¥ Eutra Backup
r
5 Local Copy

“,i} Options

Ok Cancel B

Note that certain firewall applications or proxy servers may block out-going network traffic with large block size for security
reasons. If you are in a network with this type of restriction, please lower the transfer block size value.

To change the transfer block size of any backup set, select the [Options] tab on the left panel and then select the
corresponding block size from the [Transfer Block Size] dropdown menu.

Press the [OK] button, and save before exiting out of the backup application.

6.1.13.6 Backup File Permission

Backup file permission defines whether to backup operating system file permission of the data selected as backup source.
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6.2 Single backup account for multiple computers

Multiple client computers can be backed up with a single backup user account. However, separate backup set must be created
for each computer, because backup set cannot be shared.

To setup a single backup account for 10 client computers, 10 backup sets must be created, with specific backup set for each
computer.

When creating backup sets in this environment, please ensure that the [Run scheduled backup on this computer] setting is
properly configured for each computer. Failure to do so may result in data lost.

BackupSet - E| Backup Schedule

[] EemeiE Run scheduled backup on this computer

Backup Schedule (Type: Daily)

v

| Backup Source
lf Backup Schedule

[r]; Encryption

¢ Continuous Data Protection
[}, in-File Deta

& Retention Policy

Backup Filter

_':f Command Line Tool

#*

. Extra Backup
L ;
5‘- Local Copy

",j:} Options
Add [ Retmove 11 Fropeties 4

Ok Cancel £
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7 File Backup

This chapter describes in details how to perform a file backup with OBM.

7.1 File backup process

®@ Backup Log

Backup Set: |BackupSet .2
Log: [2011/03/2210:4313 | = Show Al v
| Type Log Titne
il Start [Windows XP winkp), OBM G6.3.0.0] 201103522 10:43:13 |-
i Startrunning pre-commands 2011703022 10043:13
¥ Finished running pre-commands 20110322 10:43:13
it Startcreating Shadow Copy Set . 20110322 10:43:13
i’  Shadow Copy Set successfully created 201170322 10043:21
@ Downloading server file list .. 20110322 10:43:22
i Downloading serverfile list .. .. Completed 20110322 10:43:23
i Reading backup source from hard disk .. 2011703022 10043:24
i Getting all files which have heen moved ... 201170322 10:43:24
il Getting all files which have heen moved ... Completed 20110322 10:43:24
i’ Reading backup source from hard disk .. Campleted 2011703022 10043:24
i Updating File Permission ... CABackup Source 20110322 10:43:24
i’ Uploading Updated File ... 10% of "C\Backup Source'File.doc” 20110322 10:43:24
i Uploading Updated File . 17% of "CABackup SourcelFile.doc” 2011703022 10:43:24
& Uploading Updated File ... 27% of "CBackup SourcelFile.doc” 201170322 10:43:24
i Uploading Updated File ... 34% of"C\Backup SourcelFile.doc” 20110322 10:43:24
i’ Uploading Updated File ... 44% of "C\Backup SourcelFile doc” 201103022 10043:24
¥ Uploading Updated File ... 51% of "CBackup SourcelFile.doc” 20110322 10:43:24
i’ Uploading Updated File ... 58% of"C\Backup SourcelFile.doc” 20110322 10:43:24
it Uploading Updated File .. 72% of "CBackup SourcelFile doc” 2011703022 10043:24 =
= Llmlaadima Llndatos Cila TR AfN D lein QanreaiCila dae!! O A0
Logs per page: |50 - Page: (1/1 =
Clogse E3

Stages of a backup job are outlined below:

1. A connection from the backup client application to the backup server is established.

2. A Shadow Copy set of the backup source volume is created (if available).

3. Download the server file list from the backup server.

4. Data of the backup source is compared with the server file list to compile the following file lists:
* New file list
* Modified file list
* Deleted file list
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7.2 How to start an off-site backup

L4

5. Delta file is generated for modified file (if necessary).

Note: Only modified part of a file (delta file) is uploaded to the backup server, reducing the time required to complete the

backup job.

6. Data are encrypted, compressed, and then uploaded onto the backup server.

7. The Shadow Copy set of the backup source is removed (if necessary).

8. Backup is completed successful.

1. Login to the backup application’s user interface.

(@) Online Backup Manager

Please refer to the following steps for starting an off-site backup:

(@ Online Backup Manager

SEIES

@Online Bockup Manager

Login MName : username
L 1111 1]]]
[T Save password

Fassword

@ Forgot your password?

Ok Cancel £ # Options

@ Cnline Bockvp Manager

Login Mame : username

Password : 20008008

[T Save pasgwoard

@ Forgotyour password?
= Language
Enalish

Ei] Backup Server
hitn | = | |hostharme

%E Froxy Setting
[ Use proxy to access the hackup server

® Progy
Sock

Ok Cancel B = Options
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2. Click on the [Backup] button on the backup application’s main window to perform a backup manually.

(@ Online Backup Manager

— —
@ OBM Language : |English - |i | SaveSetting |Gy Quit

‘ Summary (Username)
B Backup

& Guota Usage
Used: 080G {0%)

r—
lﬁ-r Restare Data 0 (0 file)
| Recycle Bin: 0 (0 file)

i Statistics
Total Backup : 0 {0file) Backup Log [

Total Restore : 0 (0 file) Restore Log [

ﬁ;; Last Backup
Mo backup log found

B ®dao

3. For scheduled backup, a backup job would be automatically performed at the scheduled time specified.
Note: Scheduled backup job may be missed if the client computer is switched off, in hibernated, standby mode.

Please ensure that the computer is not in the mode stated above at the scheduled backup time.



ONLINE BACKUP MANAGER USER GUIDE

7.3 Seed Load backup

For backup of large amount of data, it would take a considerable amount of time to perform the initial full backup through the
Internet.

To reduce the time and bandwidth required for initial backup, the Seed Load Utility can be utilized to perform initial backup to a
local remove-able hard disk at the client site, instead of backing up through the Internet.

The backed up data can then be transported to your service provider, where they can import the data on the remove-able hard
disk into your backup account on their server.

To access the Seed Load Utility, you will need to access the backup option menu:

(0) Online Backup Manager = 1A
Language : :'English (v Save Setting o it
OBM I | id o
4 .. T
b= [ E _Elac_l-:_L_Jp Set o I
L_, |Backup Set [=]
f,., ¥ Restore | i i =
= i} Backup
File
@ Backupto fekuplog B
71 Local Hard Disk (Local Copy) store Log [
® Local Hard Disk (Seed Load Utility)
B |[change ] || -
- B | viewlog O
[ IreFile Delta Type -
Full o
| viewlog O
0K & | Cancel B = Options
S HEo
MENU ITEMS DESCRIPTION
Backup Set Dropdown menu to select backup set.
Local Hard Disk (Local Copy) Radio button to enable backup to local hard disk for local copy backup.

Local Hard Disk (Seed Local Utility) Radio button to enable backup to local hard disk for seed load backup.

Change Click to browse to the directory path which you would like to store the seed load
backup.
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To start a seed load backup:

1. Login to the backup application’s user interface.

(@) Online Backup Manager

(@) Online Backup Manager

@Online Bockup Manager

Login Mame : username
Fasswoard 20008000
["] Save passward
@ Forgat wvour password?

Ok Cancel £ # Options

@ Cnline Bockvp Manager

Login Mame © username
Password 8808000
["] Save passward
@ Forgotyaur password?

= Language
English

[ﬂ Backup Server
http | = | |hosthame

‘ﬂﬂ Provy Setting
[ Use proxy to access the hackup server
® Proyy
Sock

Ok Cancel £ = Options
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2. Select the [Options] button to expand the backup options menu.

Lf" Restare
| o=

(©) Online Backup Manager

@ OBM Language | E'English E: D Save Setting @ Gt
‘ - Backup Options rg‘ ;

E Backup Set
|Backup Set

jj Backup

File

ﬁ Backup to

71 Local Hard Disk (Local Copy) stare Log
® Local Hard Disk (Seed Load Utility)

&

[ In-File Delta Type

Full

Jekuplog O

[ change &] || !
| Viewlog 00

| viewiog 1
| OK @ Cancel @ = Options

A #d8

&)

MENU ITEMS

DESCRIPTION

Backup Set

Dropdown menu to select backup set.

Local Hard Disk (Local Copy)

Radio button to enable backup to local hard disk for local copy backup.

Local Hard Disk (Seed Local Utility)

Radio button to enable backup to local hard disk for seed load backup.

Change

Click to browse to the directory path which you would like to store the seed
load backup.

3. Select the corresponding backup set.

4. Select the radio button beside [Local Hard Disk (Seed Load Utility)].

5. Click on the [Change] button to browse to the directory path which you want the seed load data to be stored at (e.g. the

remove-able hard disk).

6. Press the [OK] button to start the backup job.

7. Transport the data in the specific directory to OBS.

Note: A seed load backup can only be performed manually.
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8 File Restore

This chapter describes in details how to perform a file restore with OBM.

8.1 File restore process

©) Restore Log E]

Backup Set: Backup_ﬁet |
Log: [2011/03/24 153147 o= Show . All |
 Type _ : _ Lag | Time

@ Start [Windows XP (winxp), ACB 6.3.0.0] 201100324 153141

@ Downloading restore file list .. 2011703724 15:31:41

@ Downloading restore file list .. Completed 2011/0324 15:31:41

@ Downloading ... "CARestore DestinatiomC_\Backup SourcetFile.doc” (Total 3.090 bytes) 201170324 15:31:45

@ Restore Completed Successfully 2011703724 15:31:48
Logs per page: |50 x Fage: 111 - |

| Close B |

Stages of a restore are outlined below::
1. A connection from the backup client application to the backup server is established.
2. Download the restore file list from the backup server.
3. Create the directory path for the restoration (if necessary).
4. Download the backup data from the backup server.
5. All the data will be decompressed and decrypted on the backup client computer.
6. Merging of delta files (for file with multiple delta files, if necessary).
7. Merging of combined delta file with full file.

8. Restore is completed successfully.
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8.1.1 Restore Menu

(@) Restore EJ
® Show files as of Job | 2011003024 > | |Latest % ) Shaw all files Filter [#
Folders Marne Size Date Modified
= E] Backup Server [see C
&[] @
#1135 Backup Source
De_let!a i} ltems per page : _SIZI - Fage: 111 [ |
[E= Restore files to
® Original location
() Alternate location :  CRestore Destination Charge %
[Tl Restore file permissions
Search % || Advanced » | 4 Frevious | StartRestore b Cancel B
MENU ITEMS DESCRIPTION

Show files as of Job

Radio button to display files available for restore as of which backup job.

[YYYYMMDD] Dropdown menu to select the date of a backup job (used with the [Show files as of Job]
option).

[hmm/5s] Dropdown menu to select the time of a backup job (used with the [Show files as of Job]
option).

Show all files Radio button to display all files available for restore.

Filter Click to open the filter option.

Delete Click to delete the selected file from OBS.

Important:
File will not be available for restore in the future if they are deleted from OBS.
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Original location Restore directories and files to their original location.

Alternate location Restore directories and files to an alternate location specified.

Change Click to change the directory path of the restore destination.

Restore file permissions Checkbox to enable or disable restore of file permission.

Search Click to open the Search option.

Advanced Click to open advanced option:
Delete extra files - Click to synchronize the selected restore source with the restore
destination during the restore process.
Follow Link — Click to restore link destination’s data.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

Select the [Show files as of Job] to display files available as of a particular backup job.

For example, to display the files available for restore since the backup job performed on 11:00am Mar 11th, 2011. Select
[Show files as of Job], [2011/03/11] and [11/0000]

Alternatively, select the [Show all files] to display all files available for restore.
For restore to the original location on the client machine, select the [Original location] radio button.

For restore to an alternate location, select the [Alternate location] radio button, and click [Change] to change the directory path
which you would like to restore to.
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8.1.1.1 Filter

Click on the [Filter] button to expand the filter option.

@Restnre EJ
@ Show files as of Job | 201103524 * | | Latest 7 ) Bhaowr all files Filter [*
Folders Marme Size Date Modified
= £ Backup Server [J=e CA
ERE= Tojl

#-[I53) Backup Source

Delete 11 ltems perpage: 50 | ¥ Page: 1/1 ¥

[E= Restore files to
® Original location

2 Alternate location © | C\Restore Destination Ghange. M

[7| Restore file permissions

Search = || Advanced » | 4 Frewious | StartRestore b Cancel B3

MENU ITEMS DESCRIPTION

Pattern Input box for entering the pattern of files that you would like to show.
Note: Backup filter is case sensitive.

Type Dropdown menu for selecting the type of pattern, they includes:
[contains]
[exact]
[starts with]
[ends with]

Match case Checkbox to enable or disable case sensitivity.

Apply Click to apply the filter settings.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.
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The [Filter] option can be used to restore only files that follow a certain pattern. For example, Words document file with .doc
extension.

Enter .doc into the [Pattern] textbox, select [ends with] from the [Type] dropdown menu, and then click [Apply].

8.1.1.2 Search

Click on the [Search] button to open the filter menu.

@ Search

By

Look in Change &

Marne InFolder Size | Date Modified
Fattern :

Type |
contains (|

Applhyto
Files and Directories | = |

[ Search subfalders
[] Match case

Search Q: Stiop—m

ltermns per page ;50 || Page : ol |

(14 Cancel B3

MENU ITEMS DESCRIPTION

Look in Click on the [Change] button to browse to the search destination.

Pattern Input box for entering the pattern of files that you would like to search for.
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Type

Dropdown menu for selecting the type of pattern, they includes:

[contains]
[exact]
[starts with]
[ends with]

Apply to

Dropdown menu for selecting if the search is applied to:

[Files and Directories]
[Files only]
[Directories]

Search subfolders

Click to enable or disable search on the subfolders of the selected [Look in] directory.

Match case Checkbox to enable or disable case sensitivity.
Search Click to begin the search.
Stop Click to stop the search process.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

The [Search] option can be used to locate a directory or file within a backup set with large amount of data. When the search is
completed, user can select the data for restore in the search menu.

For restore that follow a certain pattern, for example, Microsoft Words document file that ends with .doc only. Enter the pattern
.doc into the [Pattern] textbox, select type [ends with] from the [Type] dropdown menu, and click [Apply].

8.1.1.3 Delete extra files

Click on the [Advanced] button, select the [Delete extra files] checkbox to enable the delete extra file option.

Advanced Restore Options

Delete exra files
["] Fallow Link
Resolve Link

X

Ok Cancel E
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When the [Delete extra files] option is enabled, the restore process will attempt to synchronize the selected restore source with
the restore destination.

'@' Restore

® Showfiles as of Job - 200170311 = | Latest = 0 Show all files Filter. =+
Folders - Mame Date Modifled
= @ Backup Server [\ Application

=[] s CA |0 Documents and Setlings

1 Application
-+ 2 Docurments and Se

Fie Edit Yiew Favorkes Tocs  Help ar
e&xk » J ? P ) search [I_ Folders -.-
hoidress | <ee C1| o . ca
Folders = Name & Size  Type ‘\
=R 05 ~ | [C)fhsaypedianeport Fle Folder
: 1) AbsaypedaReport [ AnalogRepart Fis Falder
| i B # |5 AnalogRepcrt L Appcation File Fokder
) I & I Application | aukorun.inf Fle Folder
ltems par 8 .
aliinel chadhicic 12 aukcrun.inf i Branding Fie Folder
[Es Restore fles o ® ) Branding ._Jc:-P Test Fie Folder
& Original location B ) COP Test L Decrypt Fia Folder
O Atemate location ;O estore Destination ¥ |2 Decrypt W L__'_JDEI-I- File Falder
# | DELL D deploy Fia Folder
123 degloy [ Documents and Settings Fin Foler
¥ |2 Documents and Setting: '_JE'W’“ Fie Folder
Search % Advanced 4 Previous § 123 dosdey Cdrivers Fie Foler
: ¥ 12 drivers ) fies Fie Folder
® I files Jguides_chm Fle Folder
1) gudes_chm 1386 File Foldor
W 1) 1386 LocalBackup He Felder
| LocaBackup | MSOZache Fle Folder
[# |23 M5oCache JProgranm Fies Fie Folder
[ |23 Program Files (D Restore Fle Folder
B |23 Reshors ~ | ) 5eadinad FioFolder
£ | * £ >

In the image above, where C:\ is selected as the restore source, and [Original location] is selected as the restore destination.

The restore process will attempt to synchronize the restore destination (current C:\ on the client machine) with the restore
source (C:\that is backed up on the backup server).

Specifically, the restore process will restore the Application, Documents and Settings folders and the data within, and then
delete all other data on C:\ to mirror the restore source and destination.

Prior to the data synchronization, the backup application will prompt for confirmation:

Confirm Delete

CiRestare DestinationiFile
Are you sure yau want to delete this filefalder?

[ Apply to all Yeg LA Moo ¥ Cancel &

When using the [Delete extra files] option, please select the lowest possible child directories or files, instead of the highest
parent directories for synchronization.
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To demonstrate, assuming that you want to synchronize the restore destination (e.g. C:\Application) with the backed up C:\
Application folder (restore source), select the Application folder, instead of the C:\ for restore.

{_!' Restore

® Showfiles as of Job: 2009006004 = Latest = 0 Bhow all files Filter- +|
Folders Hame Slze | Date Modified
= & Backup Server I 3 Pragrami
&[0 s ¥ 123 Program2
85112 Application ¥l i Program3
- 123 Documerts and Sel) 8] ves doc 11 KB Z002/03i13 09:32:50
¥ B Yas2 doc 11 KB 2009/031 3 09:3315

85 C:\Application r— ||h|[;(|
Fie Edt Yew Favorkes Toos Help 4

Qo - D T O senrch [ roldes | [
.’\ddress!ﬂ il Apphcation :l G‘:'
Folders % (o= Fage H l.'r..l_?..'
B e 05(CH) A~ L-J lag
1) ArsaypedaReport
B (3 AnslogReport L
= 3 Application "'J Programl
= -
17 Programd
# I3 Program2 IL"J Frogramz [~ Restore file permissions

® [ Program3 - -
= 27 Programd | 4 Frevious !; Start Restore b ! Cancel &

# 1) Programs =

1) autorun.inf LﬂJ Programs
(¥ |3 Branding
|2 COP Test =
& £ Decrypt "L'J Frogramd
[ (3 peLL

) deploy -
& 23 Documents and Setting: | — Prograns

13 dosdew !
(£ 1) drivers Sl

i | >

hiEnga-

&% C:\Application

Fle Edt View Favorkes Took Help w
. = I
eBack - 'k:; Iy ,\_‘) Search ‘tt Folders "
Address | 53 i\ Application = e
Folders L o
= e 05(C:) - L‘J kg
(3 AhesypediaReport
& 23 Analoghepoet N
= 0 Application L'J Program|
i leg .
) Programi L
# 12 Prograinz = 1 Fropamz
# 17 Program3 |
123 autorun.nf
& [ Brandng (=
& 123 COP Test L—J Programs
® |3 Dearypt

® [ DELL — j Yes
I_fj deploy ;i Microsoft Wioed Docurent

# |5) Documenks and Setting: — R
122 dosdav =1
® 23 drivers E '='d Microsoft Word Decument

Yes2
F 1) files — | 1L kB
lb quides_chm w
< | >
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8.1.1.4 Follow Link

Click on the [Advanced] button, select the [Follow Link] checkbox to enable the follow link option.

Advanced Restore Options b_(|

[T Delete extra files
Follow Link
[T Resolve Link

(]t Cancel E3

When the follow link option is enabled, not only is the symbolic link or junction point restored, and directories and files that the
junction point links to will also be restored.

The following table summarizes the outcome when a restore is performed with different options.

FOLLOW LINK =~ RESTORE TO ACTION

Enabled Original Location Junction points are restored to the original location.

Follow Link option enabled for backup - Target directories and files are restored
to the original location.

Follow link option disabled for backup - Target directories and files are not
restored.

Alternate Location Junction points are restored to the location specified.

Follow Link option enabled for backup - Target directories and files are restored
to the location specified.

Follow link option disabled for backup - Target directories and files are not
restored.

Disabled Original Location Junction points are restored to the original location.
No data is restored to the junction point’s destination.

Alternate Location Junction points are restored to the location specified.

Junction points are restored to the location specified.
No data is restored to the junction point’s destination.
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8.1.1.5 Resolve Link

Click on the [Advanced] button, select the [Resolve Link] checkbox to enable the resolve link option.

Advanced Restore Options b_(|

[T Delete extra files
Follow Link
Resoke Link

(]t Cancel E3

Note that the resolve link option is only available when the restore destination is configured to [Alternate location], and [Resolve
Link] must be used in conjunction with the [Follow Link] option.

When the resolve link option is enabled, the junction point would be restored, and directories and files that the junction point
links to will also be restored.

The following table summarizes the outcome when a restore is performed with different options.

RESOLVE LINK ACTION

Enabled Junction points are restored to the alternate location specified, with its target directories
and files also restored to the location specified in their relative path.

Target of the junction is updated to the new relative path. In other words, junction now
points to the new alternate location).

Disabled Junction points are restored to the alternate location specified, with its target directories
and files also restored to the location specified in their relative path.

Target of the junction is not updated to the new relative path. In other words, junction now
points to the original location.
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8.1.1.6 Delete backed up directories and files on backup server

Click on the [Delete] button to delete backed up data that reside on the backup server.

This option is useful for removing backed up directories or files on server that is no longer required.

Select the checkboxes beside the corresponding directories or files that you would like to delete, and click [Delete].

Prior to the data removal, the backup application will prompt for confirmation:

(O) Restare |£|
® Showfiles as of Job ;| 2011/0314 | = [Latest | =/ ) Showallfiles - Filter 1] |
Folders o Marme | Size Date Modified
=~ B Backup Server @ Backup Source.doc 20KE 2010M2007 13:34:48

=0 s

&7 I3 Backup Source

Confirm Backup Set Deletion

Yes 8| No &

imfg_ﬁ l lterms per page :rSEI_|Zi Page ,_l[;_l
[E= Restorefiles to

i Original location
i Alternate location : | Coalermate Location Glange--G

[T Restore file permissions

i_Sean;h ‘Ri!_ﬁdvanced » |1 Previous | Start Restare b H_-Gancel B

Important:
Files will not be available for restore after they are deleted from the backup server.

8.2 How to start a restore
There are three methods for restoring data:
» OBM user interface

* Web console interface

* Decrypt File Wizard for physical data copied from OBS
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8.2.1 Restore using the 0BM user interface

?,""' Refer to the following steps for restore using the backup application’s user interface:

1. Login to the backup application’s user interface.

©) Online Backup Manager |-_||_ |Z| @ Online Backup Manager
@Online Bockup Manager @ Cnline Bockvp Manager

Login Marme ;| | username Lagin Mare © |usermnmame

Fassword | 111117171 ] Password 1 1111711 1]]
[ ave passward [T Bave passward
@ Forgot your password? @ Forgotyour password?
Ok Cancel 8 |+ Options 3 Language

English -

Ei] Backup Server
hitn | = | |hostharme s

ﬁg Froxy Setting
[ Use proxy to access the hackup server

Type ™ Prowy
Sock

Ok Cancel £ = Options
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2. Click on the [Restore] button on the backup application’s main window to open the Restore Menu.

(@ Online Backup Manager

— —
© OBM Language : |English - |i | SaveSetting |Gy Quit

,‘ Summary (Username)
B Backup

& Guota Usage
Used: 080G {0%)

/L Restare Data: 0 (0 file)
L Recycle Bin: 0 {0 file)
i Statistics
Total Backup : 0 {0file) Backup Log [

Total Restore : 0 (0 file) Restore Log [

fh‘; Last Backup
Mo backup log found
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3. Select the [Show files as of Job] to display files available as of a particular backup job.

To display the files available for restore since the backup job performed on 11:00 AM, Mar 11th, 2011, select [Show
files as of Job], [2011/03/11] and [11:00:00]

Select the [Show all files] to display all files available for restore.

@Restnre EJ
@ Show files as of Job | 20110324 * | | Latest 7 ) Bhow all files Filter [+l
Folders Marne Size Date Modified
= E] Backup Server [ =ee CA
B[ = G

& I3 Backup Source

Delete 11 ltems perpage: (50 v Page: 171 ¥

[E= Restore files to
® Original location

1 Alternate location : | CiRestore Destination Ghanhge %

[Tl Restore file permissions

Search S Advanced » | 4 Frevious || StartRestore bk Zancel E!i_

4. Expand the directories by selecting the I+l button beside a folder.

5. Make use of the other options such as [Filter], [Search] and [Advanced] option available, more details can be found in
the sections above.

6. For restore to the original location on the client machine, select the [Original location] radio button.

For restore to an alternate location, select the [Alternate location] radio button, and click [Change] to change the
directory path which you would like to restore to.
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7. Click [Start Restore] to begin the restore process.

Restore |g

/‘ Restore Frogress

Downloading restare file list ... Completed

0%
Estimated Time Left: 0sec
Downloaded 00 file)
Elapsed Time : 0sec
Transfer Rate Obit's

Wiewy log Cancel| E
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8.2.2 Restore using the web interface
Refer to the following steps for restore using the web interface:

Note:
For restore of a large amount of data, it is recommended to restore using the OBM user interface instead of the web restorer
applet.

1. Login to the web interface.

-

-

Login Name : [usermame |

Password : esssss |

Forgotten your password?

remernber my login name

Troubleshooting:

i. Check to see if your "CAPS LOCK" is on. Both the Login Mame and Password are case sensitive,
i, If you have forgotten your password, you can use the Forgot Password Faoe to retrieve your password,
iii. Please check if vour system clock is correct., Cookies may function incorrectly it your systern clock is incorrect,

Page 137 of 610
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2. Click on the [File Explorer] tab at the top menu of the web interface.

[Toackup Set |_size | __Last Modified | Zipped [Ratio]

B BackupSet

Note: 1. This shows all backup sets awailable within this backup account.
Z. To restore backup files, please click the [ Restore ] button shown above,
3. To delete a backup set, please click the [ Delete ] button shown above.

3. Click on the [Restore] button to open the web restorer applet:

Restore |z|
Please selectthe backup set
BackupSet
|_De_Lete__1iE_| | Mext » || Cancel B |

Page 138 of 610
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4. Select the corresponding backup set and press [Next]
5. Select the [Show files as of Job] to display files available as of a particular backup job.

For example, select [Show files as of Job], [2011/03/11] and [11:00:00] to display the files available for restore since the
backup job performed on 11:00am of Mar 11th, 2011.

Select the [Show all files] to display all files available for restore.

@Restnre EJ
@ Show files as of Job | 20110324 * | | Latest 7 ) Bhow all files Filter [+l
Folders Marmne Size Date Madified
= £ Backup Server [J=ee CA
B[ s G

& |53 Backup Source

Delete 11 ltems perpage: (50 v Page: 1/1 ¥
[E= Restare files to
® Original location
(0 Alternate location | CiRestare Destination Gharge %
[| Restare file permissions

Search = Advanced b | 4 Frewious || StartRestore Cancel EI!_

6. Expand the directories by selecting the I+l button beside a folder.

7. Make use of the other options such as [Filter], [Search] and [Advanced] option available, more details can be found in
the earlier sections of this guide.

8. For restore to the original location on the client machine, select the [Original location] radio button.

For restore to an alternate location, select the [Alternate location] radio button, and click [Change] to change the
directory path which you would like to restore to.
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9. Click [Start Restore] to begin the restore process.

x]

Restore

/‘l Restore Frogress

Downloading restare file list ... Completed

0%
Estimated Time Left: 0sec
Downloaded 00 file)
Elapsed Time : 0sec
Transfer Rate Obit's

Wiewy log Cancel| E

8.2.3 Restore using Decrypt File Wizard

. Data stored on the backup server can be copied onto a removable hard disk (or other storage medium) for direct
I | restore on the client computer, bypassing the network bottleneck. This is especially useful for restore of large
backup set.

However, as data stored on the backup server are compressed and encrypted for security purposes, a utility called Decrypt File
Wizard must be used to decrypt the data.

Refer to the following steps for restore using Decrypt File Wizard:

1. Connect the removable hard disk with the data to your computer.
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2. Login to the backup application’s user interface.

(@) Online Backup Manager

@Online Backup Manager

Login Mame : username
Fasswoard 20008000
["] Save passward
@ Forgat wvour password?

Ok Cancel B | # Options

(@) Online Backup Manager

@ Omnline Bockup Manager

Login Mame © username
Password 8808000
["] Save passward
@ Forgotyaur password?

T2 Language
Enalish

[ﬂ Backup Server
http | = | |hosthame

‘ﬂﬂ Provy Setting
[ Use provy to access the hackup server
& Prowy
Sock

Ok Cancel £ = Options
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3. Click on the [Decrypt File Wizard] button on the backup application’s main window to open the Decrypt File Wizard.

(©) Online Backup Manager

@ OBM Language : English -

‘ Summary (Username)
B Backup B
¥_— Quota Usage
sed: 080G (0%)
1,.# Restore Data : 0 (ofile)
- Recycle Bin: 0 (0file)

Ml Statistics
Total Backup ;. 0 (0file)

Taotal Restare . 0 {0 file)

@;} Last Backup
Mo backup log found

IRON W IR

Iy : — .
| Save Setting sy Quit

Backup Log B
Restore Log [

4. Select the [Change] button and browse to the [files] directory of the copied data, and click [Next].

@ Decrypt Files Wizard

Please enter the path to the [files] folder which contains the backup files that you want to decrypt.
$Usermnamelifiles

Mext ¢

Change %

Cancel E
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Note:

Data copied onto the removable hard disk must be in the same directory structure as they are on the backup server,

which is:
${Username}\files
Please contact your service provider if you cannot locate the [files] directory.

5. Select the corresponding backup set and press [Next]

®) Dec rypt Local Copy Wizard

Please selectthe backup set

Backup Set

Delete 10

MNext »

Cancel B
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6. Select the [Show files as of Job] to display files available as of a particular backup job.

For example, to display the files available for restore since the backup job performed on 11:00 AM, Mar 11th, 2011.
Select [Show files as of Job], [2011/03/11] and [11:00:00]

Select the [Show all files] to display all files available for restore.

© Decrypt Files Wizard E]
® Show files as of Job ;| 2011/0324 * | |Latest i i) Show all files Filter [#
Folders Marme Size Date Modified
=- B Backup Server [ s 1
=[] = C1

& ) Backup Source

Delete o lterns perpage : |50 - Page: 111 - |

[F= Restarefiles to
® Original location

(7 Alternate location :  CoRestore Destination Change &
[7| Restore file permissions
Search S Advanced » | 4 Previous || Start Decrypt 4 Cancel E!i.

7. Expand the directories by selecting the I+l button beside a folder.

8. Make use of the other options such as [Filter], [Search] and [Advanced] option available, more details can be found in
the sections above.

9. For decrypt to the original location on the client machine, select the [Original location] radio button.

For decrypt to an alternate location, select the [Alternate location] radio button, and click [Change] to change the
directory path which you would like to restore to.
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10. Click [Start Decrypt] to begin the decrypt process.

@ Decrypt Files Wizard

Flease enter the path to the [files] folderwhich containg the hackup files that you want to decrypt.
FUsernamepfiles Change &

Mext » Cancel £

8.2.4 Restore using Script File

Data restore can be executed by the script file in the %0BM_HOME%\bin folder.
Windows

%0BM_HOME\bin\Restore.bat

Linux

%0BM_HOMEAinRestore.sh

Mac 0SX

/ApplicationsOBMbinRestore.sh

To perform the restore by script file, you need to modify the parameters in the script file. The following is the list of available
parameters.
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PARAMETERS DESCRIPTION

BACKUP_SET The name or ID of the backup set that you want to restore. If the backup set name is not in
English, please use BackupSetID
e.g. BACKUP_SET="1119083740107"
or BACKUP_SET="FileBackupSet-1”

RESTORE_TO The directory that you want the files to restore to.

e.g.
Windows
RESTORE_TO="C:\Temp”

Linux, Mac OSX
RESTORE_TO="Amp”

If you set it to “”
e.g. RESTORE_T0=""

The files will be restored to the original location.

RESTORE_FROM

The filedirectory on the backup sertver that you would like to restore.

e.g.
Windows
RESTORE_FROM="C:\Data”

Linux, Mac 0SX
RESTORE_FROM="/Data”

POINT_IN_TIME

The point-in-time snapshot of a successful backup that you want to restore from the
backup server. Use “Current” for the latest backup snapshot

e.g. SET POINT_IN_TIME="Current”
You can specify a particular point-in-time

e.g. SET POINT_IN_TIME="2006-10-04-12-57-13"
For the available point in time on the backup server, you can execute the following script.

Windows
ListBackupJob.bat

Linux, Mac 0SX
ListBackupJob.sh
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RESTORE_PERMISSION If you want to restore file permission, set the value to “N”, otherwise set the value to “Y” to
restore file permission.

SKIP_INVALID_KEY If you want to prompt user to input a correct encryption key, set the value to “N”, otherwise
set the value to “Y”, it will skip the restore file if the file has an invalid encryption key.

SYNC_OPTION Set this value to “Y” if you want to enable the sync option, ie. delete extra file option. Set
this value to “N” if you do not want to enable the sync option. If you set the option with *”,
it will prompt for selection.

REPLACE_EXISTING_FILE | Set this value to “-all” to replace all existing file(s) of the same filename. If the value is set
to “-none”, it will skip the file restore if same filename exists. If you set the option with “”, it
will prompt for selection.

SETTING_HOME Optional parameter for you to set the user home. By default, the option
your home directory with the .obm folder.

will points to

e.g. (Windows) “C:\Documents and Settings\John\.obm”
(Linux) /home/john/.obm”

FILTER This parameter can help you to filter the files that you want to restore. There are 3 options.

-Pattern=xxx

-Type=yyy
-Target=zzz

Where

Xxx is the file pattern,

yyy is the filter type, which can be one of the following: [exact | exactMatchCase |
contains | containsMatchCase | startWith | startWithMatchCase | endWithMatchCase |
endWith |

zzz is the filter target, which can be one of the following: [toFile | toFileDir | toDir]

e.0. FILTER="-Pattern=.txt-Type=exact-Target=toFile”

8.3 IP restriction for restore using the web interface

IP address restriction can be imposed on the backup server to restrict computer with un-authorized IP address from restoring
data using the web interface.

Please consult your service provider for more information on this option.
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9 In-file delta technology

This chapter describes what In-file delta technology is and how it can be used to reduce size of backup.

9.1 Overview

| __] In-file delta technology is an advanced data block matching algorithm with the intelligence to pick up changes
L . (delta) of file content between two files.

Using this algorithm, daily backup of large files over low-speed internet connection is made possible because it requires only
the changes of information since the last backup to be sent over (assuming that the full backup of the file has been saved on
the backup server already).

This is what will happen in the backup of a 10 GB Outlook.pst file when it is backed up by OBM with In-file delta technology:

1. The whole file (10 GB) with its checksum file, are backed up to the backup server. This can be done directly through the
internet or indirectly using the seed loading utility

2. When the backup runs again later (sub-sequence backup), 0BM will download a checksum listing of all data blocks of
the full backup file (or last incremental backup file) from the backup server and use it to pick up all changes that have
been made to the current Qutlook.pst file.

3. Changes detected are then saved in a delta file which is uploaded to the backup server. A new checksum file is generated
and is also uploaded. (This delta file is assumed to be small because the content of PST files doesn’t change a lot during
daily usage).

4. Sub-sequent backups of this 10 GB Outlook.pst file will go through step 2 and step 3 again. As explained, only a small
delta file and checksum file will be uploaded to the backup server.

5. With In-file delta technology, daily backing up of large file over low-speed internet connection is now possible.

Incremental In-file delta

Incremental Delta will facilitate ease of backup.

The delta is generated by comparing with the last uploaded full or delta file. Delta generated with this method is smaller and
uses the least bandwidth.

However, for restoration, the full file and all deltas up to the required point-in-time are required to be restored and merged.

For example:
This is what will happen in the backup of a 10 GB Outlook.pst file with 100 MB increment each day.
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Atter the initial full backup, the backup application would continue to generate and upload delta instead of the full file until one
of the following two rules are true:

» Number of delta files generated (since the last full backup) exceeded the [No. of Delta] setting.

* The delta ratio (ratio of delta file size against the full file size) exceeded the [Delta Ratio] setting.

With incremental delta, delta generated by comparing the current file with the last uploaded file (full or delta) is around 100 MB.
Since the delta file size is about 100 MB daily, delta ratio of 1% would not trigger a full file upload.

Instead, OBM will continue to generate and upload delta files until day 102 (full file uploaded on day 1) when the number of
deltas generated exceeds the [No. of Delta] setting.

All delta files are generated with respect to changes made since the last incremental or full backup. This means that the last full
backup file and ALL incremental delta backup files are required to restore the latest snapshot of a backup file.

Differential In-file delta
Differential Delta will facilitate ease of restore.

The delta is generated by comparing with the last uploaded full file only. Delta generated with this method will grow daily and
uses more bandwidth.

However, for restoration, the full file and a single delta is required to be restored and merged.

For example:
This is what will happen in the backup of a 10 GB Outlook.pst file with 100 MB increment each day.

Differential In-file delta

Differential Delta will facilitate ease of restore.

The delta is generated by comparing with the last uploaded full file only. Delta generated with this method will grow daily and
uses more bandwidth.

However, for restoration, the full file and a single delta is required to be restored and merged.

For example:
This is what will happen in the backup of a 10 GB Outlook.pst file with 100 MB increment each day.

After the initial full backup, the backup application would continue to generate and upload delta instead of the full file until one
of the following two rules are true:

* Number of delta files generated (since the last full backup) exceeded the [No. of Delta] setting.
* The delta ratio (ratio of delta file size against the full file size) exceeded the [Delta Ratio] setting.

With differential delta, delta generated by comparing the current file with the last full file is about 100 MB for the 1st delta, 200
MB for the 2nd delta, and 300 MB for the 3rd delta (increment of 100 MB per day).



ONLINE BACKUP MANAGER USER GUIDE

Since the delta file size increase by 100 MB per day, OBM will continue to generate and upload delta files until day 52 (full file
uploaded on day 1) when the delta ratio exceeds the [Delta Ratio] setting:

Delta file size of approximately 51 100 MB = 5.1 GB.

All delta files are generated with respect to changes made since the last full backup. This means that only the last full backup
file and the last delta file are required to restore the latest snapshot of a backup file.

*In the event of corrupted delta file, only one particular snapshot of the file is non-restorable. All other snapshots with its delta
would remain intact.

Backup Setting &|

E| In-File Celta

Enable In-File Delta

Backup Set "

[} General

|‘| Backup Source Block Size . Auto | = | Bytes

{_'j“_f Backup Schedule 2 Applyto files
; Minimum Size : |25 - | Mintes
[r-Jp Encryption

@ Delta Merging

J. Continuous Data Protection [7] Enable delta merging
[:]_ In-File Delta L In-File Delta Type
Default:  Incremental =

& Retention Palicy
Advanced »

Backup Filter
[*h Upload full file when

arz | Command Line Taol Mo, of Delta= 100 A
Delta Ratin*= {50 = %

1 Backup
* Delta Ratio = Delta File Size / Full File Size

'b Local Copy

't_'\f} Options

Ok Cancel E3




ONLINE BACKUP MANAGER USER GUIDE

9.1.1 Block Size
[Block Size] defines the size of block used when detecting changes between last full or delta file and the file to be backed up.
In general:

In-file delta backup with small block size:

* Produce a smaller delta file due to a more precise comparison
* Require more processing power on the client machine
» Comparison may take longer to complete

In-file delta backup with large block size:

* Produce a larger delta file due to a less precise comparison
* Require less processing power on the client machine
» Comparison will complete faster

For most cases, the default setting [Auto] will select the optimal block size for each file (depending on the size of the file).

9.1.2 Apply to files (Minimum Size)

[Apply to files (Minimum Size)] defines the smallest file size a file must have before the use and application of In-file delta
technology.

If the size of a file that is being backed up is smaller than the [Minimum File Size] setting, In-file delta technology will not be
applied to this file and the whole file will be uploaded to the backup server.

It is not necessary to perform In-file delta backup on small files because backing up the whole file does not take long. Backing
up the whole file instead reduces the time required to restore the file..
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9.1.3 Delta Merging (Enable delta merging)

[Delta Merging (Enable delta merging)] defines whether to enable the delta merge feature for the corresponding backup set.

Backup Set .
[] General

| 3 Backup Source
i_f’ Backup Schedule
[r_l: Encryption

J' Continuous Data Protection
). In-File Detta

& Retention Palicy

Backup Filter

% Command Line Tool

12 Eura Backup
%
= Local Copy

#33 Options

=)

In-File Delta

Enahle In-File Delta

Block Size . |Auto | = | Bytes

ﬂj Apply ta files
Minimum Size : 25 > Mbytes

3 Delta Merging
[ Enable delta merging

L& In-File Delta Twpe
Default: Incremental

[*h Upload full file when

Mo of Delta= 100 b
DrDelta Ratin*= |80 | = %
* Delta Ratio = Delta File Size f Full File Size

Ok Cancel E3

-

Advanced »

To enable the delta merging feature, select the [In-File Delta] tab in the [Backup Setting] menu, and select the

-

checkbox beside [Enable delta merging].
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9.1.3.1 Overview
The delta merge feature combines the full and delta files (differential or incremental) on OBS into a single full file.

The advantage of using delta merge is it will speed up the restore of files. As a single ‘merged’ file can be restored faster than
a file consisting of full plus related incremental files, which may require a lengthy merging process after restoring to a client
machine.

Delta merge can be applied to full and differential or incremental delta files which reside in the data area. The criteria for file
merging are governed by the retention policy setting for the backup set.

9.1.3.2 Limitation

The following are limitations of the delta merge feature:

Delta merge cannot be performed for abnormal backup set with multiple encryption key
Advanced retention policy cannot be used in conjunction with the delta merge feature.

The delta merge of differential delta files with the full file, will only apply if there are incremental delta files present in the delta
chain.

Therefore, no delta merge will take place for backup sets with delta merge enabled and in-file delta set to Differential.

The delta merge feature does not support Local Copy backup.

9.1.3.3 Delta merge policy

The delta merge process relies on the retention policy setting to decide when to merge delta files with the full file. But delta
merge does not apply to files in the retention area. Any backup sets configured with advanced or customized retention policy
settings cannot use the delta merge feature.

Any reference to retention policy in the context of delta merge implies delta merge policy. As backup sets enabled with delta
merge share a single setting, any changes in retention policy will impact on the availability of snapshots that can be restored
from both data and retention area. Before enabling the delta merge feature please review your data restore requirements
carefully

9.1.3.4 Delta merging process

A delta merge will take place after a backup job is completed, OBM will only initiate a delta merge request at the end of a
backup job.

As part of the request, 0BM will upload a copy of the backup set encryption key to OBS which is hashed for security purposes.
Once a merge request is received by OBS it will be placed in the delta merge queue, the information in the delta merge queue
only exists in memory for security purposes.



ONLINE BACKUP MANAGER USER GUIDE

As backup sets enabled with delta merge share a single setting, any changes in retention policy will impact on the availability
of snapshots that can be restored from both data and retention area.

Important:
Before enabling the delta merge feature please review your data restore requirements carefully.

9.1.3.5 Delta merging example
The following is some simple examples to demonstrate the functionality of the delta merge feature:

Example 1:
The example below shows how delta files are merged into full file using a retention policy (delta merge policy) setting defined
as 4 jobs for this backup set.

A full backup file is stored into data area (F) uploaded by Job 1, followed by incremental delta files 11, 12, 13, and 14. On the
completion Job 5 (14), the backup application will trigger a delta merge background job to execute the file merging. When
the OBS delta merge job runs F + |1 will be merged to become a merged full file. The data area now contains 4 snapshots
including merged full file after file merging.

Retention Policy = 4 Jobs (Delta Merge Policy)

Job1=F
Job2 =11
Job3 =12
Job4 =13

Job 5 = 14 (delta merge initiated)
After job 5 the backup application will initiate a delta merge for Job 1 & Job 2 files.
F (F + 11) merged full file

Example 2:

The example below shows how delta files are merged into full file using a retention policy (delta merge policy) setting defined
as 7 days for this backup set.

A full backup file is stored into data area (F) uploaded on Day 1, followed by incremental delta files 11, 12, 13, 14, 15, 16, 17, and
18,. On the completion of the backup job on Day 9 (I8), the backup application will trigger a delta merge background job to
execute the file merging. When the OBS delta merge job runs F + 1 will be merged to become a merged full file. The data area
now contains 8 snapshots including merged full file after file merging.
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Retention Policy = 7 Days (Delta Merge Policy):

Day1=F
Day2 =11
Day 3 =12
Day4 =13
Day5=14
Day6 =15
Day7 =16
Day 8§ =17

Day 9 = I8 (delta merge initiated)

After job on day 9 the backup application will initiate a delta merge for Day 1 & Day 2 files. As the incremental file 11 has
exceeded the 7 day retention policy setting.

F (F + 11) merged full file

Example 3:
This example below shows what happens when there are multiple backup jobs occurring which generates incremental delta

files within a 24 hour period.

A full backup file is stored into data area (F) uploaded by Job 1, followed by incremental delta files I1, 12, 13, and 14. On the
completion Job 5 (14), the backup application will trigger a delta merge background job to execute the file merging. When the
0BS delta merge job runs F + 11 will be merged to become a merged full file.

Retention Policy = 4 Jobs (Delta Merge Policy)

Job1=F
Job2 =11
Job3 =12
Job4 =13
Job 5 = |4 (delta merge initiated)
Job6 =15
Job7 =16

After job 5 the backup application will initiate a delta merge for Job 1 & Job 2 files. If after the delta merge there are further
incremental uploads, e.g. Job 6 and Job 7. These increment files will not be merged by OBS as a delta merge jobs has already
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taken place within the last 24 hours. The data area now contains 6 jobs, which exceeds the delta merge policy of 4 jobs

F (F + 11) merged full file

0BS will merge the extra incremental files, when the next backup job completes 24 hours after the last delta merge. OBS will
merge all the delta files which have exceeded the backup set delta merge policy.

Example 4.
The example below shows how differential and incremental delta files are merged into full file using a retention policy (delta

merge policy) setting defined as 4 jobs for this backup set.

A full backup file is stored into data area (F) uploaded by Job 1, followed by incremental and differential delta files 11, 12 13 and
D1.

Retention Policy = 4 Jobs (Delta Merge Policy)

Job1=F
Job2 =11
Job3 =12
Job4 =13

Job 5 = D1 (delta merge initiated)

After Job 5 the backup application will initiate a delta merge for Job 1 & Job 2. Unfortunately, differential delta D1 is found in
delta chain, this creates delta merge stoppage, the files in Job 1 and Job 2 will not be merged.

The backup job continues with subsequent incremental backups (14, 15 and 16).

Job1=F
Job2 =11
Job3 =12
Job4 =13

Job 5 = D1 (delta merge is initiated and stopped)
Job 6 = 14 (delta merge is initiated and stopped)
Job 7 = 15 (delta merge is initiated and stopped)
Job 8 = 16 (delta merge is initiated)

After Job 8 the backup application will initiate a delta merge, OBS will merge the full file (F) uploaded in Job 1 with the
differential delta D1 uploaded in Job 5 to form the new full file (As the D1 differential includes changes in 1 + 12 + [3). The
incremental files 11 + 12 + 13 will be moved to the retention area, as they have already exceeded the retention policy of 4 jobs.
These files will be purged on the next retention policy job.
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Atfter the delta merge has completed the follow files will be available for restore.

F (F +D1)

Example 5:
The example below shows how delta merge handles multiple differential delta files using a retention policy (delta merge policy)
setting defined as 4 jobs for this backup set.

A full backup file is stored into data area (F) uploaded by Job 1, followed by incremental and differential delta files 11, 12 13 and
D1.

Retention Policy = 4 Jobs (Delta Merge Policy)

Job1=F
Job2 =1
Job3 =12
Job4 =13

Job 5 = D1 (delta merge initiated)

After Job 5 the backup application will initiate a delta merge for Job 1 & Job 2. Unfortunately, differential delta D1 is found in
delta chain, this creates delta merge stoppage, the files in Job 1 and Job 2 will not be merged.

The backup job continues with subsequent differential delta backups (D2 and D3) and incremental delta backups (14, 15, and
16).

Job1=F
Job2 =11
Job3 =12
Job4 =13

Job 5 = D1 (delta merge is initiated and stopped)
Job 6 = D2 (delta merge is initiated and stopped)
Job 7 = D3 (delta merge is initiated and stopped)
Job 8 = 14 (delta merge is initiated and stopped)
Job 9 = 15 (delta merge is initiated and stopped)
Job 10 = 16 (delta merge is initiated)

After Job 10 the backup application will initiate a delta merge, OBS will merge the full file (F) uploaded in Job 1 with the latest
differential delta D3 uploaded in Job 7 to form the new full file (As the D3 differential includes changes in 1 + 12 + 13 + D1 +
D2). The files 11 + 12 + 13 + D1 + D2 will be moved to the retention area, as they have already exceeded the retention policy
of 4 jobs. These files will be purged on the next retention policy job.

After the delta merge has completed the follow files will be available for restore.
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Example 6:
The example below shows how delta merge handles multiple differential delta files with different compression type.

A full backup file is stored into data area (F) uploaded by Job 1, followed by incremental and differential delta files 1, and I2.
Retention Policy = 3 Jobs (Delta Merge Policy)

Job 1 = F (Fast Compression)

Job 2 = 11 (Normal Compression)

Job 3 = 12 (No Compression)

Job 4 = |3 (Fast Compression, delta merge initiated)

After Job 4 the backup application will initiate a delta merge for Job 1 & Job 2.
When F merged with 1, the new merged file F+ 11 will be using Normal Compression,
On the next backup, a new delta file is uploaded and delta merge initiated for Job 2 & Job 3.

Job 2 = (F + 1) (Normal Compression)

Job 3 = 12 (No Compression)

Job 4 = I3 (Fast Compression)

Job 5 = 4 (Normal Compression, delta merge initiated)

The new merged file F+ 11 + 12 will not use any compression. In conclusion, the compression type will be updated to the last
incremental file in the merge list.

9.1.4 In-File Delta Type
The [In-file Delta Type] setting defines the way In-File Delta files are handled. There are two different versions as follows:

Incremental In-File Delta
All delta files are generated with respect to changes made since the last incremental backup. This means that the last full
backup file and all related incremental delta backup files are required to restore the latest snapshot of a backup file.

The full backup file, its checksum file and all incremental delta files are always stored in the data area. This means that these
files are not affected by the setting of the retention policy and will always be kept on the backup server. However, for backup
sets with delta merge enabled, the retention policy setting is also used by the delta merge feature to determine when OBS will
merge the full and incremental delta files into a new full file.
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Differential In-File Delta

All differential delta files are generated with respect to changes made since the last full backup file. This means that only
the last full backup file and the last differential delta file are required to restore the latest snapshot of a backup file. The other
intermediate differential delta files are only required if you want to restore intermediate snapshots of a backup file.

The advantage of a differential In-File delta backup is that a corrupted differential delta file would only make one particular
snapshot of a backup file non-recoverable. All other snapshots can still be recovered using the remaining differential delta files.

The full backup file, its checksum file and the last delta file uploaded (if more than one delta files have been uploaded to the
backup server) is always stored in the data area. This means that these files are not affected by the setting of the retention
policy and will always be kept on the backup server. It is done this way because all these files are required to get the latest
snapshot of the backup file and they should not be removed from the backup server by the retention area cleanup routine. All
other intermediate delta files are stored in the retention area.

9.1.4.1 Advance In-file Delta Type

[Advanced In-file Delta Type] defines an advance policy, where users can override the default In-file delta setting on specific
days in terms of day of a week, or day of a year, for example all Sundays, or the first day of each month.

Backup Setting D__<|

Backup Set In-File Delta

[] General Enable In-File Delta

| ! Backup Source Block Size : |Auto | = | Bytes

if’ Backup Schedule 2 Applytofiles

B Minimum Size : 25 | Mhytes

|P_!= Encryption

- &, Delta Merging

@' Continuous Data Protection [7] Enable delta merging

|:]_ In-File Delta & In-File Delta Twpe

Default: Incremental -

& Retention Policy
Advanced »

Backup Filter
[*h Upload full file when

ar> | Command Line Tool Mo, of Delta= 100 hd
or
Delta Rato*= |50 = %

8. Eura Backup
* Delta Ratio = Delta File Size / Full File Size

']' Local Copy

‘lf} Options

Ok Cancel E3

This is especially useful for users who want to limit their backup on specific day. For example, incremental delta backup on
weekdays and differential delta backup on Saturday.
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Press the [Advanced] button and the [Advanced In-File Delta Type Setting] dialog will be display.

Advanced In-File Delta Type Setting

_'él Weekly Variation (Qverride Default Setting)
= Full x| F Full v
= Full x| F Full s
= Full x| Full 5
= Full -
i@ Yearly Variation (Owerride Weekly Variation or Default Setting)
= Full = Full i
= Full = Full -
= Full = Full 5
= Full = Full -
= Full = Full -
= Full = Full -
[ ] 1 >
First ¥ | Sunday
Ok Cancel B
MENU ITEMS DESCRIPTION

Weekly Variation (Sunday to
Saturday)

Click on the checkbox beside the corresponding day to enable advance In-file delta
setting for that day.

Delta type drop down menu
(Sunday to Saturday)

Click on the dropdown menu beside the corresponding day to select the delta type for
that day.

Yearly Variation (January to
December)

Click on the checkbox beside the corresponding day to enable advance In-file delta
setting for that day.

Day number (used with yearly
variation)

Click on the radio button and dropdown menu to select the day number, of month
selected.

Day of week (used with yearly
variation)

Click on the radio button and dropdown menus to select the day of week, of the
month selected.
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9.1.5 Upload full file when
[Upload full file when] defines the rules which OBM will perform a full file backup instead of a delta backup.
0BM will upload a full file when one of the following rules is true:

» When the number of delta files generated (since the last full backup) since the last full file exceeded the [No. of Delta]
setting.

» When the delta ratio of the delta file (ratio of delta file size against the full file size) exceeded the [Delta Ratio] setting.

9.1.5.1 No. of Delta

[No. of delta] defines the maximum number of deltas allowed for each full file (within the backup set) before OBM will force a
full file upload to the backup server.

For example, if the [No. of delta] is set to 10, and the corresponding file already has 10 deltas saved on the backup server. On
the next backup, OBM would upload the full file instead of generating a delta since the [No. of delta] is reached.

This setting is to ensure that there will be a full file backup after a certain number of deltas has been generated (limiting the size
of the delta chain).

Alternatively, to configure OBM to allow “infinite” number of deltas, you can configure the [No. of delta] setting to “-1”.

9.1.5.2 Delta Ratio

[Delta Ratio] defines the maximum ‘ratio of change’ (delta file size when compare to the last backup) before 0BM will force a
full file upload to the backup server.

Delta ratio is calculated by dividing the file size of a delta by the file size of the full file (e.g. the percentage of changes detected
between the last full backup file and the current file).

For example, if the [Delta Ratio] is set to 50% (default setting), if a file changes by more than 50%, OBM would upload the full
file instead of generating a delta since the [Delta Ratio] is reached.

This setting is to ensure that a full file backup is performed for file with significant changes, as it is preferable to upload a full
file instead to reduce the time required to restore the file.
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10 Backup/Restore Windows System State

This chapter describes in details how to backup and restore Windows System State with OBM.
10.1 Supported versions

10.2 Requirements and recommendations

For System State backup of Windows XP or 2003 /R2, please ensure that the following requirements or recommendations are
met:

1. 0BM is installed on the computer to be backed up.
2. Sufficient disk spaces are required for the temporary directory (usually of size around 2 GB).

3. It is recommended that the temporary directory be configured on a local drive.

For System State backup of Windows 2008 /R2 or SBS 2011, please ensure that the following requirements or
recommendations are met:

1. 0BM version 6.3 or above is installed on the computer to be backed up.
2. The system volume must be formatted with NTFS.
3. Sufficient disk spaces are required for the temporary directory (usually of size around 10 GB).
4. The following Windows Features are installed on the client computer (under Server Manager):
Windows Server Backup Features
 Windows Server Backup
» Command line Tool
» Windows PowerShell
5. Limitations on the temporary directory:
 Temporary directory must be a local or USB drive.
e Temporary directory can be a non-critical or critical drive.
e Temporary directory can only be set to the root of a drive.

» Shadow Copies storage location of temporary directory must be set to local.
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6. It is recommended that the temporary directory be configured on a local drive

7. The current virtual hard disk specification limits the size of a virtual hard disk to be 2040 GB (2 TB), which can fit a
volume of size 2040 GB minus 2 MB.

For details, please refer to:
http:/blogs.technet.com/btanjanajain/archive’201003/23Airtual-hard-disk-vhd-architecture-explained.aspx
http:technet.microsoft.comven-usdibrary/dd183729%28v=ws.10%29.aspx

10.3 Overview
The following steps are performed during a backup job:
1. Connection from the backup client to the backup server is established.
2. Download the server file list from the backup server.
3. Commands are issued to create the System State data:
» Windows XP, 2003 (Ntbackup)
» Windows Server 2008, SBS 2011 (Wbadmin)
4. System State data is temporarily stored in the temporary directory specified in the backup set.
5. Server and local file lists are compared to determine which file will be uploaded
6. Delta file is generated for modified file (if necessary).
7. Data are encrypted, compressed, and uploaded to the backup server.
8. System State data is removed from the temporary directory specified in the backup set.

9. Backup completed successfully.

10.4 How to backup Windows System State

Refer to the following instructions to backup Windows System State:
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10.4.1 For Windows XP, 2003 /R2

1. Login to the backup application’s user interface.

[2]5] [l @ online Backup Manager =

(@) Online Backup Manager

@ Online Backup Manager l@ Cnline Bockvp Manager

Login Mame © username
Password 8808000
["] Save passward
@ Forgotyaur password?

Login Mame : username
Fasswoard 20008000
["] Save passward
@ Forgat wvour password?

Ok Cancel 8 |+ Options 3 Language
English

[ﬂ Backup Server
http | = | |hosthame

‘ﬂﬂ Provy Setting
[T Use prowy to access the backup semver

® Proyy
Sock

Ok Cancel £ = Options

2. Select the [Backup Settings] button and the [+ button to start the New Backup Set Wizard.

3. Create a System State Backup set by selecting [System State Backup] from the backup set type dropdown menu.

New Backup Set Wizard le

@ Backup Set
Mame: |Backup Set
Type : | Systemn State Backup

M35 Exchange Server Backup
ME Exchange Mail Level Backup
MS SQL Server Backup

MySCL Backup

Qracle Database Server Backup
Systern State Backup
ShadowProtect Systerm Backup
MS Wi Backup

Mext ¢ Cancel 3
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4. Select [Next] to proceed.

5. Configure a backup schedule for unattended backups.

6. Select an encryption setting for your backup set.

7. Press the [OK] button to complete the configuration of backup set.

8. Scheduled backup will run automatically at the configured schedule time.

9. Click [Backup] button on the left panel to perform a backup immediately.

10.4.2 For Windows Server 2008 /R2, SBS 2011

1. Login to the backup application’s user interface.

{®) online Backup Manager

@ Online Backup Manager

Lodin Mame : username
FPassword : s
[T Save passward
@ Forgotyour password?

Ok Cancel B | [# Options

(@ online Backup Manager

@ Online Backup Manager

Login Mame : | username
Password iz
[7] Save passward
@ Forgotyour password?

2 Language
Enalish

i Backup Server
http = | hostname

‘ag Frowy Setting
[ Use provy to access the backup server
Type: Promy

Sock
Address

Fort:

User Mame :
Fassword :

Ok Cancel B = Options

s B3

2. Select the [Backup Settings] button and the [+ button to start the New Backup Set Wizard.
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3. Create a System State Backup set by selecting [System State Backup] from the backup set type dropdown menu.

New Backup Set Wizard E

E; Backup Set

Mame
Type :

BackupSet

File Backup -
Lotus Motes Client Backup "
Lotus Dominog Server Backup

MS Exchange SewverBackup |
MS Exthange Mail Level Backup LJ
M5 S3AL Sener Backup

MySCL Backup

Oracle Database Server Backup

Systermn State Backup

Mext Cancel E

4. Select [Next] to proceed.

5. Configure a backup schedule for unattended backups.

Note:

Multiple backup schedules of different types can be configured for the same backup set.

6. Select an encryption setting for your backup set.

7. Press the [OK] button to complete the configuration of backup set.

8. Configure the temporary directory of the System State backup set.

9. On the OBM main menu, press [Backup Setting], then [Options].
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10. Click [Change] and select the temporary volume for backup.

Backup Setting

] Crediona
BackupSet | |k
2 Change Temporary Folder E3 |
[Q General

=18 Computer Change &
L"f Backup Schedule &, Local Disk ()
o - & Drive @ (@Y
E’-]F Encryption ij Drive R (R

- 23 Drive 5 (83
[}, in-File Dena Bl ¥ Network

o Retention Folicy

:f Cormrmand Line Tool
}7 Local Copy

'!.L.:} Options

1 Cancel £

0K Cancel 3

11. Scheduled backup will run automatically at the configured schedule time.

12. Click [Backup] button on the left panel to perform a backup immediately.

Page 167 of 610
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10.5 How to restore Windows System State

10.5.1 For Windows XP, 2003 /R2
Refer to the following instructions to restore Windows System State on Windows XP, Server 2003 /R2:
1. Install OBM on the machine to be restored to.

2. Login to the backup application’s user interface.

©) Online Backup Manager ] Bl @ Online Backup Manager =13
@Online Bockup Manager @ Cnline Bockvp Manager
Login Marme ;| | username Lagin Mare © |usermnmame
Fassword | 111117171 ] Password 1 1111711 1]]
[ ave passward [T Bave passward
@ Forgot your password? @ Forgotyour password?
Ok Cancel 8 |+ Options 3 Language
English -

Ei] Backup Server
hitn | = | |hostharme s

ﬁg Froxy Setting
[ Use proxy to access the hackup server

Type ™ Prowy
Sock

Ok Cancel £ = Options
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3. Select the [Restore] button and the corresponding backup set.

@) Restore EJ
FPlease selectthe backup set
BackupSet
Delete 17 | Nexd b Cancel E!i:

4. Select the System State file (SystemState.bkf) to be restored and its restore destination.

@) Restore EJ
) Show files as of Job ;| 20117090 2 T | |Latest T ) Show all files Filter 1% ||
Folders Mame Size Date Modified
=g a Backup Server % SysternState bkf A60,00...  2011/08M 2 14:19:50
LoV = Berver
Delete 10 [termns per page ;. |50 ¥ Page: '1 i [
[E% Restare files to
CiRestore Destination Change &
Search = 4 Previous | StartRestore b | Cancel E3




ONLINE BACKUP MANAGER

USER GUIDE

5. Open NTBackup, in the Windows Start menu, click [Run...] and type in ntbackup.

Cpen: |ntbacku|:u w |

Type the name of a program, Folder, document, or

Internet resource, and Windows will open it For wou,

[ (0] 4 ][ Cancel ][ Browse, .. ]

6. Press [Next] and select [Restore files and settings]

Backup or Restore Wizand

Backup or Restore

You can back up files and zettings, or restore them from a previous backup.

YWhat do you want to do?

() Back up files and settings

(%) Bestore files and settings

X
=

< Back ” Mest »

l [ Cancel
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5. Open NTBackup, in the Windows Start menu, click [Run...] and type in ntbackup.

What to Restore
Y'ou can restore any combination of drives, folders, or files.
-

Itermns bo red
& Dﬁ smmt  Please specify the file that pou would like to catalog. Me
g e S S LU
Open: | C:ARestore Destination',S erversSpstemState. bkf | 0. Cu
= 0-0.. A
-0 M
[ k. ] I Cancel ] [ Browse. . 00 Ol
B0, CY
[71 & SystemState bkf 2011-0912-141712-0 . CA
£ ¥

[ < Back ][ Mext » l[ Cancel I

8. Expand and select the corresponding System State file from the left panel, press [Next] afterward.

9. Review the settings then press [Finish] to begin the restore process.

Backup or, Restore Wizard El

Completing the Backup or

@ Restore Wizard
] o B

“'ou have created the following restore zettings:

Restore from;  SpetemState bkl 2011-09-12-14-17-12-000.£
Type: File
Restare to: Original lozations

Euxisting files: Do not replace

To cloze this wizard and start the restore, click Finigh,

T specify additional restore options,
click Advanced.

[ < Back ]| Finish |[ Cancel l

10. The restore process is now completed.
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10.5.2 For Windows 2008 /R2, SBS 2011
Refer to the following instructions to restore Windows System State on Windows Server 2008/R2, SBS 2011:
1. Install OBM on the machine to be restored to.

2. Login to the backup application’s user interface.

o - o 5
(@) Online Backup Manager H =] B (@) Online Backup Manager M=
@ Online Bockup Manager @ Online Bockup Manager

Login Mame : | username Lagin Marme © |username

Fassword : e Password e
"] Save password ["] Save password
@ Forgotyour password? @ Forgot your password?
8]7¢ Cancel B+ Options T Language

English Ll

Egj Backup Server

hitp LI hostname LI

U= Prowy Setting
] Use proxy to access the hackup server

Type Frosy
Sock
Address
Fort:
User Mame :
Faszsword :

0K Cancel B = Options
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3. Select the [Restore] button and the corresponding backup set.

Resture

Flease selectthe hackup set

Backup Set

Mext » Cancel B

4. Select the System State file to be restored and its restore destination.

.Restnre
® Show files as of Job : [ 2011/08M4 = | Latest | = Shaow all files Filter |+
Folders MNarme Size Date Madified
= E Backup Server | Microsoft_\Windows_Systerm_Backup 10,009, 2011/09M14 14:12:48

----- [0 = qa-whx-rietp-2

lterms perpage : (50 - Fage: 111|~=

[E% Restore files to
Lacal Disk {C3 -

Search < 1 Previous Start Restore P Cancel E3
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5. To view the backup version identifier, run the following command in the command prompt as administrator.

> wbadmin get versions

eg:

[z+] Administrator: Command Prompt

Microsoft Windows [Version 6.1.76811]
Copyright <{c» 28082 Microsoft Corporation. HAll rights reserved.

C:=sWindows>systen3d2>wbadmin get versions
whadmin 1.8 — Backup command-line tool
(C> Copyright 2084 Microsoft Corp.

Backup time: Y-11-2813 3:15 PHM

Backup target: 1394-USB Disk labeled E:

Uersion identifiewr: B7-11-2813-87:15

Can recover: Uolumeds}», Filed(s}»_ Application<s)>, Suystemn
Snapshot ID: {86136labh—-d4fe—485d-807d-8d14982eB8757>

Backup time: 7»11-20813 5:24 PH

Backup target: 1394-U8B Disk lahbeled E:

Uersion identifiewr: B7,11-28013-8%9:24

Can recover: Uolume{s), Filet(s)>, Application{(s), System

Snapshot ID: {99fd77c2-435h—43f8-2b33-d25ha2d6682d>

Backup time: 271772813 11:14 AN

Backup target: 1394-U8B Disk labeled F:

Uersion identifiewr: B9-17-28013-83:14

Can recover: Uolumed(s}», File(s}, Application{s?, Suysten
Snapshot ID: {66chB752-8e5S2—4did-afdl—f61c2cc?3278>

Backup time: 92420813 5:1i6 PH

Backup target: 1394-USB Disk labeled G:

Uersion identifiewr: B7-24-2813-87:16

Can recover: Uolumeds)», Filed(s}», Application<s)>, Suystemn
Snapshot ID: {1298b534-2776—4b3e—-9444-hB1335aa%d77>

C:xWindowsssystend2 >

6. To restore system state, run the following command in command prompt as administror.

> wbadmin start systemstaterecovery -
version:<VersionIdentifier> -
backupTarget:<BackupDestinationVolume>

Eg:

> wbadmin start systemstaterecovery -version:09/24/2013-09:16
-backupTarget:G:
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eg:

IC:~Windowsssystem32 >vwhadmin start systemstaterecovery —version:-07-24-2813-079:16
—hackupTarget:-F:

whadmin 1.8 — Backup command-line tool

(C» Copyright 2004 Hicrosoft Corp.

Do you want to start the szystem state recovery operation?
[¥]1 Yes [M]1 No ¥

System state recovery cannot he paused or cancelled once it has started.
It will need a restart of the server to complete the recovery operation.

Do you want to continuwe 7
[¥1 Yes [M]1 Ho ¥

Starting a system state recovery operation [9-24-2013 6:42 FMI.
Processzing files for recovery. Thiszs might take a few minutes...

7. Press “Y” to confirm the operations. After that, you need to wait for the restore, it may take several minutes to hours.
eg:

Administrator: Command Promipt - whadmin start systemstaterecovery -version:0

Currently recovering files reported by ‘Syzstem Writer'
Overall progress:
reported by "System Uriter’

reported by ‘System Uriter’

reported by ‘System Uriter’
Ouverall progress:
Currently recovering files reported by "System Uriter’
Overall progress: 7.
Currently recovering files reported hy *Suystemn Writer'
Overall progress: PHx.
Currently recovering files reported hy *Suystemn Writer'
Overall progress: 9.
Currently recovering files reported by *Systen Writer'
The recovery of files reported hy ‘System Uriter' haz completed.
Overall progress: 79
Recovering additional system state Files...
Reztoring the registry. This might take a few minutes...
Finalizing the recovery operation...
Summary of the recovery operation:

The recovery of the system state successfully completed [9-24-20013 7:22 PH].
Log of files successfully recovered:
C:sWindowssLogssWindowsServerBackupsSystenStateRestore—24—09-2013_18—-42-47_loyg

Rezstart the server to complete the operation.

Mote: Please wait while the system state recovery operation attempts to
recover system files. This might take several minutes to complete, depending
on how many files are getting replaced and the server restarts needed during
the procesz. Do not interrupt this process.

A computer restart iz required to complete the system state recovery operation.
Pressz [Y¥] to restart the computer now.
[¥]1 Yes

8. After the recovery is completed, Click “Y” to reboot the computer.
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10.5.3 For Windows 2008 /R2 Domain Controller
Refer to the following instructions to restore Windows System State on Windows Server 2008 /R2 Domain Controller:

Important:
Authoritative restore of Windows 2008 Domain Controller is required only if you need to restore deleted Active Directories
objects.

Please follow the instructions below to restore a system state backup to a Windows 2008 Domain Controller:
1. Reboot the Windows Server 2008 /R2 Domain Controller in Directory Service Repair Mode (DSRM):

 Add the safeboot option to the default boot loader. In command prompt, type in the following command:

>bcdedit /set safeboot dsrepair

* Reboot the computer.

2. Perform the restore on the Domain Controller:

¢ Open command prompt and type the following:

>wbadmin get versions

This will list all the known backups available.

* Type the following command to perform an authoritative restore:

>wbadmin start systemstaterecovery —version:<backup version>
—authsysvol

For non-authoritative restore, please type the following command:

>wbadmin start systemstaterecovery —version:<backup version>
—authsysvol

Backup version is the identifier of one of the backup snapshots listed in previous step.
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3. Reboot the Windows Server 2008 /R2 Domain Controller in Normal Mode:

* Remove the safeboot option to the default boot loader. In command prompt, type in the following command:

>Bcdedit /deletevalue safeboot

* Reboot the computer.

4. The restore process is now completed.
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11 Backup/Restore Windows System (WBAdmin)

This chapter describes in details how to backup and restore Windows System with 0BM (MS Windows System backup
Module).

11.1 Supported versions

11.2 Requirements and recommendations
Please ensure that the following requirements or recommendations are met by the backup client computer:
1. 0BM is installed on the computer to be backed up.
2. Sufficient disk spaces are required for the temporary storage volume of the System backup.
It is recommended to have free disk space of 150% x Total In-use Size of all volumes selected for backup.
3. The following Windows Features are installed on the client computer:
Windows Server Backup Features
¢ Windows Server Backup
» Command line Tool
» Windows PowerShell
4. Limitations on the temporary directory:

Please refer to the FAQ: Restriction on the temporary storage location for the Windows system state and system
backup? (2869) for details.

5. Itis recommended that the temporary directory be configured on a local drive.

6. The Microsoft Windows System backup module (wbadmin start backup) uses the .vhd format for writing backups. The
current virtual hard disk specification limits the size of a virtual hard disk to be 2040 GB (2 TB), which can fit a volume of
size 2040 GB minus 2 MB.

The maximum source volume size of a System backup is limited to 2088958 MB, roughly 2 TB.

For details, please refer to:
http/blogs.technet.com/btanjanajainvarchive’201003/23Airtual-hard-disk-vhd-architecture-explained.aspx
httptechnet.microsoft.comen-usdibrary/dd183729%28v=ws.10%29.aspx
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11.3 Overview
The following steps are performed during a backup job:
1. Connection from the backup client to the backup server is established.
2. Download the server file list from the backup server.
3. Commands are issued to create the System backup data.
4. System backup data is temporarily stored in the temporary storage volume in the backup set.
5. System backup data are compressed into 1 single file.
6. Server and local file lists are compared to determine which file will be uploaded.
7. Delta file is generated (if necessary).
8. Data is encrypted, and uploaded to the backup server.
9. System backup data is removed from the temporary storage volume specified in the backup set.

10. Backup completed successtully.

11.4 How to backup Microsoft Windows System (WBAdmin)
Refer to the following instructions to backup Windows System:

1. Login to the backup application’s user interface.

{®) online Backup Manager M=l = {@ online Backup Manager M= E
l@l@lnline Backup Manager @ Online Backup Manager
Login Mame : (username Login Mame : |username
Fassward b Password b
[7] Save passwoard [”] Bave passward
@ Forgot your passward? @ Faorgot vour passward?
oK Cancel B [ Options i Language
Enaglish LI
E] Backup Server
hitp ll hasthame ll

‘ag Proxy Setting
[ Use provy to access the backup server

Type: Frozy
Sock
Address
Fart:
UserMame :
Fassword

Ok Cancel B = Options
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2. Select the [Backup Settings] button and the |+/ button to start the New Backup Set Wizard.

3. Create a MS Windows System Backup set by selecting [MS Windows System Backup] from the backup set type

dropdown menu.

Mew Backup Set Wizard | x| |

[E; Backup Set

Mame: |Backup Set

M3 Windows System Backup
M= Exchange Server Backup
MS Exchange Mail Level Backup
M3 SGL Server Backup

MySCL Backup

Cracle Database Server Backup
Systern State Backup
ShadowProtect Systerm Backup

Type :

em Backup

e

]

Cancel £

4. Select [Next] to proceed.

5. Select the corresponding volumes for backup.

New Backup Set Wizard Ed |

Yolume Total Size
=2 Bystem Reserved 100 ME
O 5 Data (D) &0 GE
&, Local Disk (C) 39.9 GB

v/ Include all critical volumes

1 Previous

[lext

3

Used
B1.7 MBE
41 GB
31.5 GB

Cancel E
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Important:
For complete backup of the system, it is recommended to select the [Include all critical volumes] option.

This will automatically includes the system partition, boot partition, system reserved partition and other partitions that
contain critical system data.

6. Configure a backup schedule for unattended backups.

Note:
Multiple backup schedules of different types can be configured for the same backup set.

7. Select an encryption setting for your backup set.

8. Press the [OK] button to complete the configuration of backup set.

9. Configure the temporary directory of the MS Windows System backup set.
10. On the OBM main menu, press [Backup Setting], then [Options].

11. Click [Change] and select the temporary volume for backup.

Change Temporary Folder E3 |

El[i Computer
&L Local Disk (2
oy Data (D)

€l Metwark
- Libraries

; Cancel E

12. Scheduled backup will run automatically at the configured schedule time.

13. Click [Backup] button on the left panel to perform a backup immediately.
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11.5 How to restore Microsoft Windows System (WBAdmin)
Refer to the following instructions to restore a Windows System:
There are several methods which you can restore the Windows System

* Recover volumes with the Recovery Wizard

 Recover the operating system with the Install Windows Wizard

* Recover volumes with command

 Recover with the Windows Recovery Environment

Important:
The volume to be recovered to must be the same size or larger than the volume that was backed up from.

Restore the system data from the OBS server:
1. Install OBM on the machine to be restored to.

2. Login to the backup application’s user interface.

(@) online Backup Manager H =] B (@ online Backup Manager = B3
@Online Backup Manager @ Online Backup Manager
Login Mame : | username Lagin Marme © |username
Fassword : e Password e
[T Bave passward [ Bave passward
@ Forootyour passward? @ Faorgot your password?
Ok Cancel E | [# Options T2 Language
Enalish LI
i Backup Server
hitp Llhustname LI

‘ag Frowy Setting
[ Use provy to access the backup server

Type: Frozy
Sock
Address
Fort:
User Mame :
FPassword :

Ok Cancel B = Options
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3. Select the [Restore] button and the corresponding backup set.

Resture

Flease selectthe hackup set

Backup Set

Mext » Cancel B

4. Select the System State file to be restored and its restore destination.

.Restnre
® Show files as of Job : [ 2011/08M4 = | Latest | = Shaow all files Filter |+
Folders MNarme Size Date Madified
= E Backup Server | Microsoft_\Windows_Systerm_Backup 10,009, 2011/09M14 14:12:48

----- [0 = qa-whx-rietp-2

lterms perpage : (50 - Fage: 111|~=

[E% Restore files to
Lacal Disk {C3 -

Search < 1 Previous Start Restore P Cancel E3
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5. Continue to the next sections for instructions to restore the Windows System.

Important:

Before continuing, the Windows account which you are using must be a member of the Backup Operators or
Administrators group.

11.5.1 Recover volumes with the Recovery Wizard

Refer to the following instruction to perform a volume recovery with the Recovery Wizard:

1. From the [Start] menu, click [Administrative Tools], and then click [Windows Server Backup].

2. In the [Actions] panel under [Windows Server Backup], click [Recover] to open the Recovery Wizard.

4% Windows Server Backup

File  Action Wiew Help

IS[=] E3

&5 @ HE

Time

Windows Server Backup

Local

Messages {Activity from last week, double click on the message to see details)

a& You can perform a single backup or schedule a regular backup using this application,

| Message

| Description

Status

Last Backup

Status:
Time:

Wiew details

1

Mext Backup

Status:

Tirme:

Wiew details

All Backups

Total backups:
Latest copy:
Oldest copy:

Wiew details

o

| Actions

Windows Server Backup (Local)

i@ Backup Schedule. ..

E Backup Once...

@ Recover...
Configure Performance Settings...
Connect To Another Server...
Wi

ﬂ Help

3. In the [Getting Started] menu, specify the backup is stored on [This server], click [Next].
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3. In the [Getting Started] menu, specify the backup is stored on [This server], click [Next].

L% Recovery Wizard E

f}’

Getting Started

Select Backup Date
Select Recowvery Type
Seleck Ikems bo Recover
Specify Recovery Opti...
Confirmation

Recovery Progress

. \y Getting Started

¥ou can use this wizard to recover files, applications, wolumes, or the system state From a
backup that was created earlier.

Where is the backup stored that wou wank ko use For the recoveryy

% This server [QA-WEN-R2ETP-2)

" & backup stored on another location

To continue, click Mext,

IMore about recovering your server data

Cancel |

= Previous | Mexk = I

Recover |

4. In the [Select Backup Date] menu, select the date from the calendar and the time from the drop-down list of backup to

restore from.

L% Recovery Wizard

Y

: \y Select Backup Date

Getting Started

Select Backup Date

Select Recowvery Type
Select Ikems to Recover
Specify Recovery Opti...
Confirmation

Recovery Progress

Oldest available backup:
Mewest available backup:

7/16/2010 5:25 PM
34{2011 9:04 AM

— fwvailable backups
Select the date of a backup to use for recovery, Backups are available For dates shown in
bold.

Backup date: 3412011
n Malch, 2011 n IiITIB: o0 AM -
Sun Mon Tue Wed Thu Fi Sat 5
Locakion: Data (D)
2728 1 2 3 5
E 7 g 9 10 11 1z
Skakus: Available online

13 14 15 16 17 18 18
20 021 22 23 M X5 26
2r 28 29 30 3

Recover Cancel

= Previous | Mext = I
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5. Inthe [Select Recovery Type] menu, click [Volumes], and then click [Next].

L% Recovery Wizard E

Py
47 Select Recovery Type

Getting Started What dao wou wankt to recover?

Select Backup Date " Files and folders

‘¥ou can browse volumes included in this backup and select Files and Folders,
Select Yolumes o

Yalumes
Confirmation ‘fou can restore an entire volume, such as all data stored on C:.
Recavery Progress " applications

You can recover applications that have registered with \Windows Server Backup,

" System skate
‘¥ou can restare just the system state,

IMore about performing recoveries

< Previous | Mext = I Recaver | Cancel |

6. On the [Select Volumes] Menu, select the check boxes associated with the volumes to be recover.

7. From the associated drop-down list in the [Destination Volume] column, select the recovery destination volume, and
click [Next].

8. On the [Confirmation] menu, review the details; click [Recover] to begin the restore process.
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11.5.2 Recover the operating system with the Install Windows Wizard

Refer to the following instruction to perform an operating system recovery with the Install Windows Wizard:
1. Insert the Windows Setup Disc into the CD/DVD drive.
2. Restart the computer.

Note:
In some case, you may need to press the required key to boot up from disc.

3. Specify the language settings, and then click [Next].

| % Install Windows

D ety

Timne and currency format: English (United States)

Enter your language and other preferences and click "MNext" to continue.

Copyright € 2005 Microsoft Corporstion. All ights reserved.
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4. Click [Repair your computer].

| % Install Windows

=Y
Windows Server-2008

Install now ‘3

_ What to know befare installing Windows

~ Repair your computer

Copynght € 2005 Microsaft Lorporstion. All fights resenved.

5. Setup will search the hard disk for existing Windows installation, then displays the result in [System Recovery Options].
6. Click [Next] afterward.
7. 0On the [System Recovery Options] page, click [System Image Recovery].
8. Perform one of the following actions:
Click [Use the latest available system image (recommended)] and then click [Next].
Click [Select a system image] and then click [Next].

9. If the option [Select a system image] is selected, perform one of the following actions on the [Select the location of the
backup] page:

* Select the volume containing the backup data to be restored and click [Next].

* On the [Select the date and time of system image to restore] page, select the version to be restored, and then click
[Next].

* Click [Advanced] to browse for a backup on the network, and then click [Next].
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10. On the [Choose how to restore the backup] page, perform the following optional tasks, and then click [Next]:

« Select the [Format and repartition disks] check box to delete existing partitions and reformat the destination disks to be
the same as the backup.

« Click the [Exclude disks] button and then the checkbox beside the disk to be excluded from being formatted and
partitioned

« Select the [Only restore system disk] check box to perform an operating system only recovery.
« Click [Install drivers] to install drivers for the hardware to be recovering to.

« Click [Advanced] to specify whether the computer is restarted and the disks are checked for errors immediately after
the recovery.

11. Click [Finish] to begin the restore process.
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11.5.3 Recover volumes with command

Refer to the following instruction to perform a volume recovery with command:

1. Open command prompt.

2. Enter the following command, according to the backup data source, target:

>Wbadmin start recovery
—version:<VersionIdentifiers>
-itemType:Volume
—items:<VolumesToRecover>
-backupTarget:<VolumeHostingBackup>
-recoveryTarget:<TargetVolumeForRecovery>
PARAMETER DESCRIPTION
-version Specifies the version identifier of the backup to recover in the following format:
MMDDAYYY-hh:mm
Type in the following to list version identifier:
>\Wbadmin get versions
-itemTypes Specifies type of items to recover, in this case Volume.
-items Specifies a comma delimited list of volumes to be recovered.
-backupTarget Specifies the volume containing the backup data to be recovered.
-recoveryTarget Specifies the volume drive letter of the alternate volume to restore to.
Example

To restore volume D, from backup version March 31, 2011, 9:00 to volume F (restored data are stored in volume E).

>Wbadmin start recovery —VersionIdentifiers:03/31/2011-09:00
—itemType:Volume —items:D: -backupTarget:E: -recoveryTarget:F:
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11.5.4 Recover with the Windows Recovery Environment

Refer to the following instruction to perform a complete PC Restore with Windows Recovery Environment:
1. Insert the Windows Setup Disc into the CD/DVD drive.
2. Restart the computer.

Note:

In some cases, the computer manufacturer may have installed the Windows Recovery Environment directly to a partition
on the hard drive.

To access this partition, slowly tap the [F8] key after the BIOS information clears from the screen before the Windows
startup menu.

3. Specify the language setting, and then click [Next].

% Installwindows R ] .|

>

Windows Vistar

Language to install g
QG EEL L Rt R B English (United States) ¥

Enter your language and other preferences and click "MNext” to continue.

Copynght £ 2006 Microsoft Corporation. All rights resenved.
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4. Click [Repair your computer].

% Installwindows et i .

w

Wind ows. Vistar

Install now "

-

What to know before installing Windows
Repair your computer

Copyright £ 2006 Microsoft Corporation. All rights resenved

5. Setup will search the hard disk for existing Windows installation, then displays the result in [System Recovery Options].
6. Click [Next] afterward.
7. 0On the [System Recovery Options] page, click [System Image Recovery].
8. Perform one of the following actions:
* Click [Use the latest available system image (recommended)] and then click [Next].
* Click [Select a system image] and then click [Next].

9. If the [Select a system image] option is selected, perform one of the following actions on the [Select the location of the
backup] page:

* On the [Select the date and time of system image to restore] page, select the version to be restored, and then click
[Next].

« Click [Advanced] to browse for a backup on the network, and then click [Next].
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10. On the [Choose how to restore the backup] page, perform the following optional tasks, and then click [Next]:

« Select the [Format and repartition disks] check box to delete existing partitions and reformat the destination disks to be
the same as the backup.

* Click the [Exclude disks button and then the checkbox beside the disk to be excluded from being formatted and
partitioned.

« Select the [Only restore system disk] check box to perform an operating system only recovery.
* Click [Install drivers] to install drivers for the hardware to be recovering to.

* Click [Advanced] to specify whether the computer is restarted and the disks are checked for errors immediately after
the recovery.

11. Confirm the details for the restoration, and then click [Finish] to begin the restore process.
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12 Backup/Restore Windows System (ShadowProtect)

This chapter describes in details how to backup and restore Windows System with 0BM (ShadowProtect System backup
Module).

12.1 Supported versions
For the list of operation system supported, please refer to the following URL from StoragCraft:

httpZdoc.storagecraft.com/book/shadowprotect-user-guidednstalling-shadowprotectfequirements/supported-operating-
systems

12.2 Requirements and recommendations
Please ensure that the following requirements or recommendations are met by the backup client computer:
1. 0BM and ShadowProtect are installed on the computer to be backed up.
2. Sufficient disk spaces are required for the temporary storage directory of the System backup.
It is recommended to have free disk space of 150% x Total In-use Size of all volumes selected for backup.

Note:
The temporary storage directory cannot be set to a folder within a volume selected for backup.

12.3 Overview
The following steps are performed during a backup job:
1. Connection from the backup client to the backup server is established.
2. Download the server file list from the backup server.
3. Commands are issued to ShadowProtect to create the System backup data.

For each volume selected for backup, a ShadowProtect backup image file (.SPI or .SPF) will be spooled to the temporary
directory specified.

 .SPF: A ShadowProtect full or base image file.

« .SPI: A ShadowProtect incremental or differential image file.
4. Server and local file lists are compared to determine which file will be uploaded.
5. Delta file is generated (if necessary).

6. Data is encrypted, and uploaded to the backup server.
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7. System backup data is removed from the temporary storage volume specified in the backup set.

8. Backup completed successfully.

12.4 How to backup Microsoft Windows System (ShadowProtect)
Refer to the following instructions to backup Windows System:

1. Login to the backup application’s user interface.

(@) Online Backup Manager (@) Online Backup Manager
@Online Bockup Manager @ Cnline Bockvp Manager

Login Mame : |username Login Mame © username

Fasswoard 20080008 Password 20008008
["] Save passward ["] Save passward
@ Forgot your password? @ Fargatyour password?
Ok Cancel 8 |+ Options 3 Language

English -

[ﬂ Backup Server
hitp | = | |hostname .

‘ﬂﬂ Provy Setting
[ Use proxy to access the hackup server

® Proyy
Sock

Ok Cancel £ = Options

3. Create a ShadowProtect System Backup set by selecting [ShadowProtect System Backup] from the backup set type
dropdown menu.
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3. Create a ShadowProtect System Backup set by selecting [ShadowProtect System Backup] from the backup set type
dropdown menu.

New Backup Set Wizard f'5_<|

E' Backup Set

Mame: |BackupSet

Type: |[ShadowProtect System Backup -
. MS Exchange Server Backup -
7 stor MS Exchange Mail Level Backup

Path 10 S5 Sl Server Backup

CAProgriyS QL Backup

Oracle Database Server Backup E
System State Backup

ShadowProtect System Backup
WS Wil Backup T

Mext » Cancel B

4. Enter the path to the ShadowProtect installation.

New Backup 5et Wizard

X

™ Backup Set
Mame: |BackupSet
Type: |[ShadowProtect System Backup hd

3' StorageCratt ShadowProtect
Path to StorageCraft ShadowProtect

CAProgram Files\StorageCramShadowProtect Change %

Mext » Cancel £

5. Select [Next] to proceed.
6. Select the corresponding volumes for backup.
7. Configure a backup schedule for unattended backups.

Multiple backup schedules of different types can be configured for the same backup set.
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7. Configure a backup schedule for unattended backups.

Multiple backup schedules of different types can be configured for the same backup set.

Add new backup schedule

I) Backup

i® volume - Complete
i1yolurme - Differential
iyolurme - Incremental

&> Type

Backup everyday

@ Time

Start: 23 = | 00"

Mame | Mew Backup Schedule

Stop . on completion (Full Backup)

E3

Daily b

Ok Cancel B3

MENU ITEMS

DESCRIPTION

Volume - Complete

To perform a ShadowProtect Complete Backup -

Base Image File (.SPF) contains the contents of a backup activity; it allows users to
restore the contents of a computer system to a specific point-in-time.

Volume - Differential

To perform a ShadowProtect Differential Backup -

Differential Image File (.SPI) contains the hard drive sectors that have changed since
the Base Image File was created.

Differential backup take about the same time to create as complete backup, but they
are smaller.

When restoring a drive, user must use the Base Image File with the appropriate
Differential Image File to restore the computer to a specific point-in-time.
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Volume - Incremental

To perform a ShadowProtect Incremental Backup -

Incremental Image File (.SPI) contains the sectors that have changed since the last
Incremental backup was taken.

Incremental images are fast to create and smaller than either Full image files or
Differential image files.

When restoring a drive, you must use the Full image file and the appropriate
Incremental image files necessary to restore the computer to a specific point-in-time.

8. Select an encryption setting for your backup set.

9. Press the [OK] button to complete the configuration of backup set.

10. Configure the temporary directory of the backup set.

11. On the OBM main menu, press [Backup Setting], then [Options].

Backup Setting

Backup Set
[} General
y
| Backup Source
lf’ Backup Schedule
[rj,g Encryption
[}, in-File Detta
& Retention Policy
.‘:7;" Cormmand Line Tool
4
£ Extra Backup

2
/]h Local Capy

",i} Options

)

Qptions
E; Termpaorary Directory for staring backup files
DiTemp Change %

QE} Advanced Options
Compression Type . |Fast (Compressed size larger than normal) -
Transfer Block Size: 128 = | khytes

Ok Cancel £
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12. Click [Change] and select the temporary directory for backup.

Note:
The temporary storage directory cannot be set to a folder within a volume selected for backup.

Also, please ensure sufficient disk space is allocated for the backup operation.
13. Scheduled backup will run automatically at the configured schedule time.

14. Click [Backup] button on the left panel to perform a backup immediately.

12.5 How to restore Microsoft Windows System (ShadowProtect)
Refer to the following instructions to restore a Windows System:
1. Install 0BM on the machine to be restored to.

2. Login to the backup application’s user interface.

(©) Online Backup Manager | @ ©) Online Backup Manager =l=13
@Online Bockup Manager @Online Bockup Manager
Login Marme ;| username Login Marme : [usernamea
Fassword [ 11111717 ] Fassword | 111117171 ]
[ Gave passward [ Bave passward
@ Forgotyour password? @ Forgot your password?
ok Cancel £ | # Options ‘= Language
English -

Ei] Backup Server
hitp | = hostname s

ﬂg FProwy Setting
[] Use proxy to access the backup server

= Prowy
Sock

Ok Cancel £ = Options

3. Select the [Restore] button and the corresponding backup set.
4. Select the System file to be restored and its restore destination.

5. Click the [Start Restore] button to begin the restore process.
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6. To restore a system volume (operating system volume), you need to start the computer in StorageCraft Recovery
Environment.

I StorageCraft Recovery Environment

[1]1 5tart Vista-based Recommended Recovery Enviromment

-Best hardware support

—HNetwork-storagesetc drivers can be loaded after booting
—Dynamically discovers USB drives attached after booting
-Recommended CD can be removed for restore from optical media
-Recommended for HIR of VISTA and 2008 05 volumes

[Z] Start Z2003-based Legacy Recovery Environment

—Can load storage drivers with F6 boot option
—Recommended for nForce platforns

—Recommended for HIR of Z000-XP-Z2003 03 volumes
-USB drives must be attached prior to the boot

[3]1 Boot from Hard Disk

[4] Reboot computer

|PPESS 1-4 or Cursor Key to Select Item, Press <Enter> to Run

7. To restore a non system volume (non operating system volume), in Windows, start the ShadowProtect user interface.

¥ ShadowProtect Desktop Edition -- [ localhost ]
! Flle Tasks

= a Destinations g’ Backup History
%View “

Help

Wiew  Options

s Metwork View
il Management Yiew

ate of the entire comput
\aTasks kS

3 Backup

& Restare

d Explore Backup
ﬂ Dismount Backup Image

0 = >
A .
@TDDIS 4 hin a backup image file, You can then use

,a werify Image

 Image Conversion Tool

&) Backup
&) Restore

g Browse Image
&) Image Tools

Expired
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8. Click [Restore] to start the Restore Wizard.

9. Press [Next] to proceed.

%" Restore

[ Welcome to the Restore Wizard!

This wizard will help vou ko restore entire data volumes From existing
backup image files. To restare the swstem wolume you musk restore by
booting the ShadowProtect Recovery Enviranment CD, To restore
individual Files, run the Explare Backup wizard.

Press Mext to cantinue

<Back  |f  MWext > |[ Cancel ]

10. Browse to the image file restored from the OBS server. The destination locations can be a local directory or network

share.
Click [Next] to continue.
','- Hestore

Backup Image To Restore
Select the backup image wou want bo reskore

Select network location or browse ko a local path

Specify image names

Base HName | First Image Creation Time | Last Imac
] F_WoL-boo3 21812012 3:51:49 PM 2i8fz01z2 3
E | F_voL-booz 21812012 3:151:33 PM ziglzo1z 3
ENF voL-bonl 2 7 PM 2|

|
|~

[ < Back ” Mext = ][ Cancel

|'||:] Cuitemp A | Browse, .,
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11. In the Backup Image Dependencies dialog screen, any ShadowProtect Differential or Incremental image associated with
the Full image will be displayed.

Backup Image Dependencies l?
Werify current selection or select another poink in time a 'i_
File Name Creation Time =/ Image File Properties ”~
F_YoL-b001,spf 282012 3:50:37 P [IEKEIIEES 30.00 GB
Used space 71.86 ME L
Creation Time Z18/2012 3:50:37 PM
Backup type Maone

Image creation methos YSRAP using Y35 I

< | @
30.00 GB [ |

[ < Back ][ Mext = ][ Cancel

Select an image file to view its properties, including:
* |Image File Properties -
Volume size, creation time, compression, password protection, and comment.
« Qriginal Partition Information -
Style, number, type, bootable option, starting offset and length.
* Disk Information —
Disk geometry, disk size and number of the first track sectors.
A user also views the disk layout graphically at the bottom of the screen.
* QOriginating machine —

The operating system version, the machine name, MAC address and the engine version of ShadowProtect used to
create the image file.

Click the [Next] to continue.
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12. In the Restore Destination dialog screen, select the destination volume for the image to be restored to.

%" Restore ['5_(|

Restore Destination Ie
Select the volume or free space where wou want ko restore vour backup o '1_

2]

Drive Letter | Wolume File Systern | Size Used Partition T... | Partition Fl...

=| Disk D: ¥™Mware ¥irtual IDE Hard Drive

[ 3 System MTF3 4999 GE 12,51 GE  NTFS Ak, Pri
[ *2, @ Unallocate, .. Mok Format,., 8.50MB 0B

=l Disk 1: ¥Mware ¥irtual IDE Hard Drive

o o @ Data MNTFS 49,99 G8  1.31 GB MNTFS Pri

[ =+, @ Unallocate, .. Mok Format,., 8.50MB 0B

=l Disk 2: ¥Mware Yirtual disk

I~ L

Mote: You can right click on a volume and delete it to create free space,

[ < Back ][ Mext = ][ Cancel

The following options are available by right clicking on the volumes:
* Delete Volume -

This will delete a volume. The deleted volume will become unassigned space on the disk that can be repartition.
* Set Active —

This will set the volume active.

Only one partition may be designated as active. By setting a volume active, the computer will boot to the volume.
« Create an exact primary partition —

Allows user to define and create a primary partition on the disk.

The maximum number of primary partitions on the same disk is 4.
« Create extended partition —

Allows user to extend a partition and then subdivide this partition in to one or more logical partitions.

Note:
Restoring a backup image to a volume overwrites all data currently on the volume.

Furthermore, there must be sufficient disk space to restore the backup image. For example, a user cannot restore a 4GB
backup file with only 1GB of free space.

Click [Next] to continue.
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13. In the Specify the restoration options dialog screen, please review all of the options available.

All of these options are important where restoring an operating system volume on a computer.

%, Restore f'5_<|

Specify the restoration options l?i

o |

[]5et partition active
|:| Restore MER

[Jrestore Disk Hidden Track

< Back, ” Mext = ]’ Cancel

« Set Partition Active -

This will make the restored drive the active partition (the drive that the machine boots from).
* Restore MBR -

Restore the master boot record.

The master boot record is contained in the first sector of the first physical hard drive; it consists of a master boot
program and a partition table that describes the disk partitions.

The master boot program looks at the partition table to see which primary partition is active. It then starts the boot
program from the boot sector of the active partition.

You can restore the MBR from the image file that was saved with the backup image or you can restore an original
Windows MBR.

* Restore disk signature —

Restores the original physical disk signature of the hard drive.

Disk signatures are included in Windows Server 2003, and are necessary before the hard drive can be used.
* Restore Disk Hidden Track —

Restore the first 63 sectors of a drive, some boot loaded applications required this for the system to boot.

Click [Next] to continue.
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14. Review the Restore Wizard Summary; click [Finish] to begin the restore process.

Restore process can be viewed by clicking on the [Volume Restore] tab associated with the restore job.
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13 Backup/Restore VMware Virtual Machines

This chapter describes how to backup and restore virtual machine running on VMware.

13.1 Backup virtual machines running on VMware ESXi/ESX Server with VDDK/non
VDDK

13.1.1 Supported versions

13.1.2 Requirements and recommendations
0BM cannot be installed on the hypervisor (ESX or ESXi server).

For best performance, OBM should be installed on a separate dedicated physical machine — Backup Client Machine — for
backup of your virtual machines.

Backup Client Machine &

Guest VM 1 Guest VM 2 Guest VM 3
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Please ensure that the following requirements or recommendations are met by the Backup Client Computer:
1. The Backup Client Computer is running on a supported OS platform:
* Windows
* Mac 0S X
* Linux
2. For VMware VM backup with VMware Host ESXi/ESX — OBM version 6.7 or above is installed.
For VMware VM backup with VMware Host vCenter — OBM version6.11 or above is installed.

For VMware VM backup with virtual disk development kit (VDDK) — OBM version 6.13 or above is installed. With OBM
6.13.2.0 or above, OBM will apply the in-file delta settings to the VDDK backup settings (except delta merge).

3. The following TCP ports must be opened on the Backup Client Computer:
* Port 22 (required for restore)
* Port 80 and 443
4. For better performance, OBM is recommended to be installed on a 64 bit computer, with multiple CPUs and cores.
5. For Backup Client Computer running on Linux, GUI environment must be installed (e.g. GOME or KDE).
6. Consider increasing the JVM (Java Virtual Machine) memory allocation to improve performance of the backup operation.

7. Itis recommended that the temporary directory have disk space of at least 100% of the largest sized virtual machine to
be backed up.

8. It is recommended that the temporary directory be configured on a local drive.

9. It is recommended that the temporary directory is not configured on the same partition which the operating system is
installed on.

10. For backup of virtual machine with snapshot, backup of the whole VM instead of individual disk is highly recommended.
11. Consider performing routine recovery test to ensure your backup is setup and performed properly.
12. Please consider the maximum file size allowed for different ESX/ESXi version.

For ESXi 5.0, this error occurs when any individual flat .vmdk file exceeds 2,181,972,430,848 bytes. This is the size
generated when ‘Adding a virtual disk’ with size of 1.984492366201720 TB is specified.”

For different block size setting on VMFS, the maximum file size may be different, please refer to the following articles for
details:

http/kb.vmware.comkb/1012384
httpZkb.vmware.com/kb/ 1003565
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The absolute maximum snapshot file size is limited to roughly 2 TB. However, different block size setting on the VMFS
datastore may have a smaller size limit, adjust the block size setting when necessary.

13. Consider to disable the memory snapshot or quiesce guest options when taking snapshot for VMware VM backup, to
shorten the time required for the process.

* Snapshot the virtual machine’s memory

* Quiesce guest file system (Needs VMware Tools installed)

(% Take Virtual Machine Snapshot |Z||E||E|

—Mame

— Description

¥ snapshok the virtual machine's memory
W Quiesce guest file system (Meeds YMware Tools installed)

O, I Zancel Help

By default, both ‘Snapshot the virtual machine’s memory’ and ‘Quiesce guest file system’ are enabled when taking
snapshot for backup.

To disable these options, please refer to the following instruction:

i. Open the ‘afc.opt’ file found within the OBM installation folder using a text editor: Open the ‘afc.opt’ file found within the
OBM installation folder using a text editor:

afc.opt

com.afc.vmware.debug=
com.afc.vmware.VMHost.SkipRemoveSnapshot=

com.afc.vmware.Vmrun.debug=
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ii. Add the following entries to the ‘afc.opt’ file:

afc.opt (Updated)

com.afc.vmware.debug=
com.afc.vmware.VMHost.SkipRemoveSnapshot=
com.afc.vmware.Vmrun.debug=
com.afc.vmware.VMHost.SkipMemoryDump=
com.afc.vmware.VMHost.SkipQuiesce=

iii. Enable the option by adding the ‘TRUE’ parameter to the newly added entries:

afc.opt (Updated)

com.afc.vmware.debug=
com.afc.vmware.VMHost.SkipRemoveSnapshot=
com.afc.vmware.Vmrun.debug=
com.afc.vmware.VMHost.SkipMemoryDump= TRUE
com.afc.vmware.VMHost.SkipQuiesce= TRUE

iv. Save the changes, the options will be disabled when the next backup is performed.

Please ensure that the following requirements are met by the Hypervisor:
1. SSH must be enabled on the Hypervisor.

To enable root SSH login on an ESXESXi host, please follow the below instructions from VMware.
httpZkb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalld=8375637
2. The root account must be enabled.
0BM ESX/ESXi backup set requires the root account for backup and restore.
3. The following TCP ports must be opened on the hypervisor:
* Port 22
* Port 80 and 443

4. It is recommended that the datastore have disk space of the largest sized virtual machine to be backed up.
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5. For VMware on 64-bit Linux, please add the following soft link

ln -s /usr/lib/vmware-vix/libvixAllProducts.so /usr/lib64/

Assume the “libvixAllProducts.so” is under “/usrlibAmware-vix”.

13.1.3 Backup with VDDK mode

Since version 6.13 or above, 0BM comes with the virtual disk development kit (VDDK) mode with the ESXESXi and vCenter
backup. The backup speed is now enhanced because the backup can now spool the delta of the VM directly from the ESXESXi
or vCenter. With the new VDDK mode, it supports

« the backup/restore resource pool and ‘roles’ settings, and support the restore to another name or alternation location on
ESXESXi platform.

« the VM hardware version upgrade, change tracking option and change tracking data option when a new backup set is
created.

* add or remove VM hard disk without uploading the existing hard disk again on the vCenter backup.

13.1.4 Limitations
The following are limitations of the VMware VM backup module:
1. VMware ESX or ESXi Server with Raw Device Mapping (RDM) is not supported.
Snapshots are not available when the Raw Device Mapping (RDM) is used in physical compatibility mode.

2. Backup of virtual machine with multiple snapshot root branches is not supported on VMware ESXi Server version 4.0 and
41.

3. For backup of individual virtual disk, the restored virtual machine does not support the reversion of previous snapshots, if
the snapshot contains disks which are not previously backed up by OBIM.

4. For virtual machines with Independent Disks:

* [f Independent Disks are to be included in the virtual machine backup, the virtual machine must be powered off first,
before running the backup job.

e [f the virtual machine is powered on, the Independent Disk will not be backed up.
OBM will skip the snapshot creation of any Independent Disk on the virtual machine.
5. If the file name of the virtual machine contains the following special characters, the https access to the files will be failed:
A= @8\&# %+

This is due to the percent-encoding specified in the URL standard is not supported for ESXi based HTTP(S) file access.
To resolve the issue, please rename the corresponding file to avoid special characters. For instructions on renaming a
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virtual machine, please refer to the following knowledge base article from VMware:
http:/kb.vmware.comkb/1026469

6. For the VDDK mode, no VM’s snapshot, memory or the suspend status will be able to backup and restore. If the backup
and restore of the snapshot, memory or the suspend status is required, do not turn on the ‘Change Block Tracking’
option when you create the ESXESXi or vCenter backup set, select [No] for the creating the backup set in non-VDDK
mode which allows the backup and restore of the snapshot, memory or the suspend status.

7. VDDK mode will not be enabled if the independent disk or raw disk is configured in the VM.

8. Once the backup runs in VDDK mode, you need to restore all the files to the hypervisor, raw files of the VM or individual
hard disk file cannot be restored by this method.

9. Free license on ESX/ESXi are not allowed to run the backup with VDDK mode.

10. Once the backup job executed on a VM which change block tracking option was enabled by the VDDK, please do not
off this option in the VM for consequence backup jobs. If you need to disable this option, you are suggested to create a
new backup set with requires to disable this option.

11. Delta merge does not apply to the VM backup with VDDK mode.
12. The VDDK mode backup with VM on the NFS datastore is not supported.

13.1.5 Overview
The following steps are performed during a backup job:
1. Connection from the backup client to the backup server is established.
2. Download the server file list from the backup server.
3. Connection from the backup client to the hypervisor is established.
4. Commands are issued to the hypervisor to create snapshot of the virtual machine for backup
5. Server and local file lists are compared to determine which file will be uploaded.
6. Delta file is generated for modified file (if necessary). In VDDK mode, the delta file will be generated by the hypervisor.
7. Existing, and snapshot data are encrypted, compressed, and streamed to the backup server.
8. Commands are issued to the hypervisor to remove snapshot created for backup.

9. Backup completed successfully.
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13.1.6 How to backup virtual machines on VMware ESXi/ESX Server with VDDK/non VDDK
Refer to the following instructions to backup VM running on VMware ESXi or ESX Server:
1. Login to the backup application’s user interface.

For backup client computer on Windows, double-click on the OBM desktop icon or right-click on the system tray icon:

(@) Online Backup Manager (@) Online Backup Manager
@lCInIine Bockup Manager l@ Cnline Bockvp Manager

Login Mame : |username Login Mame © username

Fasswoard 20080008 Password 20008008
["] Save passward ["] Save passward
@ Forgot your password? @ Fargatyour password?
Ok Cancel 8 |+ Options 3 Language

English -

[ﬂ Backup Server
hitp | = | |hostname .

‘ﬂﬂ Provy Setting
[T Use prowy to access the backup semver

® Proyy
Sock

Ok Cancel £ = Options

For backup client computer on Mac 0S X, double-click on the OBM desktop icon.

For VMware Server installation on Linux, enter the following command to start the OBM graphical user interface:

# sh /usr/local/obm/bin/RunOBC.sh &
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2. Select the [Backup Settings] button and the |+ button to start the New Backup Set Wizard.

New Backup 5et Wizand

E, Backup Set

Mame : | Backup Set

Type . | File Backup
M3 Exchange Ma
MS SCL Server B
hySGL Backup
Oracle Datahase

ShadowProtect S
TS W Backup

X

il Lewvel Backup -
ackup

Server Backup

System State Backup

ystem Backup E

Whtware Wi Backup

Mext » Canhcel £

3. Create a VMware VM Backup set by selecting [VMware VM Backup] from the backup set type dropdown menu.

4. Enter the corresponding infor

New Backup Set Wizard

@ Backup Set
Mame | | Backup Set

W Whiweare Host
Froduct . Yhhware vSpher

Lsername ;. root
Fassword . | 90@88d®

Host: |IP Address

mation required:

Type:  Whiware VM Backup -

e ESXi 3.57 415 fwith VODI) =

Fort: 443
28H Part: |22
Mext » Cancel E
MENU ITEMS DESCRIPTION
Name Enter a backup set name of your choice.

Type

Select backup set type [VMware VM Backup].
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VMware Host Version | Select version [VMware vSphere ESXi] or [VMware vSphere ESX] according to your setup.
Username The username must be root

Password Enter the password for the root account.

Host Enter the IP address or hostname of your hypervisor.

Port Enter 80 for connection via HTTP protocol or 443 for HTTPS protocol.

SSH Port Enter the SSH port (default: port 22).

5. Select [Next] to proceed.

6. Select the corresponding virtual machines for backup.

New Backup Set Wizard

= B 10.16.1.52

&7 & Settings

B (5 cosSx (10.22.1.60 <= 10.16.1.60)
) £ Lubuntul2x(10.22.1 64 =-= 10.16.1.64)
- b (3 wiP (10.22.1.61 === 10161 61)

)

4 Previous Mext » Cahcel £
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7. Alternatively, select individual virtual disk for backup by expanding the corresponding VM sub tree.

New Backup Set Wizard

=0 B 1016.1.52
= O (s cosfx (10.22.1.60 =-= 10.16.1.60)
¢ [ B3 Hard disk 1
= O (5 Lubuntul 2 (10.22.1.64 <= 10.16.1.64)
o [ B3 Hard disk 1
O (3 widP (10.22.1.61 <= 10.16.1.61)
¢ ol B3 Hard disk 1
=4 & Seftings
7] &% Rales
4 Previous Mlext  » Cancel E3
MENU ITEMS DESCRIPTION
Settings - Roles Information on the login user privilege.

Note:
For backup of individual virtual disk, configuration files of the VM are also backed up.

Important:
For backup of VM with snapshot, backup of the whole VM instead of individual disk is highly recommended.

8. When OBM detects the VM is possible to enable VDDK mode backup, there are message to prompt for enabling the
‘Changed Block Tracking (CBT)’ or the ‘Upgrade the VM hardware version’, click on [Yes] to enablefroceed, it will take
a few minutes for the changes. If you click [No], or the VDDK detection failure the VM backup will be using non-VDDK
mode.

Note:

i) To run the backup in VDDK mode, the tracking option will be turned on, the running VM will be turned off and all the
snapshot will be removed.

ii) When the VM hardware version is below version 7, it will prompt for the upgrade, the running VM will be turned off
and all the snapshot will be removed.

9. Configure a backup schedule for unattended backups.
Note:

Multiple backup schedules of different types can be configured for the same backup set.
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10. Select an encryption setting for your backup set.
11. Press the [OK] button to complete the configuration of backup set.
12. Scheduled backup will run automatically at the configured schedule time.

13. Click [Backup] button on the left panel to perform a backup immediately.

13.1.7 How to restore virtual machines on VMware ESXi/ESX Server

Refer to the following instructions to restore VM running on VMware ESXi or ESX Server.

VM can be restored to the original location with the following condition:

If the VM to be restored does not exist on the original hypervisor, the VM will be restored as a new virtual machine.

If the VM to be restored still exist on the original hypervisor, the existing VM will be replaced by the backed up version.

13.1.7.1 How to restore virtual machines to the original hypervisor
1. Login to the backup application’s user interface.

For backup client computer on Windows, double-click on the OBM desktop icon or right-click on the system tray icon:

©) Online Backup Manager (@ Online Backup Manager
@Online Backup Manager @ Omnline Bockup Manager

Login Marme ;| | username Lagin Mare © |usermnmame

Fassword | 111117171 ] Password 1 1111711 1]]
[ ave passward [T Bave passward
@ Forgot your password? @ Forgotyour password?
Ok Cancel £ | # Options i3 Language

Enalish -

Ei] Backup Server
hitn | = | |hostharme s

%E Froxy Setting
[T Use proxy to access the backup server

& Prowy
Sock

Ok Cancel £ = Options
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For backup client computer on Mac 0S X, double-click on the OBM desktop icon.

For VMware Server installation on Linux, enter the following command to start the OBM graphical user interface:

# sh /usr/local/obm/bin/RunOBC.sh &

2. Select the [Restore] button and the corresponding backup set.

@' Restare

Pleaze selectthe backup set

WM Backup Set

| Delete 0|

_N_ext ks |

Cancel
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3. Select the virtual machines to be restored and choose [Original Location] for restore files to.

@ Restore

Show files as of Job : 20131[}3108 . La_test_ |=

=~ ﬂ Backup Server ﬁ? coshx {10,221 60 =-=1016.1 60}
=¥ @ 10.16.1.52 G Lubuntu? 22 (10.22.1 B4 == 10.16.1.64)
51 cossx (10.22.1 B0 === & G wiP (10.22.1 61 == 10.16.1.61)
rﬁ' Lubuntul 2x (10.22.1.£+ f Settings
G WP 10,221,681 ==
- & Settings

E% Restorefilesto
@ Original location
) Alternate location
Marme
Inventory Location
Hostiluster:
Fesource Pool
Storage
() Alternate location (Raw File)

Search = 1 Previous Start Restore B

Faolders Mame Size Date Modified

Deletg ) lterns per page : \SIJ [+ Fage: 111 |-

sers\Administrator Ghange

X

Filter [+

Cancel £

4. Click the [Start Restore] button to begin the restore process.

5. User will be prompted if a virtual machine selected to be restored exist on the hypervisor.

Replace Virtual Machine

The virtual machine "WinxP_Pro" already exists. Replace existing vitual maching?
L

"] Apply to all Yes b Mo 2 Cancel £

6. When the restore process is completed, the virtual machines will be restored to the original hypervisor.

7. For any virtual disk that was not restored (e.g. original backup source did not include all hard disks configured for the

VM).

Continue to the next steps for instruction to remove the missing hard disk from the virtual machine’s configuration.

For original virtual machine with no snapshot

1. Open VMware vSphere Client.
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2. Under inventory, right click on the newly restored virtual machine, select [Edit Settings]

Pawer
Guest
Snapshot

@ Cpen Console

Edit Settings...

Add Permission...  Ckrl+F
Report Performance. ..

Rename

3. For each virtual disk that was not restored, remove the corresponding [Hard disk] from [Hardware].

(% Win2008 Exch2007 [101.54] - Virtual Machine Properties

Hardware l Options ] Resources ]

[ Show Al Devices Add... Remave ‘
Hardware Summary

Bl Memary 1500 ME

i crus 4

Q Yideo card Wideo card

= YMCI device Restricked

% CD/DVD Drive 1 Client Device

BB MNetwork adapter 1 101.0 Metwork,

BB Metwork adapter 2 YLAN-104

@ SC3I controller 0 LSI Logic Parallel

&= Harddisk 1 Wirtual Disk.

= Harddisk 2 Wirtual Disk, |
= Harddisk 3 Wirtual Disk,

virkual Machine Wersion: 7
Disk File:
|[datastare4] windows 2008 Exchange 2007 +Wiw-1 fwindow

Disk Pravisioning

Type: Thick,
Provisioned Size: 50 ::I |GB ﬂ
Mazximurn Size (GE): 256,00
Yirkual Device Mode

|SCST (0:1) Hard disk 2 -]

fMode

[ Independent
Independent disks are not affected by snapshats,
~

Changes are immediately and permanently writken ko
the disk.

Changes to this disk are discarded when vou power
ofF or revert ko the snapshat,

Help

CE Cancel |

4. Remove the VM from inventory.
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5. Right click on the newly restored virtual machine; select [Remove from Inventory].

Power 4
Guest 4
Snapshot 4

Cpen Console

@ g

Edit Settings...
Add Permission...  Ckrl+F
Report Performance. ..

Rename

Remove From Inventory

Delete From Disk,

6. Locate the virtual machine’s folder location on the hypervisor.

Important:
Serious problem may occur if the configuration files are incorrectly modified; it may prevent the virtual machine from

starting.

Please only perform the following procedures if you have in-depth knowledge on VMware product.

7. Delete the lines of the removed virtual disk.

 Open the corresponding $ {vM-Name} . vmsd file at the following location with a text editor.

${VM-Location}\${VM-Name} .vmsd
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e Locate the line of all non existing virtual disk.

Example:

Snapshot 1, SCSI (0:2) Disk 2 isremoved.

.encoding = “UTF-8"

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0.uid = “1”

snapshot0O.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshot0.description = “”
snapshot0.createTimeHigh = “309233"
snapshot0.createTimeLow = “1291281261"
snapshot0.numDisks = “3”
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0"
snapshot0.diskl.fileName = “Windows 2008-1.vmdk”
snapshot0.diskl.node = *“scsi0O:1”"
snapshot0.disk2.fileName = “Windows 2008-2.vmdk”
snapshot0.disk2.node = *“scsi0:2”"

» Remove the corresponding lines.

.encoding = “UTF-8"

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0.uid = “1”

snapshotO.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshot0O.description = “”
snapshot0.createTimeHigh = “309233”"
snapshot0O.createTimeLow = “1291281261"
snapshot0.numDisks = “3”
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0"
snapshot0.diskl.fileName = “Windows 2008-1.vmdk”
snapshot0.diskl.node = “scsi0O:1”"

* Perform the same steps for each snapshot.

« Save the changes afterward.
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8. Update the number of virtual disk.

 Open the corresponding $ {vM-Name} . vmsd file at the following location with a text editor.

${VM-Location}\${VM-Name} .vmsd

* Locate the numDisks parameter.
Example:

Snapshot 1, if one of the disks is removed, updates the value of snapshot0.numDisks

.encoding = “UTF-8"

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0.uid = “1”

snapshot0.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshot0.description = “”
snapshot0.createTimeHigh = “309233”"
snapshot0.createTimeLow = “1291281261"

snapshot0.numDisks = “3"
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0"

snapshot0.diskl.fileName = “Windows 2008-1.vmdk”
snapshot0.diskl.node = “scsi0O:1"
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* Modify the line from:

snapshot0.numDisks = “3”
To

snapshot0.numDisks = “2”

.encoding = “UTF-8"

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0O.uid = “1”

snapshot0.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshot0.description = “”
snapshot0.createTimeHigh = “309233”"
snapshot0.createTimeLow = “1291281261"
snapshot0O.numbDisks = “2”
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0"
snapshot0.diskl.fileName = “Windows 2008-1.vmdk”
snapshot0.diskl.node = “scsiO:1"

* Perform the same steps for each snapshot.

« Save the changes afterward.

9. Add the VM back into the inventory.

| Add to Inventory |

_uk
Copy

Download. ..
Move to...

Rename

Delete From Disk,
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10. Remove any existing snapshot.

Important:
The restored virtual machine does not support the reversion of previous snapshots if they contain virtual disks not
restored.

11. Start the virtual machine.

13.1.7.2 How to restore virtual machines to another hypervisor
1. Login to the backup application’s user interface.

For backup client computer on Windows, double-click on the OBM desktop icon or right-click on the system tray icon:

(@) Online Backup Manager [= | 51/X] [l © Online Backup Manager Al=l.3
@Online Backup Manager @ Omnline Bockup Manager
Login Marme ;| | username Lagin Mare © |usermnmame
Fassword | 111117171 ] Password 1 1111711 1]]
["] Save passward ["] Save passward
@ Forgot your password? @ Fargatyour password?
Ok Cancel £ | # Options i3 Language
Enalish -

Ei] Backup Server
hitp = | hosthame i

‘ﬂﬂ Provy Setting
[ Use provy to access the hackup server
& Prowy
Sock

Ok Cancel £ = Options

For backup client computer on Mac 0S X, double-click on the OBM desktop icon.

For VMware Server installation on Linux, enter the following command to start the OBM graphical user interface:

# sh /usr/local/obm/bin/RunOBC.sh &
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2. Select the [Restore] button and the corresponding backup set.

Folders
=l 5 Backup Server
= @ 10.16.1.52

B¢ Settings

¥

Show files as of Job © [2013/03/08 | =

B[ 5 cossx (10.22.1 .60 =-=
O & Lubuntut 22 (10.22 1.6
G widP (1022181 ==

Latest | =

5 Hard disk 1
[ weep-auezmi
wiP.rvrarm
D Wi P vmsd
1 waP vmx

D P wrmd

Delete 10T
= Restorefiles to
) Criginal location
® plternate location
Mame :
Inventory Location
HostrCluster :
Resource Poal

Storage :

Search S

wirP (10.22.1.61 == 10.16.1.61)
10.16.1.582

1016.1.42

10.16.1.52
datastorefshareddisk02_ES¥id

[ Alternate location (Raw File)

Marme

Size

lterns per page ;

Previous

1KB
KB
0 KB
4 KB
1KB

150

Start Restore b

Filter (%
Diate Modified
2013M03/08 11:48:22
2013103708 11:43:30
201200920 10:18:53

2013/03/08 13:57:13
2013/03/08 11:48:44

|8 Page: 111 | =

-

Cancel £

3. Click on the radio button of the [Alternate location] and select the virtual machines to be restored.

4. Click on the drop down button to change to another inventory location or host, or change the directory path which you
would like to restore the data to.

5. Click the [Start Restore] button to begin the restore process.

6. When the restore process is completed, data of the selected virtual machines will be restored to the specific location.

7. Register the virtual machines on the new hypervisor.

8. For any virtual disk that was not restored (e.g. original backup source did not include all hard disks configured for the

VM).

Continue to the next steps for instruction to remove the missing hard disk from the virtual machine’s configuration
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For original virtual machine with no snapshot

1. Open VMware vSphere Client.

2. Under inventory, right click on the newly restored virtual machine, select [Edit Settings].

Pawer 3
Guest 4
Snapshot k

@ Open Console

|5 Edit Settings...

add Permission...  Chrl+P
Report Performance. ..

Renarme

3. For each virtual disk that was not restored, remove the corresponding [Hard disk] from [Hardware].

[% Win2008 Exch2007 [101.54] - Virtual Machine Properties

Hardware ] Options ] Resources ]

[~ Show All Devices add. .. Femove ‘
Hardware SUmmary

Bl Memary 1500 MB

[ crus 4

Q Yideo card Wideo card

= WMCI device Restricted

% CD/DVD Drrive 1 Client Device

Ef Metwork adapter 1 101.0 Metwork

BB Metwork adapter 2 WLAM-104

@ 231 controller 0 LSI Logic Parallel

= Harddisk 1 Wirtual Disk,

= Hard disk z Wirtial Disk, |
= Harddisk 3 Wirtual Disk.

Yirtual Machine Yersion: 7
Disk File:
|[datast0re4] Windows 2008 Exchange 2007 +Whw-1 findow

Disk Provisioning

Type: Thick
Provisioned Size: 50 ::I |GB ﬂ
Maxirmum Size (GE): 256,00
Wirtual Device Mode

|SCST(0:1) Hard disk 2 =

Maode

I Independent
Independent disks are not affected by snapshats.,
~

Changes are immediately and permanently written ko
the disk.

Changes to this disk are discarded when you power
off or revert ko the snapshaot,

Help

Ck Cancel |
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4. Start the virtual machine afterward.

For original virtual machine with snapshot (non-VDDK mode)

1. Open VMware vSphere Client.

2. Under inventory, right click on the newly restored virtual machine, select [Edit Settings].

3. For each virtual disk that was not restored, remove the corresponding [Hard disk] from [Hardware].

(% Win2008 Exch2007 [101.54] - Virtual Machine Properties

Hardware ] Optians | Resources |

[~ Show Al Devices Add... ‘ Remove ‘
Hardware SUmmary

Bl Memary 1500 MB

I crus 4

Q Video card Wideo card

= VMCIIdevice Restricted

% CD/DYD Drrive 1 Client Device

BB Metwork adapter 1 101.0 Metwark

ER Metwork adapter 2 WLAM-104

@ 531 controller 0 LSI Logic Parallel

= Harddisk 1 Wirtual Disk,

= Hard disk z Wirtial Disk, |
= Harddisk 3 Wirtual Disk.

Wirtual Machine Yersion: 7

Disk File:
|[datastore4] Windows 2008 Exchange 2007 -1 indom,

Disk Provisioning

Type: Thick
Provisioned Size: 50 ::I |GB ﬂ
Maximum Size (GE): 256.00

Yirtual Device Mode

|SCSI(0:1) Hard disk 2 -
Mode
I Independent

Independent disks are not affected by snapshots,

~

Changes are immediately and permanently written ko
the disk.

Changes ta this disk are discarded when vou power
off or revert ko the snapshaot,

Help

[6]4 Cancel |

A
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4. Remove the VM from inventory.

Right click on the newly restored virtual machine; select [Remove from Inventory].

Power 4
Gueskt 4
Snapshot 3

@ Open Consale

G Edi Settings...
Add Permission...  Ctrl4+P
Report Performance. ..

Renarme

Remove From Inventary

Delete From Disk.

5. Locate the virtual machine’s folder location on the hypervisor.

Important:
Serious problem may occur if the configuration files are incorrectly modified; it may prevent the virtual machine from

starting.

Please only perform the following procedures if you have in-depth knowledge on VMware product.

6. Delete the lines of the removed virtual disk.

 Open the corresponding $ {vM-Name} . vmsd file at the following location with a text editor.

${VM-Location}\${VM-Name}.vmsd
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e Locate the line of all non existing virtual disk.
Example:

Snapshot 1, SCSI (0:2) Disk 2 isremoved.

.encoding = “UTF-8"

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0.uid = “1”

snapshot0O.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshot0.description = “”
snapshot0.createTimeHigh = “309233"
snapshot0.createTimeLow = “1291281261"
snapshot0.numDisks = “3”
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0"
snapshot0.diskl.fileName = “Windows 2008-1.vmdk”
snapshot0.diskl.node = *“scsi0O:1”"
snapshot0.disk2.fileName = “Windows 2008-2.vmdk”
snapshot0.disk2.node = *“scsi0:2”"

* Remove the corresponding lines.

.encoding = “UTF-8"

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0.uid = “1”

snapshotO.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshot0O.description = “”
snapshot0.createTimeHigh = “309233”"
snapshot0O.createTimeLow = “1291281261"
snapshot0.numDisks = “3”
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0"
snapshot0.diskl.fileName = “Windows 2008-1.vmdk”
snapshot0.diskl.node = “scsi0O:1”"

* Perform the same steps for each snapshot.

« Save the changes afterward.
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7. Update the number of virtual disk.

 Open the corresponding $ {vM-Name } . vmsd file at the following location with

a text editor.

${VM-Location}\${VM-Name} .vmsd

e Locate the numDisks parameter.
Example:

Snapshot 1, if one of the disks is removed, updates the value of snapshot0

.numDisks

.encoding = “UTF-8"

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0.uid = “1”

snapshot0.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshot0.description = “”
snapshot0.createTimeHigh = “309233”"
snapshot0.createTimeLow = “1291281261"

snapshot0.numDisks = “3”
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0"

snapshot0.diskl.fileName = “Windows 2008-1.vmdk”
snapshot0.diskl.node = “scsiO:1"
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* Modify the line from:

snapshot0.numDisks = “3”
To

snapshot0.numDisks = “2”

.encoding = “UTF-8"

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0O.uid = “1”

snapshot0.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshot0.description = “”
snapshot0.createTimeHigh = “309233”"
snapshot0.createTimeLow = “1291281261"
snapshot0O.numbDisks = “2”
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0"
snapshot0.diskl.fileName = “Windows 2008-1.vmdk”
snapshot0.diskl.node = “scsiO:1"

* Perform the same steps for each snapshot (e.g. snapshot0.*, snapshot1.*).
« Save the changes afterward.

8. Add the VM back into the inventory.

9. Remove any existing snapshot.

Important:
The restored virtual machine does not support the reversion of previous snapshots if they contain virtual disks not
restored.

10. Start the virtual machine.
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13.1.8 How to restore raw VM files (non-VDDK mode)

The restoration option will restore all the VM files to a destination. These files or the individual virtual disk file can be restored to
the original VM, or to be added to a new VM.

13.1.8.1 How to restore raw VM files/individual virtual disk to a different VM

1. Login to the backup application’s user interface.
For backup client computer on Windows, double-click on the OBM desktop icon or right-click on the system tray icon:

(@ Online Backup Manager =13

©) Online Backup Manager =13

@C:Inline Bockup Manager @ Cnline Bockvp Manager
Lagin Mame . |username
Password : 20008008
[T Save pasgwoard
@ Forgotyour password?

Login Mame : | username
Passward 20000008

[T Save password

@ Forgot your password?

Ok Cancel 8 |+ Options 3 Language
English

Ei] Backup Server
hitn | = | |hostharme

%E Froxy Setting
[ Use proxy to access the hackup server

® Proyy
Sock

Ok Cancel £ = Options

For backup client computer on Mac 0S X, double-click on the OBM desktop icon.

For VMware Server installation on Linux, enter the following command to start the OBM graphical user interface:

# sh /usr/local/obm/bin/RunOBC.sh &
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2. Select the [Restore] button and the corresponding backup set.

Restore

Folders
El- 5 Backup Server

= @ 10.16.1.52

B0 B cos5x (10.22.1 60 <-»
A (8 Lubuntut 2x (10.22.1.64 -
- (3 wiP (10.22.1.61 == 10,

B ¢® Settings

Show files as of Job © [2013/03/08 | =

Delete 10

[E= Restorefilesto

1 Criginal location

) Alternate location
Mame

Inventory Location

HostiCluster ; 10.16.1.52

Resaurce Pool

Storage datasl

@ plternate location (Raw File)

C:lUsersxAdministratunD.esmop

Search A

Latest | =

Marme

5 Hard digk 1
[ cosqeauzwml
COSHE Mram
D cosfvmsd
i cosSxvmy

D coshx vt

Size

1KB
9 KB
1 KB
3KB
1KB

lterns per page . 50

4 Previous

Start Restore b

Filter (%

Date Modified

201303008 13:52:96
2013/02/08 13:56:43
201 2/09/20 10:08:53
2013/03/08 13:56:43
2013/03/08 13:52:57

[ Fage :

Change %

T il

Cancel £

3

3. Select the virtual machines to be restored and choose [Alternate location (Raw Files)] for restore files to.

4. Click on the [Change] button and browse to the directory path which you would like to restore the data to.

5. Click the [Start Restore] button to begin the restore process. All the raw files will be restored to the destination folder.
You can store or transfer the files to another hypervisor for other purpose. You can check with previous steps if you need
to restore these VM files to another hypervisor.

6. When the restore process is completed, open VMware vSphere Client to import the hard disk file to a VM.

7. Under the inventory, powers down the corresponding virtual machine to be restored to.

Report Performance, ..

Rename

| Power 3 |
Guest s Powwer OFF Ztrl+E
Snapshot r Suspend Chrl+Z
@ Cpen Console Reset Chrl+T
(% Edi Settings. ., Shut Dawn Guest  Chrl+D
Add Permission..,  Crl+P Restart Guast Cri+R
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8. Right click on the corresponding VM, and select [Edit Settings].

Power 4
Guest 4
Snapshot 4

@ Cpen Console

|55 Edit Settings...

Add Permission...  Ckrl+F
Report Performance. ..

Rename

9. Select [Add] to add the newly restored virtual disk.

EBX]

(% Win2008 Exch2007 [101.54] - Virtual Machine Properties

Hardware ] Options ] e — ] Wirbual Machine Yersion: 7
Memary Configuration
[ Show &l Devices add...
0GB memary Size: 1500~ | Mﬁj
Hardware Summary .
] Mazimurm recommended for this
M Memory 1500/01E =l guest OS: 255 G,
[ crus 4 &4 GEH
) ) Mazximurn recommended For best
g Video card Wideo card 32 B 4 performance: 16372 ME,
WICT devi Restricked B
= e SR Default recormmended For this
(25 CD/DVD Drive 1 Client Device 16GEtg 9 guest O5: 4 GE.
@ Network adapter 1 101.0 Network Minimurm recammended for this
BB Metwork adapter 2 YLAN-104 BB <1 guest 0S: 512 M8,
@ SCSI controller 0 L5I Logic Parallel 4GB g
= Hard disk 1 Wirtwal Disk
= Hard disk 2 Wirtual Disk 2 iGBH
= Hard disk 3 Wirtual Disk
1 GEH
512 MBE—=]
256 MEH
128 MBH
&4 ME H
32 MEH
16 ME H
5 ME H
4 Me
Help QK Cancel |




ONLINE BACKUP MANAGER

USER GUIDE

10. Select [Hard Disk] and then [Next].

¢ Add Hardware E

Device Type
What sort of device do wou wish to add ko your virtual machine?

Device Type Choose the bype of device you wish to add.

Information

(@) serial Port

€ Paraliel Part
= Floppy Drive
(=5 CDJDYD Drive
&) USE Contraller

& 5051 Device

This device can be added to this virtual Machine,

Help | < Back | Mext = I

Cancel |

11. Choose the option to [Use an existing virtual disk].

Add Hardware

Select a Disk

Device Tvpe

Select a Disk files appear as a single hard disk to the guest operating system.

Select the type of disk to use,
Liisk.

(7 Create a new virkual disk

% Use an existing virtual disk
Reuse a previously configured wirtual disk,

use existing SAM commands to manage the storage and continue to
access it using a datastore,

Give your virtual machine direct access bo SaM. This option allows you ta

A virtual disk is composed of one ot mare files on the host file syskem. Together these

< Back | Mext = I

Cancel

Help |
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12. Click [Browse] and browse to the newly restored virtual disk.

(%) Add Hardware x]

Select Existing Disk
Which existing disk do you want to use as this virtual disk?

Device Type Disk, File Path
Select a Disk

Select Existing Disk Browse, ..

Help | < Back | Mext = I Cancel |
A

13. Follow the instruction provided in the [Add Hardware] menu.

14. Start the virtual machine.
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13.1.9 How to backup virtual machines on VMware ESXi/ESX Server through vCenter with
VDDK/non VDDK

Refer to the following instructions to backup VM running on VMware ESXi or ESX Server (assuming OBM is installed on the
vCenter server):

1. Login to the backup application’s user interface.

For backup client computer on Windows, double-click on the OBM desktop icon or right-click on the system tray icon:

(@) Online Backup Manager (@) Online Backup Manager
@Online Backup Manager @ Omnline Bockup Manager

Login Marme ;| | username Lagin Mare © |usermnmame

Fassword | 111117171 ] Password 1 1111711 1]]
[ Save passward [ Save passward
@ Forgot your password? @ Fargatyour password?
Ok Cancel £ | # Options i3 Language

Enalish -

Ei] Backup Server
hitn | = | |hostharme s

‘ﬂﬂ Provy Setting
[ Use provy to access the hackup server
& Prowy
Sock

Ok Cancel £ = Options

2. Select the [Backup Settings] button and the |+| button to start the New Backup Set Wizard.

3. Create a VMware VM Backup set by selecting [VMware VM Backup] from the backup set type dropdown menu.
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3. Create a VMware VM Backup set by selecting [VMware VM Backup] from the backup set type dropdown menu.

Mew Backup Set Wizard E2 |

@ Backup Set

Mame | vCenter MDDK)

Type . |File Backup
Ma SQL Server Backup
hiySCQL Backup
Qracle Datahase Server Backup
Systermn State Backup
ShadowProtect Systermn Backup
MS Windows Systern Backup
MS Wi Backup

"htveare Vi Backup

Mext »

4. Select the [VMware vCenter] from the Product dropdown box.

New Backup Set Wizard E3 |

™ Backup Set
MName : vCenter YDDK
Type:  [Vhiware WM Backup

u wWhbware Host
Product: WMware vCenter 4 75 dwith VDDK)
Whiware wSphere ESX 3.5 1 4 fwith WDDK)
Whiware wSphere ESXi 3.9 7 4 1 5 fwith VD DK)
Whitwrare Server 1
Host Whitveare Server 2
Part- Mvr-nware Wiorkstation G657

Whiweare Workstation 8149
wer3r4ra
nter 4 5 5 fwith WDDK)

lsername
Password

Mext »

Cancel E

Cancel E
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5. Enter the corresponding information required:

Mew Backup Set Wizard E |

E; Backup Set
Mame : vCenter YDDK)
Type . |Whiware Wi Backup -

W wihweare Host
Product : [Whivare vCenter 4 15 dwith WD DE) -

Username : |administrator
Paseword ;| #

Host: 1016.1.51

Port: | 443
Mext» Cancel E3
MENU ITEMS DESCRIPTION
Name Enter a backup set name of your choice.
Type Select backup set type [VMware VM Backup].

VMware Host Version | Select version [VMware vCenter].

Username The username which has the administrator role.

Password Enter the password for the user account.

Host Enter the IP address or hostname of your vCenter server, do not use ‘localhost’
Port Enter 80 for connection via HTTP protocol or 443 for HTTPS protocol.

6. Select [Next] to proceed.

7. Select the corresponding virtual machines for backup.
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7. Select the corresponding virtual machines for backup.

Mew Backup Set Wizard E I

= £ wCentre-1-51
= i cev@in.2z1 51
- B4 B Hosts and Clusters
- B M Templates

- - @ Networking

= &2 Settings

""" £ Licensing

""" Server Settings

""" &3 Customn Attributes
---- 1 Message ofthe Day
----- &% Roles

=02 5 Host Profiles

----- [ Scheduled Tasks

- H Datastores and Datastore Clusters

4 Previous Mext » Cancel E

vCenter ITEMS

DESCRIPTION

Hosts and Clusters

VM host and cluster, virtual hard disk information.

VM Templates

Contains virtual machine templates.

Datastores and Datastore
Clusters

Contains information about the data stores and data store cluster in the
inventory.

Networking

Configuration of vSphere distributed switch and network settings.

Settings - Licensing

vCenter and host information.

Settings — Server Settings

vGenter server settings such as licensing, statistic and timeout information etc.

Settings — Custom Attributes

Custom attributes for the VM summary.

Settings — Message of the Day

Message of the day in vCenter.

Settings - Roles

Information on the login user privilege.

Settings - Host Profiles

Configuration details of a specific host.

Settings — Scheduled Tasks

Scheduled action for the VM
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7. Alternatively, select individual virtual disk for backup by expanding the corresponding VM sub tree.

Mew Backup Set Wizard E I

=l [ vcentre-1-51 -
= [ cov@10.22.1.51
- B Hosts and Clusters |
- [ B Cluster0l1-ESHi_vd

=) Bl Clustero2-ESX_v

----- E 1018.1.54

----- E 1018155

=0 (3 wiP-1-73 (10.22.1.73 == 10.16.1.73)
-] &3 Hard disk 1

- [ 83 Hard disk 2

-0 {8 wiP-1-71 (10.22.1.71 == 10.16.1.71)
-0 (51 c0s5%-1-70 (10.22.1.70 == 10.16.1.70)
-2 (1 Lubuntul 2 (10.22.1.74 == 10.16.1.74)
77 B Wi Templates

- [+ Q Datastores and Datastore Clusters -

4 Previous Mext » Cancel E

Note:
For backup of individual virtual disk, configuration files of the VM are also backed up.

Important:
For backup of VM with snapshot, backup of the whole VM instead of individual disk is highly recommended.

9. When 0BM detects the VM is possible to enable VDDK mode backup, there are message to prompt for enabling the
‘Changed Block Tracking (CBT)’ or the ‘Upgrade the VM hardware version’, click on [Yes] to enablefroceed, it will take
a few minutes for the changes. If you click [No], or the VDDK detection failure the VM backup will be using non-VDDK

mode.

Note:

i) To run the backup in VDDK mode, the tracking option will be turned on, the running VM will be turned off and all the
snapshot will be removed.

ii) When the VM hardware version is below version 7, it will prompt for the upgrade, the running VM will be turned off and
all the snapshot will be removed.

10. Configure a backup schedule for unattended backups.

Note:
Multiple backup schedules of different types can be configured for the same backup set.

11. Select an encryption setting for your backup set.
12. Press the [OK] button to complete the configuration of backup set.
13. Scheduled backup will run automatically at the configured schedule time.

14. Click [Backup] button on the left panel to perform a backup immediately.
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13.1.10 How to restore virtual machines on VMware ESXi/ESX Server through vCenter
Refer to the following instructions to restore VM running on VMware ESXi or ESX Server.
VM can be restored to the original location with the following condition:

* |f the VM to be restored does not exist on the original hypervisor, the VM will be restored as a new virtual machine.

« |f the VM to be restored still exist on the original hypervisor, the existing VM will be replaced by the backed up version.

13.1.10.1 How to restore virtual machines to the original hypervisor

1. Login to the backup application’s user interface.

Double-click on the OBM desktop icon or right-click on the system tray icon:

©) Online Backup Manager (@ Online Backup Manager Al=1.3
@Online Backup Manager @ Omnline Bockup Manager
Login Marme ;| | username Lagin Mare © |usermnmame
Fassword | 111117171 ] Password 1 1111711 1]]
[ ave passward [T Bave passward
@ Forgot your password? @ Forgotyour password?
Ok Cancel £ | # Options i3 Language
Enalish -

Ei] Backup Server
hitn | = | |hostharme s

%E Froxy Setting
[T Use proxy to access the backup server

& Prowy
Sock

Ok Cancel £ = Options
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2. Select the [Restore] button and the corresponding backup set.

@Resture

Pleaze selectthe hackup set

vmbackup

Delete all files 17 Mt » Cancel B
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3. Select the virtual machines to be restored and choose [Original Location] for restore files to.

Show files as of Job : (201370308 | =

Latest | = Filter [#
Marme Size Date Madified

Folders
= 5 Backup Server
= [ ) vCentre-1-51

¥ [ covatn.22.1 51
&* Settings

USER GUIDE

E Il CEV@10.22.1.51
- [ [ Hosts and Clusters

[ & M Ternplates

e Q Datastores and Datastore Clusters
- @ Metworking

B0 & Settings

i i Licensing
--.l’f’ Server Settings
+- 7 &3 Customn Attributes

I [ % Host Prafiles
-2 [ Scheduled Tasks

Delete 0 lterms perpage . a0 - Fage: 111 =

= Restorefiles to
® Original location
) Alternate location
Mame
Imventary Location ;
HostiCluster :
Resource Paal :

Starage :
i Alternate location (Raw Filg)
-7
Search S 4 Pravious Start Restore B Cancel E
vCenter ITEMS DESCRIPTION

Hosts and Clusters VM host and cluster, virtual hard disk information.

VM Templates Contains virtual machine templates.

Contains information about the data stores and data store cluster in the
inventory.

Datastores and Datastore
Clusters

Networking Configuration of vSphere distributed switch and network settings.

Settings - Licensing vCenter and host information.

Settings — Server Settings vCenter server settings such as licensing, statistic and timeout information etc.

Settings — Custom Attributes Custom attributes for the VM summary.
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Settings — Message of the Day

Message of the day in vCenter.

Settings - Roles

Information on the login user privilege.

Settings - Host Profiles

Configuration details of a specific host.

Settings — Scheduled Tasks

Scheduled action for the VM

5. User will be prompted if a virtual machine selected to be restored exist on the hypervisor.

Replace ¥irtual Machine

The ¥irtual machine "C3VE10.22.1.9101iscovered vinual machinefwdP-1-73 (10.22.1.73 =-= 10.16.1.73)" already exists.
Replace existing vifual machine?

] Apply ta all

Yes b4 Mo b

6. When the restore process is completed, the virtual machines will be restored to the original hypervisor.

7. For any virtual disk that was not restored (e.g. original backup source did not include all hard disks configured for the

VM).

Continue to the next steps for instruction to remove the missing hard disk from the virtual machine’s configuration.

For original virtual machine with no snapshot

1. Open VMware vSphere Client to access to the vCenter.

2. Under inventory, right click on the newly restored virtual machine, select [Edit Settings].

Power
Guest
Snapshiot

Cpen Console

]
4
4

Edit Settings...

Add Permission,.,  Chrl+P
Report Performance. ..

Rename
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3. For each virtual disk that was not restored, remove the corresponding [Hard disk] from [Hardware].

(% Win2008 Exch2007 [101.54] - Virtual Machine Properties

Hardware ] Cptions ] Resources ]

[~ Show All Devices Add. .. Remove ‘
Hardware Summary

Bl Memaory 1500 MB

I crus 4

Q Video card Wideo card

= VMl device Restricted

% CD/DWD Drrive 1 Client Device

B Metwork adapter 1 101,10 Metwark,

ER Metwork adapter 2 WLAMN-104

9 531 controller 0 LSI Logic Parallel

= Harddisk 1 Wirtual Disk,

= Hard diskz Wirtial Disk, |
= Hard disk 3 ‘Wirtual Disk,

Wirtual Machine Yersion: 7
Disk File:
|[datastu:ure4] Windows 2008 Exchange 2007 +Wiw-1 fwindow

Disk Pravisioning

Type: Thick.
Provisioned Size: &0 ::I |GB ﬂ
Maximum Size (GE): 256,00
Yirtual Device Mode

|SCSI(0:1) Hard disk 2 =

Mode

[ Independent
Independent disks are not affected by snapshats.,
~

Changes are immediakely and permanently writken bo
the disk.

Changes to this disk are discarded when vou power
aff ar revert to the snapshak,

Help

Ok Cancel |

4. Start the virtual machine afterward.

For original virtual machine with no snapshot (non-VDDK mode)

1. Open VMware vSphere Client to access to the vCenter.
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2. Under inventory, right click on the newly restored virtual machine, select [Edit Settings].

Pawer
Guest
Snapshot

@ Cpen Console

Edit Settings...

Add Permission...  Ckrl+F
Report Performance. ..

Rename

3. For each virtual disk that was not restored, remove the corresponding [Hard disk] from [Hardware].

(% Win2008 Exch2007 [101.54] - Virtual Machine Properties

Hardware l Options ] Resources ]

[ Show Al Devices Add... Remave ‘
Hardware Summary

Bl Memary 1500 ME

i crus 4

Q Yideo card Wideo card

= YMCI device Restricked

% CD/DVD Drive 1 Client Device

BB MNetwork adapter 1 101.0 Metwork,

BB Metwork adapter 2 YLAN-104

@ SC3I controller 0 LSI Logic Parallel

&= Harddisk 1 Wirtual Disk.

= Harddisk 2 Wirtual Disk, |
= Harddisk 3 Wirtual Disk,

virkual Machine Wersion: 7
Disk File:
|[datastare4] windows 2008 Exchange 2007 +Wiw-1 fwindow

Disk Pravisioning

Type: Thick,
Provisioned Size: 50 ::I |GB ﬂ
Mazximurn Size (GE): 256,00
Yirkual Device Mode

|SCST (0:1) Hard disk 2 -]

fMode

[ Independent
Independent disks are not affected by snapshats,
~

Changes are immediately and permanently writken ko
the disk.

Changes to this disk are discarded when vou power
ofF or revert ko the snapshat,

Help

CE Cancel |

4. Remove the VM from inventory.
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5. Right click on the newly restored virtual machine; select [Remove from Inventory].

Power 4
Guest 4
Snapshot 4

Cpen Console

@ g

Edit Settings...
Add Permission...  Ckrl+F
Report Performance. ..

Rename

Remove From Inventory

Delete From Disk,

6. Locate the virtual machine’s folder location on the hypervisor.

Important:
Serious problem may occur if the configuration files are incorrectly modified; it may prevent the virtual machine from

starting.

Please only perform the following procedures if you have in-depth knowledge on VMware product.

7. Delete the lines of the removed virtual disk.

« Open the corresponding ${vM-Name} .vmsd file at the following location with a text editor.

${VM-Location}\${VM-Name}.vmsd
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e Locate the line of all non existing virtual disk.

Example:

Snapshot 1, SCSI (0:2) Disk 2 isremoved.

.encoding = “UTF-8"

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0.uid = “1”

snapshot0O.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshot0.description = “”
snapshot0.createTimeHigh = “309233"
snapshot0.createTimeLow = “1291281261"
snapshot0.numDisks = “3”
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0"
snapshot0.diskl.fileName = “Windows 2008-1.vmdk”
snapshot0.diskl.node = *“scsi0O:1”"
snapshot0.disk2.fileName = “Windows 2008-2.vmdk”
snapshot0.disk2.node = *“scsi0:2”"

» Remove the corresponding lines.

.encoding = “UTF-8"

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0.uid = “1”

snapshotO.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshot0O.description = “”
snapshot0.createTimeHigh = “309233”"
snapshot0O.createTimeLow = “1291281261"
snapshot0.numDisks = “3”
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0"
snapshot0.diskl.fileName = “Windows 2008-1.vmdk”
snapshot0.diskl.node = “scsi0O:1”"

* Perform the same steps for each snapshot.

« Save the changes afterward.
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8. Update the number of virtual disk.

 Open the corresponding $ {vM-Name} . vmsd file at the following location with a text editor.

${VM-Location}\${VM-Name} .vmsd

e Locate the numDisks parameter.
Example:

Snapshot 1, if one of the disks is removed, updates the value of snapshot0.numDisks

.encoding = “UTF-8"

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0.uid = “1”

snapshot0.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshot0.description = “”
snapshot0.createTimeHigh = “309233”"
snapshot0.createTimeLow = “1291281261"

snapshot0.numDisks = “3”
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0"

snapshot0.diskl.fileName = “Windows 2008-1.vmdk”
snapshot0.diskl.node = *“scsi0O:1”"
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* Modify the line from:

snapshot0.numDisks = “3”
To

snapshot0.numDisks = “2”

.encoding = “UTF-8"

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0.uid = “1”

snapshot0.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshot0O.description = “”
snapshot0.createTimeHigh = “309233”"
snapshot0O.createTimeLow = “1291281261"
snapshot0.numDisks = “2”
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0"
snapshot0.diskl.fileName = “Windows 2008-1.vmdk”
snapshot0.diskl.node = “scsi0O:1”"

 Perform the same steps for each snapshot.
« Save the changes afterward.

9. Add the VM back into the inventory.

| Add to Inventory |

Cuk
Copy

Download. .
Move to...

Rename

Delete From Disk,

10. Remove any existing snapshot.

Important:
The restored virtual machine does not support the reversion of previous snapshots if they contain virtual disks not restored.

11. Start the virtual machine.
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13.1.10.2 How to restore virtual machines to another hypervisor

1. Login to the backup application’s user interface.

Double-click on the OBM desktop icon or right-click on the system tray icon:

©) Online Backup Manager _ (@ Online Backup Manager
@Online Bockup Manager @ Cnline Bockvp Manager

Login Mame : |username Login Mame © username

Fasswoard 20080008 Password 20008008
[ Save password "] Save password
@ Forgot your password? @ Forgotyour password?
Ok Cancel 8 |+ Options 3 Language

English -

[ﬂ Backup Server
hitp | = | |hostname .

ﬁg Froxy Setting
[ Use proxy to access the hackup server

Type: ® Proyy
Sock
Address
Fort
User Mame
Faszsward

Ok Cancel £ = Options
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2. Click on the [Restore] button and the corresponding backup set.
Alternate location

Select this option if you want to use OBM to search the available hypervisor.

Show files as of Job - 201303008 = Latest - Filter '+
Folders Marne Size Diate Modified
= 5 Backup Server | B3 Hard disk 1
B--_@voentre—1—51 s L] wetP-axm| 1 KBZ013i02/08 16:47....
=g cev@t022180 [ WHP_nwram 9 KB2012M1 004 12:00:.
[—}Eﬂ Huosts and Clusters D wiP vmsd 0KBZ20M 20920 10:35: .
EE@ Cluster01-ESXi_v4 G wiP vrrx 4 KB2013/0308 16:58:..
-- B 10.16.1.52 D Wi P e 1 KB2013/03008 16:98:..
- [E 10.16.1.53
--D G P (10.22.1.61 =-=10.16.
- (3 cos5x(10.22.1.62 == 10.1€
-- @' wHP (10221 83 == 10167
-0 G Lubuntul 2¢ (10221 B4 ==
o] ClusterD2-ESXI_va
-0 yM Templates
[ Q Datastores and Datastore Clusters | =
| i »
Delete 10 lterms per page ;. a0 A Fage: 111 =
E Restorefiles to
Qriginal location
& Alternate location
Marme wiP (1022163 =-=1016.1.63)
Inventory Location - [CSY@10.22.1.91 e
HostClustar - CEVEN 0,221 81/CIusterl1-ESX_vd -
Resource Pool CSV@‘I 022181 uster01-ESXi_vd S
Storage : CEvi@10.22.1 . 51/datastore?_1.53 i
Alternate [ocation (Raw File)
=7}
Search 4 Previous Start Restore B Cancel B

3. Select the virtual machines to be restored and choose [Alternate location] for restore files to. One VM can be selected at
a time. (All the available ESXESXi will be listed accordingly.)

Note: The setting is not available for the restore to ‘Alternation location’.
4. Click the [Start Restore] button to begin the restore process.

5. When the restore process is completed, data of the selected virtual machines will be restored and registered to the
specific location.

6. For any virtual disk that was not restored (e.g. original backup source did not include all hard disks configured for the
VM).

Continue to the next steps for instruction to remove the missing hard disk from the virtual machine’s configuration
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Alternate location (Raw File) (non-VDDK mode)

Select this option if you want to transfer the VM files to another hypervisor manually.

Show files as of Job o [2013/03/08 = | Latest | = Filter %)
Folders Mame Siza Date Modified
= 5 Backup Serer «| 3 Hard disk 1
E}--_@vCentre-1-51 4] Slax B.1.2-Snapshoth vmsn 28KE 201201002 14:59:35
B--- OBS@10.62.1.51 Slax 6.1.2.nwram 9kKBE  2012M1/02 14:59:38
- [E Hosts and Clusters [ Slax6.1.2¥msd 1B 201211002 14:59:41
ﬁ@ Cluster0q-ESHi_wd4 ) Slax B.1.2 vmx 4KB 201211102 14:59:51
=kl Cluster02-ESHi_vs [ slax B.1.2 wmd 1KBE 20121102 14:59:51
- [ 101615
=@ poolt
; - [ (h Slax 6.1.2-BB
B (3 thormas-vin -
o | r
Delete 11 Iterms per page © |50 - Page: |- | =
[E= Restorefilesto
o Qriginal location
1 Alternate location
Mame :
Inventory Location ;
HostCluster
Resource Pool
Storage
@ Alternate location (Raw Filg)
Ciallsers\idministrator Change &
Search = 4 Previous b Cancel 3

7. Select the virtual machines to be restored and choose [Alternate location (Raw File)].
8. Click on the [Change] button and select the path to save the restore files.

9. Click the [Start Restore] button to begin the restore process.

10. Transfer the VM files to another hypervisor manually.

11. Open VMware vSphere Client

12. Add VM to the inventory.

For original virtual machine with no snapshot

1. Open VMware vSphere Client to access to the vCenter.
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2. Under inventory, right click on the newly restored virtual machine, select [Edit Settings].

Pawer
Guest
Snapshot

@ Cpen Console

|55 Edit Settings...

Add Permission...  Ckrl+F
Report Performance. ..

Rename

3. For each virtual disk that was not restored, remove the corresponding [Hard disk] from [Hardware].

(% Win2008 Exch2007 [101.54] - Virtual Machine Properties

Hardware l Options ] Resources ]

[ Show Al Devices Add... Remave ‘
Hardware Summary

Bl Memary 1500 ME

i crus 4

Q Yideo card Wideo card

= YMCI device Restricked

% CD/DVD Drive 1 Client Device

BB MNetwork adapter 1 101.0 Metwork,

BB Metwork adapter 2 YLAN-104

@ SC3I controller 0 LSI Logic Parallel

&= Harddisk 1 Wirtual Disk.

= Harddisk 2 Wirtual Disk, |
= Harddisk 3 Wirtual Disk,

virkual Machine Wersion: 7
Disk File:
|[datastare4] windows 2008 Exchange 2007 +Wiw-1 fwindow

Disk Pravisioning

Type: Thick,
Provisioned Size: 50 ::I |GB ﬂ
Mazximurn Size (GE): 256,00
Yirkual Device Mode

|SCST (0:1) Hard disk 2 -]

fMode

[ Independent
Independent disks are not affected by snapshats,
~

Changes are immediately and permanently writken ko
the disk.

Changes to this disk are discarded when vou power
ofF or revert ko the snapshat,

Help

CE Cancel |

4. Start the virtual machine afterward.
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For original virtual machine with snapshot

1. Open VMware vSphere Client to access to the vCenter.

2. Under inventory, right click on the newly restored virtual machine, select [Edit Settings].

3. For each virtual disk that was not restored, remove the corresponding [Hard disk] from [Hardware].

[% Win2008 Exch2007 [101.54] - Virtual Machine Properties

Hardware l Options ] Resources ]

[ Show Al Devices add, .. Remaove ‘
Hardware Summary

Bl Memary 1500 ME

i crus 4

g Yideo card Wideo card

= WMCI device Restricted

% CD{DVD Drive 1 Client Device

BB MNetwork adapter 1 101.0 Metwork,

BB Metwork adapter 2 YLAN-104

@ SC3I controller 0 LSI Logic Parallel

= Hard disk 1 ‘Wirtual Disk,

= Harddiskz Yirtual Disk, |
= Hard disk 3 Wirtual Disk,

Yirtual Machine Yersion: 7
Disk. Fil=
|[datast0re4] Windows 2008 Exchange 2007 +Whw-1 findow

Disk Provisioning

Type: Thick,
Provisioned Size: 50 ::I |GB ﬂ
Mazimum Size (GEB): 256.00
Yirkual Device Mode

|SCST (0:1) Hard disk 2 -]

Mode

[ Independent
Independent disks are not affected by snapshots,
~

Changes are immediately and permanently writken ko
the disk.

Changes to this disk are discarded when vou power
ofF or revert ko the snapshat,

Help

CE Cancel |
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4. Remove the VM from inventory.

Right click on the newly restored virtual machine; select [Remove from Inventory].

Power 4
Gueskt 4
Snapshot 3

@ Open Consale

G Edi Settings...
Add Permission...  Ctrl4+P
Report Performance. ..

Renarme

Remove From Inventary

Delete From Disk.

5. Locate the virtual machine’s folder location on the hypervisor.

Important:
Serious problem may occur if the configuration files are incorrectly modified; it may prevent the virtual machine from

starting.
Please only perform the following procedures if you have in-depth knowledge on VMware product.
6. Delete the lines of the removed virtual disk.

 Open the corresponding $ {vM-Name} .vmsd file at the following location with a text editor.

${VM-Location}\${VM-Name}.vmsd
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e Locate the line of all non existing virtual disk.

Example:

Snapshot 1, SCSI (0:2) Disk 2 isremoved.

.encoding = “UTF-8"

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0.uid = “1”

snapshot0O.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshot0.description = “”
snapshot0.createTimeHigh = “309233"
snapshot0.createTimeLow = “1291281261"
snapshot0.numDisks = “3”
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0"
snapshot0.diskl.fileName = “Windows 2008-1.vmdk”
snapshot0.diskl.node = *“scsi0O:1”"
snapshot0.disk2.fileName = “Windows 2008-2.vmdk”
snapshot0.disk2.node = *“scsi0:2”"

» Remove the corresponding lines.

.encoding = “UTF-8"

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0.uid = “1”

snapshotO.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshot0O.description = “”
snapshot0.createTimeHigh = “309233”"
snapshot0O.createTimeLow = “1291281261"
snapshot0.numDisks = “3”
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0"
snapshot0.diskl.fileName = “Windows 2008-1.vmdk”
snapshot0.diskl.node = “scsi0O:1”"

* Perform the same steps for each snapshot.

« Save the changes afterward.
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7. Update the number of virtual disk.

 Open the corresponding $ {vM-Name} . vmsd file at the following location with a text editor.

${VM-Location}\${VM-Name} .vmsd

e Locate the numDisks parameter.
Example:

Snapshot 1, if one of the disks is removed, updates the value of snapshot0.numDisks

.encoding = “UTF-8"

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0.uid = “1”

snapshot0.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshot0.description = “”
snapshot0.createTimeHigh = “309233”"
snapshot0.createTimeLow = “1291281261"

snapshot0.numDisks = “3”
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0"

snapshot0.diskl.fileName = “Windows 2008-1.vmdk”
snapshot0.diskl.node = *“scsi0O:1”"
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* Modify the line from:

snapshot0.numDisks = “3”
To

snapshot0.numDisks = “2”

.encoding = “UTF-8"

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0.uid = “1”

snapshot0.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshot0O.description = “”
snapshot0.createTimeHigh = “309233”"
snapshot0O.createTimeLow = “1291281261"
snapshot0.numDisks = “2”
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0"
snapshot0.diskl.fileName = “Windows 2008-1.vmdk”
snapshot0.diskl.node = “scsi0O:1”"

* Perform the same steps for each snapshot (e.g. snapshot0.*, snapshotl.*).
« Save the changes afterward.

8. Add the VM back into the inventory.

9. Remove any existing snapshot.

Important:
The restored virtual machine does not support the reversion of previous snapshots if they contain virtual disks not
restored.

10. Start the virtual machine.
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13.2 Backup virtual machines running on VMware Server

13.2.1 Supported versions

13.2.2 Requirements and recommendations
Please ensure that the following requirements are met by the VMware Server:
1.0BM version 6.7 or above is installed on the VMware Server.

Note:
Resource allocation for both VM hosting and backup operation must be taken into consideration.

2. 0BM must be installed on the hypervisor.

3. For VMware Server installation on Linux;

* The root account must be enabled.
 GUI environment must be installed on the hypervisor (e.g. GOME or KDE).

4. The following TCP ports must be opened on the hypervisor:

* Port 902
* Port 912
* Port 8222
* Port 8333

5. Consider increasing the JVM (Java Virtual Machine) memory allocation to improve performance of the backup operation.
6. It is recommended that the datastore have disk space of the largest sized virtual machine to be backed up.

7. Itis recommended that the temporary directory have disk space of at least 50% of the largest sized virtual machine to be
backed up.

8. It is recommended that the temporary directory be configured on a local drive.

9. It is recommended that the temporary directory is not configured on the same partition which the operating system is
installed on.

10. Consider performing routine recovery test to ensure your backup is setup and performed properly.

11. For VMware server on 64-bit Linux, please add the following soft link

1n -s /usr/lib/vmware-vix/libvixAllProducts.so /usr/lib64/

Assume the “1ibvixAll1Products.so” isunder “/usr/lib/vmware-vix/".
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13.2.3 Limitations
The following are limitations of the VMware VM backup module:

1. For VMware Server 1.x, active virtual machine selected for backup must be powered down for the backup process to
begin.

2. For backup of individual virtual disk, the restored virtual machine does not support the reversion of previous snapshots, if
the snapshot contains disks which are not previously backed up by OBIM.

3. Independent Disk is not supported. For virtual machines with Independent Disks, those disks will not be backed up.

13.2.4 Overview

The following steps are performed during a backup job:
1. Connection from the backup client to the backup server is established.
2. Download the server file list from the backup server.

3. VMware Server 1.x
Commands are issued to the hypervisor to shutdown the virtual machine for backup.

VMware Server 2.x
Commands are issued to the hypervisor to create snapshot of the virtual machine for backup.

4. Server and local file lists are compared to determine which file will be uploaded.
5. Delta file is generated for modified file (if necessary).
6. Existing, and snapshot data are encrypted, compressed, and streamed to the backup server.

7. VMware Server 1.x
Commands are issued to the hypervisor to start up the virtual machine.

VMware Server 2.x
Commands are issued to the hypervisor to create snapshot of the virtual machine for backup.

8. Backup completed successfully.
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13.2.5 How to backup virtual machines on VMware Server
Refer to the following instructions to backup VM running on VMware Server:

1. Login to the backup application’s user interface.

For VMware Server installation on Windows, double-click on the OBM desktop icon or right-click on the system tray

icon:

(@) Online Backup Manager (@) Online Backup Manager
@lCInIine Bockup Manager l@ Cnline Bockvp Manager
Login Mame : |username Login Mame © username
Fasswoard 20080008 Password 20008008
["] Save passward ["] Save passward
@ Forgot your password? @ Fargatyour password?
Ok Cancel 8 |+ Options 3 Language
English -

[ﬂ Backup Server
hitp | = | |hostname .

‘ﬂﬂ Provy Setting
[T Use prowy to access the backup semver
® Proyy
Sock

Ok Cancel £ = Options

For VMware Server installation on Linux, enter the following command to start the OBM graphical user interface:

# sh /usr/local/obm/bin/RunOBC.sh &
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2. Select the [Backup Settings] button and the |+ button to start the New Backup Set Wizard.

New Backup Set Wizard &l

E, Backup Set
Mame : | Backup Set

Type . | File Backup -
M5 Exchange Mail Level Backup -
S Sl Server Backup
hySGL Backup

Oracle Datahasze Server Backup

System State Backup

ShadowProtect System Backup

TS W Backup E

Whtware Wi Backup

Mext » Canhcel £

3. Create a VMware VM Backup set by selecting [VMware VM Backup] from the backup set type dropdown menu.
4. Enter the corresponding information required:

New Backup Set Wizard

&)

[ Backup Set [ EBackup Set
Marne: | Backup Set Mame :  Backup Set
Type:  |Whlware YW Backup S0 Type: Whiware VM Backup S0

VI wihware Host
Wersion: Whbware Server 2

Username : | administrator
Fassword: 000088

Host: 127.0.01

User Authentication for Windows
Domain

UserMame :

Password . | G00008

I Whbware Host
Product: |WMware Server 1

Fort: (8333 =

Usermame . | administrator

Pasgword . | @e9000®

Host: 127.0.01

Mext ¢ Cancel B Part: 902
Mext »

MENU ITEMS DESCRIPTION
Name Enter a backup set name of your choice.
Type Select backup set type [VMware VM Backup].
VMware Host Version | Select host version, for example [VMware Server 1] or [VMware Server 2]
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Username Enter the username of the hypervisor administrator.

Password Enter the password of the hypervisor administrator.

Host Default to 127.0.0.1, 0BM must be installed on the hypervisor.
Port Enter the corresponding port to the hypervisor.

5. Select [Next] to proceed.

6. Select the corresponding virtual machines for backup.

Mew Backup Set Wizard

=@ Whware Server 2

X)
= [0 vhtware Server 2.0.2
=] (3 Windows XP Professional
[ @3 Windows XP Professional (2)vmudk
""" £ Yindows ¥P Professional-000001 ymdk
Advanced
1 Previous Mext » Cancel £
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7. Alternatively, select individual virtual disk for backup by expanding the corresponding VM sub tree.

Mew Backup Set Wizard

=[5 WMware Server 2

= [@ vhtware Server 2.0.2
=0 & Windows XF Professional

i &3 Windows ¥P Professional {2).vmdk

""" [l &3 windows ¥P Professional-000001 vrndk

1 Frevious

[ =5

3

Advanced »

Cancel E3

Important:

For backup of VM with snapshot, backup of the whole VM instead of individual disk is highly recommended.

8. Configure a backup schedule for unattended backups.

Note:

Multiple backup schedules of different types can be configured for the same backup set.

9. Select an encryption setting for your backup set.

10. Press the [OK] button to complete the configuration of backup set.

11. Scheduled backup will run automatically at the configured schedule time.

12. Click [Backup] button on the left panel to perform a backup immediately.

Note:

For VMware Server 1.x, active virtual machine (selected for backup) must be powered down for the backup process to

begin.
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13.2.6 How to restore virtual machines on VMware Server
Refer to the following instructions to restore VM running on VMware Server.
VM can be restored to the original location with the following condition:
* |f the VM to be restored does not exist on the original hypervisor, the VM will be restored as a new virtual machine.

« |f the VM to be restored still exist on the original hypervisor, the existing VM will be replaced by the backed up version.

13.2.6.1 How to restore virtual machines to the original hypervisor

1. Login to the backup application’s user interface.

For VMware Server installation on Windows, double-click on the O0BM desktop icon or right-click on the system tray

icon:
©) Online Backup Manager (@ Online Backup Manager
@Online Bockup Manager @ Cnline Bockvp Manager
Login Mame : |username Login Mame © username
Fasswoard 20080008 Password 20008008
[ Save password "] Save password
@ Forgot your password? @ Forgotyour password?
Ok Cancel 8 |+ Options 3 Language
English -

[ﬂ Backup Server
hitp | = | |hostname .

%E Froxy Setting
[ Use proxy to access the hackup server
® Proyy
Sock

Ok Cancel £ = Options

For VMware Server installation on Linux, enter the following command to start the OBM graphical user interface:

# sh /usr/local/obm/bin/RunOBC.sh &
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2. Select the [Restore] button and the corresponding backup set.

@ Restore

Pleaze selectthe backup set

Wit Backup Set

Delete 101 Mext »

Cancel £

3. Select the [Restore] button and the corresponding backup set.

@Resture E
@ Show files as of Job ; 2011103128.' Latast :v ) Bhowe all files Filter [+l
Folders _ Marne Logical Path Size Date Modified
=3 H Backup Server ='| eniinxP.. [datastorel] 6250.. 294 924 KB2011/03531 16:22..
I‘ﬂD E Whiware Server 2.0.2 j eninxP.. [datastore1] 6250... 1 KBZ011/0231 16:12...
) 0 iR j emiinxP... [datastare1] 6250.. 1,181,407 KB2011/03¢31 16:20..
j emMinkP.. [datastore1] 6250.. 30 KB2011/03031 16:23..
j enWinxP.. [datastore1] 6250.. 4,194 304 KB2011/03031 1612,
j enWinxP.. [datastore1] 6250.. 9KB2011/03031 16:23 ..
j enWinxP... [datastore1] 6250.. 1 KB2011/0331 16:12...
3 emMinkP.. [datastore1] 6250.. 1 KB2011/03/31 16:23 ..
_j enWinkP.. [datastore1] 6250.. IKB2011/03031 16:11 ..
] emWin¥P... [datastore!] G250... 2KB2011/03031 16:11 ..
Delete T lterns perpage: |50 = Page: |- >
[F= Restorefilesto
® Original location
) Alternate location | ¢ hange %
Search & 4 Previous Start Restore b Cancel £
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4. Click the [Start Restore] button to begin the restore process.

5. User will be prompted if a virtual machine selected to be restored exist on the hypervisor.

Replace ¥irtual Machine

The ¥irual machine "WinxP" already exists. Replace existing virtual machineg?
-

[] Apply to all Yes LA Mo b Cancel E

6. When the restore process is completed, the virtual machines will be restored to the original hypervisor.

7. For any virtual disk that was not restored (e.g. original backup source did not include all hard disks configured for the
VIM).

Continue to the next steps for instruction to remove the missing hard disk from the virtual machine’s configuration.

For original virtual machine with no snapshot

1. Open VMware Server Gonsole.

2. Under inventory, right click on the newly restored virtual machine, select [Settings].

Close

Power On

Take Snapshot...
Revert to snapshot
Remove Snapshot

Upgrade Virtual Machine
Fename

Remove From Inventory
Delete From Disk.

Setkings. ..
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3. For each virtual disk that was not restored, remove the corresponding [Hard disk] from [Hardware].

Virtual Machine Settings El

Hardware | Dptians |
Device Summaryy
Memary 128 MB
& Hard Disk {IDE 0:0)
ar ) )
%CD—ROM (IDE 1:0) Using image D:\Wir...
EB Ethernet Bridged
8 Processors 1
Add... ] [ Femove

Dizk file
|Wind0ws #P Professional [2] wmdk |

Capacity
b amirurn size: 1.00GE  System free: 109 GE

Defragment

Dizk. information

Digk space iz preallocated for this virtual digk.
Wirtual disk contents are stored in a zingle file.

Ok H Cancel ” Help

|

4. Start the virtual machine afterward.

For original virtual machine with snapshot

1. Open VMware Server Gonsole.

2. Under inventory, right click on the newly restored virtual machine, select [Settings].

Close

Pawer On

Take Snapshat...
Revert to Snapshot
Remove Snapshot

Upagrade Virtual Machine
Renames

Remove from Invenkory
Delete From Disk

Setkings...



ONLINE BACKUP MANAGER

USER GUIDE

3. For each virtual disk that was not restored, remove the corresponding [Hard disk] from [Hardware].

Virtual Machine Settings

Hardware | Dptians |

Device SUmmAary
Em3
Memary 126 ME
& Hard Disk {IDE 0:0)

{IDE 0:1)

By co-rom (IDE 1:0) Using image Diwr...
EB Ethernet Bridged
8 Processors 1

Add... ] [ Remove

Dizk file
Windows =P Professional [2]. wmdk |

Capacity
b amirurn size: 1.00GE  System free: 109 GE

Defragment

Dizk. information

Digk space iz preallocated for this virtual digk.
Wirtual disk contents are stored in a zingle file.

I_ Ok ” Cancel ” Help

|

4. Remove the VM from inventory.

5. Right click on the newly restored virtual machine; select [Remove from Inventory].

Open
Close

Pawer On
Power OFF
Suspend
Reset

Take Snapshat. ..
Revert to Snapshot
Remove Snapshot

Capkure Screen. .,

Install ¥rware Tools.,..
Upgrade Virtual Machine

Fename

Remaove From Inventory
Delete From Disk.

Setkings...
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6. Locate the virtual machine’s folder location on the hypervisor.

Important:
Serious problem may occur if the configuration files are incorrectly modified; it may prevent the virtual machine from
starting.

Please only perform the following procedures if you have in-depth knowledge on VMware product.

7. Delete the lines of the removed virtual disk.

 Open the corresponding $ {vM-Name} . vmsd file at the following location with a text editor.

${VM-Location}\${VM-Name}.vmsd

* Locate the line of all non existing virtual disk.

Example:

Snapshot 1, SCSI (0:2) Disk 2 isremoved.

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0.uid = “1”

snapshot0.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”

snapshot0.description = “”
snapshot0.createTimeHigh = “309233”"
snapshot0.createTimeLow = “1291281261"
snapshot0.numDisks = “3”
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0"
snapshot0.diskl.fileName = “Windows 2008-1.vmdk”
snapshot0.diskl.node = “scsiO:1"
snapshot0.disk2.fileName = “Windows 2008-2.vmdk”
snapshot0.disk2.node = “scsi0:2"




ONLINE BACKUP MANAGER USER GUIDE

* Remove the corresponding lines.

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0.uid = “1”

snapshot0.filename = “Windows 2008 Snapshotl.vmsn”

snapshot0.displayName = “Snapshotl”
snapshot0.description = “”
snapshot0.createTimeHigh = “309233”"
snapshot0.createTimeLow = “1291281261"
snapshot0.numDisks = “3”
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0"
snapshot0.diskl.fileName = “Windows 2008-1.vmdk”

snapshot0.diskl.node = “scsiO:1"

* Perform the same steps for each snapshot.
« Save the changes afterward.
8. Update the number of virtual disk.

 Open the corresponding $ {VvM-Name} . vmsd file at the following location with a text editor.

${VM-Location}\${VM-Name}.vmsd
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e Locate the numDisks parameter.

Example:

Snapshot 1, if one of the disks is removed, updates the value of snapshot0

.numDisks

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0.uid = “1”

snapshot0.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshot0.description = “”
snapshot0.createTimeHigh = “309233"
snapshot0.createTimelLow = “1291281261"
snapshot0.numDisks = “3”
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0"
snapshot0.diskl.fileName = “Windows 2008-1.vmdk”
snapshot0.diskl.node = “scsi0O:1”"

¢ Modify the line from:

snapshot0.numDisks = “3”

To

snapshot0.numDisks = “2”
snapshot.lastUID = “1”
snapshot.numSnapshots = “1”
snapshot.current = “1”
snapshot0.uid = “1”
snapshotO.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshot0O.description = “”
snapshot0.createTimeHigh = “309233”"
snapshot0O.createTimeLow = “1291281261"
snapshot0.numDisks = “2”
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0"
snapshot0.diskl.fileName = “Windows 2008-1.vmdk”

snapshot0.diskl.node = “scsi0O:1”"
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* Perform the same steps for each snapshot.
 Save the changes afterward.
9. Add the VM back into the inventory.

Right click on the Inventory; select [Open Virtual Machine].

Mew Yirtual Machine. ..

Cpen Yirtual Machine. ..

10. Browse to the corresponding ${VM-Name}.vmx file.
Open ¥irtual Machine
Tao open a wirtual maching in the consale, select fraom the list below and click OF.

To open a wirtual maching that iz nat in the list, click Browse and zelect a vitual machine
canfiguration file fram a local ar network, drive.

Wi name Configuration file

There are currently no virtual machines available in the lnventan,

(] l [ Cancel ] [ Browsze...
11. Remove any existing snapshot.
Important:
The restored virtual machine does not support the reversion of previous snapshots if they contain virtual disks not
restored.

12. Start the virtual machine.
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13.2.6.2 How to restore virtual machines to another hypervisor

1. Login to the backup application’s user interface.

For VMware Server installation on Windows, double-click on the 0BM desktop icon or right-click on the system tray

icon:
(@) Online Backup Manager (@) Online Backup Manager
@Online Backup Manager @ Omnline Bockup Manager
Login Mame : |username Login Mame © username
Fasswoard 20080008 Password 20008008
["] Save passward ["] Save passward
@ Forgot your password? @ Fargatyour password?
Ok Cancel £ | # Options i3 Language
Enalish -

[ﬂ Backup Server
hitp | = | |hostname .

‘ﬂﬂ Provy Setting
[ Use provy to access the hackup server
& Prowy
Sock

Ok Cancel £ = Options

For VMware Server installation on Linux, enter the following command to start the OBM graphical user interface:

# sh /usr/local/obm/bin/RunOBC.sh &
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2. Select the [Restore] button and the corresponding backup set.

@ Show files as of Job ; 2011/03/28 | = | Latest | = ) Showe all files Filter [
Faolders _ Mame Lagical Path Size Date Modified
=5 H Backup Server [w] ='| emiinkP... [datastore1] 6250.. 294924 KBZ011/0331 16:22...

I‘:TD E Whiveare Server 2.0.2 j enWinyxP.. [datastore1] 6G250.. 1 KB2011/03031 16:12..
] (WP j enWinxP.. [datastore1] 6250.. 1,181,407 KB2011/0331 16:20..
j enWinxP... [datastore1] 6250... 0 KB2011/0331 16:23...
[w] j emiinkP... [datastore1] 6250.. 4194 304 KB2011/0331 16:12..
_j enWinkP.. [datastore1] 6250.. G KB2011/03/31 16:23 ..
j enWinxP.. [datastore1] 6250.. 1 KB2011/03031 1612 ..
3 enWinxP... [datastore1] 6250... 1 KB2011/0331 16:23...
W ='| emWinxP... [datastore1] 6250.. IKB2011/0331 16:11...
j enWinkP.. [datastore1] 6250.. 2KB2011/03031 16:11 ..
Delete 1T lterms per page ;. |50 hd Page . |- | =
= Restorefilesto
7 Original location
® Alternate location : | Coglternate Location Change &
Search = 4 Previous | Start Restore [ 3 Cancel £ |

3. Select the virtual machines to be restored and choose [Alternate location] for restore files to.

4. Click on the [Change] button and browse to the directory path which you would like to restore the data to.

5. Click the [Start Restore] button to begin the restore process.

6. When the restore process is completed, data of the selected virtual machines will be restored to the specified location.

7. Register the virtual machines on the new hypervisor.

8. For any virtual disk that was not restored (e.g. original backup source did not include all hard disks configured for the

VM).

Continue to the next steps for instruction to remove the missing hard disk from the virtual machine’s configuration.

For original virtual machine with no snapshot

1. Open VMware Server Console.
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2. Under inventory, right click on the newly restored virtual machine, select [Settings].

open
Close

Pawwer On
Poweer OFF
Suspend
Reset

Take Snapshat...
Revert to Snapshot
Remove Snapshot

Capture Screen. ..

Inskall Whware Tools. ..
Upagrade Virtual Machine

Renames

Remove from Invenkory
Delete From Disk

Setkings. ..

3. For each virtual disk that was not restored, remove the corresponding [Hard disk] from [Hardware].

Virtual Machine Settings

Hardware | Options|

Device Surmnmary
Em3

Memary 128 MB
& Hard Disk {IDE 0:0)

d Disk Z (IDE 0:1)

&y co-rom (IDE 1.0) Using image D\ ¥ir...
EB Ethernet Eridged
8 Processors 1

Add.. ] [ Remove

Disk file

windows ®P Profeszional [2]. wmndk

Capacity

b axirmurn size: 1T.00GEB  System free: 109 GE

Diizk. infarmation

Defragment

Dizk space iz preallocated for this virtual disk.

Yirtual disk contents are stored in a zingle file.

[ 0K, ” Cancel ” Help

|

4. Start the virtual machine afterward.
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For original virtual machine with snapshot

1. Open VMware Server Gonso

le.

2. Under inventory, right click on the newly restored virtual machine, select [Settings].

Close

Pawer On

Take Snapshat...
Revert bo Snapshot
Remove Snapshot

Upgrade Virtual Machine
Rename

Remove from Invenkory
Delete From Disk,

Setkings...

3. For each virtual disk that was not restored, remove the corresponding [Hard disk] from [Hardware].

Virtual Machine Settings

Hardware | Optiohs |

Dievice
Memory
&I Hard Disk {IDE 0:0)
{IDE 0:1)
By co-rom (IDE 1:0)
BB Ethernet

ﬁ Processors

SUrnrnEry
128 ME

Using image D:vir...
Bridged
1

Add...

] [ Remowe

Dizk file
windows =P Profeszsional (2], wndk |

Capacity

b amimum size: 1.00GE  System free: 109 GE

Defragment

Diizk. information

Dizk space iz preallocated for this virtual digk.
Wirtual disk contents are stored in a zingle file.

Ok ][ Cancel ][ Help

]

4. Remove the VM from inventory.
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5. Right click on the newly restored virtual machine; select [Remove from Inventory].

Open
Close

Pawer On
Power OFF
Suspend
Reset

Take Snapshat. ..
Revert to Snapshot
Remove Snapshot

Capture Screen. ..

Install Wrware Tools. ..
Upgrade Virtual Machine

Fename

Remaove From Inventory
Delete From Disk.

Settings...

6. Locate the virtual machine’s folder location on the hypervisor.

Important:
Serious problem may occur if the configuration files are incorrectly modified; it may prevent the virtual machine from
starting.

Please only perform the following procedures if you have in-depth knowledge on VMware product.

7. Delete the lines of the removed virtual disk.

 QOpen the corresponding $ {VM-Name} . vmsd file at the following location with a text editor.

${VM-Location}\${VM-Name}.vmsd

Page 280 of 610
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e Locate the line of all non existing virtual disk.

Example:

Snapshot 1, SCSI (0:2) Disk 2 isremoved.

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0.uid = “1”

snapshot0.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshot0.description = “”
snapshot0.createTimeHigh = “309233"
snapshot0.createTimelLow = “1291281261"
snapshot0.numDisks = “3”
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0"
snapshot0.diskl.fileName = “Windows 2008-1.vmdk”
snapshot0.diskl.node = “scsi0O:1”"
snapshot0.disk2.fileName = “Windows 2008-2.vmdk”
snapshot0.disk2.node = “scsi0:2”"

¢ Remove the corresponding lines.

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0.uid = “1”

snapshotO.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshot0O.description = “”
snapshot0.createTimeHigh = “309233”"
snapshot0O.createTimeLow = “1291281261"
snapshot0.numDisks = “3”
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0"
snapshot0.diskl.fileName = “Windows 2008-1.vmdk”
snapshot0.diskl.node = “scsi0O:1”"

* Perform the same steps for each snapshot.

* Save the changes afterward.
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8. Update the number of virtual disk.

 Open the corresponding $ {vM-Name} . vmsd file at the following location with a text editor.

${VM-Location}\${VM-Name} .vmsd

e Locate the numDisks parameter.
Example:

Snapshot 1, if one of the disks is removed, updates the value of snapshot0.numDisks

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0.uid = “1”

snapshot0.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshot0.description = “”
snapshot0.createTimeHigh = “309233"
snapshot0.createTimelLow = “1291281261"

snapshot0.numDisks = “3"
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0"

snapshot0.diskl.fileName = “Windows 2008-1.vmdk”
snapshot0.diskl.node = “scsi0O:1”"
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* Modify the line from:

snapshot0.numDisks = “3”
To

snapshot0.numDisks = “2”

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0.uid = “1”

snapshot0.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshot0.description = “”
snapshot0.createTimeHigh = “309233”"
snapshot0.createTimeLow = “1291281261"
snapshot0O.numbDisks = “2”
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0"
snapshot0.diskl.fileName = “Windows 2008-1.vmdk”

snapshot0.diskl.node = “scsiO:1"

* Perform the same steps for each snapshot.
« Save the changes afterward.
9. Add the VM back into the inventory.

Right click on the Inventory; select [Open Virtual Machine].

Mew Yirtual Machine. ..

Cpen Yirkual Machine, .
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10. Browse to the corresponding ${VM-Name}.vmx file.
Open ¥irtual Machine
Tao open a wirtual maching in the consale, select fram the hizt below and chck OF.

To open a wirtual maching that iz nat in the list, click Browse and zelect a vitual machine
canfiguration file fram a local ar nebwork, drive.

Wi name Configuration file

There are currently no virtual machines available in the lnventan,

k. l [ Cancel ] [ Browse, ..
11. Remove any existing snapshot.
Important:
The restored virtual machine does not support the reversion of previous snapshots if they contain virtual disks not
restored.

12. Start the virtual machine.

13.2.7 How to restore individual virtual disk

Individual virtual disk can be restored to the original VM, or to be added to a new VM.

13.2.7.1 How to restore individual virtual disk to the original VM

The procedure to restore individual virtual disk to the original VM is very similar to the procedure to restore virtual machine to a
new hypervisor.



ONLINE BACKUP MANAGER USER GUIDE

The main different is that user must select the restore to [Alternate location] option, and select the directory path to the original
VM location.

® Show files as of Job 201140328 | v | Latest :v ) Show all files Filter [l
Folders __Mame Logical Path Size Date Modified
= a Backup Server O :'I enWinXP... [datastore1] 6250... 294 924 KB2011003731 16:22...
I‘ﬂD B wMware Server 2.0.2 O j enwinZP... [datastore1] 6240.. 1 KB2011/03r31 16:12...
e ] j enWinxP .. [datastore1] 6250.. 1,181,407 KB2011/03/31 16:20...
= j enwinxP .. [datastore1] 6250.. 30 KB2011003/31 16:23...
%] j enwiniP... [datastore1] 6250.. 4,184,304 KB201 100331 16812,
O _j enwinZP... [datastore1] 62580.. 9 KB2011/03r31 16:23...
O j eminzP. . [datastore1] 6250, 1 KB2011/03r31 16:12...
[l 3 enwinxP.. [datastore1] 6250.. 1 KB2011/03r31 16:23...
(] J enwiniP... [datastore1] 6250.. 3 KB2011/03r31 16:11...
O j enWiniP... [datastore1] 6250.. 2KB2011/03r31 16:11..
Delgte i lterns per page ;. |50 X Page . -|=
= Restorefiles to
) Original location
@ Alternate location : CAOriginal ¥i's Location Change &
Search S 4 Previous || GtartRestore B Cancel B

For full instructions, please refer to the above sections.
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13.2.7.2 How to restore individual virtual disk to a different VM
1. Login to the backup application’s user interface.

For VMware Server installation on Windows, double-click on the 0BM desktop icon or right-click on the system tray

icon:
(@) Online Backup Manager (@) Online Backup Manager
@Online Backup Manager @ Omnline Bockup Manager
Login Mame : |username Login Mame © username
Fasswoard 20080008 Password 20008008
["] Save passward ["] Save passward
@ Forgot your password? @ Fargatyour password?
Ok Cancel £ | # Options i3 Language
Enalish -

[ﬂ Backup Server
hitp | = | |hostname .

‘ﬂﬂ Provy Setting
[ Use provy to access the hackup server
& Prowy
Sock

Ok Cancel £ = Options

For VMware Server installation on Linux, enter the following command to start the OBM graphical user interface:

# sh /usr/local/obm/bin/RunOBC.sh &
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2. Select the [Restore] button and the corresponding backup set.

® Showfiles as of Job o [2012/01/31 |7 |Latest | x ) Showe all files Filter [

Folders Mame Size Ciate Modified
= 3 Backup Server :'I Win03R2-x64-flatwmdk 4194, 201201031 12:23:24
=0 G CentD54.8-i386 j Win03R2-x64 nvram QKB 201201031 10:28:36
ED (1 CentD54 8-x06_B4 j Winl3R2-x64 vmdk 1KB 201201031 10:28:30
B (3 FreeBSD-8.2-amd&4 :'I Winl3R2-x64 vmsd 1KB 201201031 10:28:09
51 Win03R2-x64 j Win03R2-264 vmx FKB 201201031 10:28:33
B (51 WinkP-x286 ] WinD3R2-x64 vrod 1KB 201201027 18:46:23
j WinD3R2-x64_1-flatvmdk 4194 201201031 12:23:01
j Win03R2-x64_1.vmdk 1KB 201201031 10:28:31
j wieare-1.10g 178 KB 2011712720 10:30:49
j wimware-2.1og 95 KB 201112921 16:32:02
j wiTrware-3.00g 288 KB 2012701705 15:39:23
:'I vimware-4.log 1,906 .. 201201520 17.09:08
j Wimeare-5.10g 189 KB 2012701027 12:02.37
:'I wirware-6.log 1,149 . 201201030 17:15:44
j wiTrware.og 333KE 20120131 12:23:53

REFORAREEREREDRE®

Delete 11 terns perpage (50 | Page: [111 =

[E= Restorefilesto
2 Qriginal location
® Alternate location ChAlternate Location Change &

Search = 4 Previous | Start Restore [ 3 Cancel EI!_

3. Select the virtual machines to be restored and choose [Alternate location] for restore files to.

4. Click on the [Change] button and browse to the directory path which you would like to restore the data to.
5. Click the [Start Restore] button to begin the restore process.

6. When the restore process is completed, open VMware Server Console.

7. Under the inventory, powers down the corresponding virtual machine to be restored to.
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8. Right click on the corresponding VM, and select [Settings].

Close

Pawwer On

Take Snapshat...
Revert to Snapshot
Remove Snapshot

Upagrade Virtual Machine
Renames

Remove from Invenkory
Delete From Disk

Setkings. ..

9. Select [Add] to add the newly restored virtual disk.

Virtual Machine Settings

Hardware | Options |
Device Surnmary Memary
EEY Specify the amount of memon allocated to this wirtual
Kemary 128 ME machine. The memory size must be a multiple of 4 MEB.
& Hard Disk {IDE 0:0)
& Hard Disk 2 (IDE 0:1) Memary for this virtual machine:
%CD—ROM (IDE 1:0) Using image D:\vir ... 1 -1 28 % |MB
EBEthernet Bridged Y, -
88 Processors 1 4 4 3600
A Guest 05 recommended minimum: 128MB
& Recommended mennany: 2REME
& Maximum recommended memary: 1732mME
[Memary swapping may occur beyond thiz size)
add... Remove
(0] 4 l l Cancel l [ Help
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10. Select [Hard Disk] and then [Next].

Add Hardware Wizard

X)

Hardware Type
“what type of hardware do you want to install?

Hardware types: E splanation
Add a hard digk.

(£ 0VD/CD-ROM Drive
& Floppy Dirive

BB Ethemet Adapter
i) Sound Adapter

@ USE Contraller

@ Serial Port

@ Parallel Port

@ Genernc SCSI Device

[ < Back “ Mest > l[ Cancel

11. Choose the option to [Use an existing virtual disk].

Add Hardware Wizard

K

Select a Digk
Wwhich disk do pou want thiz drive to uze?

Dk
(") Create a new virtual disk

A wirtual disk iz compozed of one or more filez on the host file system, which will
appear as a zingle hard dizk to the guest operating system. Yirtual disks can
eazily be copied or moved on the same host or between hosts.

(%) Uze an exizting virtual dizk
Choose this option to reuse a previously configured disk.

() Use a physical disk [for advanced users)

Choose thiz option to give the virtual machine direct access to a local hard disk.

¢ Back “ MHext » l[ Cahcel




ONLINE BACKUP MANAGER USER GUIDE

12. Click [Browse] and browse to the newly restored virtual disk.

X

Add Hardware Wizard |

Select an Existing Disk
“Wwihich previously configured disk would pou like to uze?

E sizting dizk: file

| ’ Browse...

Advanced >

[ < Back ][ Finizh J[ Cancel

13. Follow the instruction provided in the [Add Hardware] wizard.

14. Start the virtual machine.
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13.3 Backup virtual machines running on VMware Fusion

13.3.1 Supported versions

13.3.2 Requirements and recommendations
Please ensure that the following requirements are met by the VMware Fusion machine:
1. OBM version 6.7 or above is installed.

Note:
Resource allocation for both VM hosting and backup operation must be taken into consideration.

2. OBM is installed on the VM Fusion machine.

3. For VMware Fusion 4, the application bundle must be located under/Applications.

/Applications/VMware Fusion.app/Contents/Library

Otherwise, please move the application bundle to /Applications.
4. Consider increasing the JVM (Java Virtual Machine) memory allocation to improve performance of the backup operation.
5. Itis recommended that the datastore have disk space of the largest sized virtual machine to be backed up.

6. It is recommended that the temporary directory have disk space of at least 50% of the largest sized virtual machine to be
backed up.

7. Itis recommended that the temporary directory be configured on a local drive.

8. It is recommended that the temporary directory is not configured on the same partition which the operating systemis
installed on.

9. Consider performing routine recovery test to ensure your backup is setup and performed properly.

10. For VMware Fusion, please add the following soft link

1n -s /usr/lib/vmware-vix/libvixAllProducts.so /usr/lib64/

Assume the “libvixAllProducts.so” is under ““usrlibAimware-vix”.
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13.3.3 Limitations
The following are limitations of the VMware VM backup module:
1. Boot Camp virtual machine is not supported.

2. For backup of individual virtual disk, the restored virtual machine does not support the reversion of previous snapshots, if
the snapshot contains disks which are not previously backed up by OBM.

3. Independent Disk is not supported. For virtual machines with Independent Disks, those disks will not be backed up.

13.3.4 Overview
The following steps are performed during a backup job:
1. Connection from the backup client to the backup server is established.
2. Download the server file list from the backup server.
3. Commands are issued to the hypervisor to create snapshot of the virtual machine for backup.
4. Server and local file lists are compared to determine which file will be uploaded.
5. Delta file is generated for modified file (if necessary).
6. Existing, and snapshot data are encrypted, compressed, and streamed to the backup server.
7. Commands are issued to the hypervisor to remove snapshot created for backup.

8. Backup completed successfully.
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13.3.5 How to backup virtual machines on VMware Fusion
Refer to the following instructions to backup VM running on VMware Fusion:

1. Login to the backup application’s user interface.

@ Crnline Backup Manager @ Online Backup Manager
Login Name : |username | Login Name : |usernarr|e |
Password :  |sesess | Password ©  |eesess |
[Tl Save password [C| Save password
© Forgot your password? @ Forgot your password?
| OK = Cancel B = Options Language
[English |l

Backup Server
[http | = | |hostname B2

ﬁ Proxy Setting
[l Use proxy to access the backup server

Type : ® Proxy
Sock
Address :
Port :
User Name :
Password :

| OK @ Cancel B = Options |

2. Select the [Backup Settings] button and the [+/button to start the New Backup Set Wizard.

E Backup Set

Name : |Backup Set |

Type : |File Backup |
File Backup -
MySQL Backup 7
Oracle Database Server Backup

Viware VM Backup

Next »  Cancel @
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3. Create a VMware VM Backup set by selecting [VMware VM Backup] from the backup set type dropdown menu.

4. Enter the corresponding information required:

;..M Mew Backup Set Wizard

E; Backup Set

MName : |Backup Set

Type :  VMware VM Backup hd

¥ WMware Host

Product : |VMware Fusion 3 | 4 -

Username : |root

Password : |esess

Host: 127.0.0.1

Mext »

MENU ITEMS DESCRIPTION
Name Enter a backup set name of your choice.
Type Select backup set type [VMware VM Backup].
VMware Host Version | Select host version, for example [VMware Fusion].
Username Enter the username of the hypervisor administrator.
Password Enter the password of the hypervisor administrator.
Host Default to 127.0.0.1, as OBM must be installed on the hypervisor.

5. Select [Next] to proceed.

6. Select the corresponding virtual machines for backup.
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6. Select the corresponding virtual machines for backup.

v L3 vWware Fusion 3 / 4
v [ 5 solaris 10
[ &= Solaris 10.vmdk
v |/ (3 Windows XP Professional-32bit
&3 Virtual Disk.vmdk
&5 Windows XP Professional-32bit-000005.vmdk

Advanced »

4 Previous  Mext »

7. Alternatively, select individual virtual disk for backup by expanding the corresponding VM sub tree.

v G VMware Fusion 3 / 4
v [ (5 Solaris 10
[l &3 Solaris 10.vmdk
v & (3 Windows XP Professional-32bit
[ &3 Virtual Disk.vmdk
3 Windows XP Professional-3 2 bit-000005.vmdk

Advanced »

4 Previous  Next »

Important:

For backup of VM with snapshot, backup of the whole VM is highly recommended (instead of selective virtual disk).

The restoration process for individual virtual disk requires manual editing of VM configuration files.

In-depth knowledge on VMware product is required.
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8. Configure a backup schedule for unattended backups.

Note:
Multiple backup schedules of different types can be configured for the same backup set

9. Select an encryption setting for your backup set.
10. Press the [OK] button to complete the configuration of backup set.
11. Scheduled backup will run automatically at the configured schedule time.

12. Click [Backup] button on the left panel to perform a backup immediately.

13.3.6 How to restore virtual machines on VMware Fusion
Refer to the following instructions to restore VM running on VMware Fusion.
VM can be restored to the original location with the following condition:
* | the VM to be restored does not exist on the original hypervisor. The VM will be restored as a new virtual machine.

* |f the VM to be restored still exist on the original hypervisor. The existing VM will be replaced by the backed up version.

13.3.6.1 How to restore virtual machines to the original hypervisor

1. Login to the backup application’s user interface.

@ Crnline Backup Manager @ Online Backup Manager
Login Name : |username Login Name : |username
Password : sennse Password : senese
[7] Save password ] Save password
(7] Forgot your password? © Forgot your password?
OK Cancel & || # Options i Language
English -

[ Backup Server
http | = | hostname -

‘ﬁﬂ Proxy Setting
[Tl Use proxy to access the backup server

Type : ® Proxy
Sock
Address :
Port :
User Name :

Password :

0K Cancel B | = Options
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2. Select the [Restore] button and the corresponding backup set.

Please select the backup set

Backup Set

Delete all files 1

Next » || Cancel &
i

3. Select the virtual machines to be restored and choose [Original Location] for restore files to.

@ Show files as of Job : [2011/09/17 | = | |Latest
Folders

|'|

Name

1 Show all files

| Ssize | Date Madified

FreeBSD 64-hit-0-000001.vmdk
] FreeBSD 64-bit-0-000002.vmdk
] FreeBSD 64-bit-0-000003.vmdk
] FreeBSD 64-bit-0-flat.ymdk

] FreeBSD 64-bit-0.vmdk

] FreeBsD 64-bit-000001.vmdk

L] FreeBSD 64-bit-000002.vmdk

] FreeBSD 64-bit-000003.vmdk

] FreeBSD 64-bit-Snapshotl.vmem
] FreeBSD 64-bit-Snapshot1.vmsn

] FreeBSD 64-bit-Snapshot162.vmem
] FreeBSD 64-bit-Snapshot162.vmsn
] FreeBSD 64-bit-5napshot165.vmem
] FreeBSD 64-bit-5napshot165.vmsn
] FreeBSD 64-bit.nvram

] FreeBSD 64-bit.vmdk

1 FreeBSD 64-bit.vmsd

v i Backup Server
{5 FreeBSD 64-hit

[E= Restore files to
@ Original location

1 Alternate location :  /Users/admin

[tems per page : Page :

12.3..02011/09/17 10:57:40 |«
1.1 MB 2011/09/17 11:02:07
1.1 MB 2011/09/17 11:15:16
8 GB 2011/09/09 00:28:26
496... 2011/09/09 00:26:30
60.9... 2011/09/17 10:57:40
1.2 MB 2011/09/17 11:02:07
2.4 MB 2011/09/17 11:15:16
1GB2011/09/09 00:29:33
1.2 MB 2011/09/09 00:29:33
256 ME 2011/09/17 10:58:16
1.1 MB 2011/09/17 10:58:15
256 MB 2011/09/17 11:02:37
1.1 MB 2011/09/17 11:02:36
8 KB 2011/09/14 17:59:55
4.1 GE 2011/09/09 00:28:26
LKE2011/09/17 11:04:59

Chahge -

4 Previous || Start Restore B || Cancel EZ!|/
A

4. Click the [Start Restore] button to begin the restore process.
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5. User will be prompted if a virtual machine selected to be restored exist on the hypervisor.

The Virtual machine “FreeBSD 64-bit" already exists.

I Replace existing virtual machine?
L

[ Apply to all Yes L4 | No

6. When the restore process is completed, the virtual machines will be restored to the original hypervisor.

7. For any virtual disk that was not restored (e.g. original backup source did not include all hard disks configured for the
VM).

Continue to the next steps for instruction to remove the missing hard disk from the virtual machine’s configuration.

For original virtual machine with no snapshot

1. Open the Virtual Machine Library Window.

2. Control click on the newly restored virtual machine, select [Settings].

|\Ne Virtual Machine Library
Jm® (Ao B & o s 6 2] (9]

Windows XP Professional-32bit Delete Start Up

Start Up

Settings... jolaris 10
Snapshots...
Get Info...

Show Windows
Show in Finder

Delete

Create New Migrate Existing PC Learn More

£
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3. Select [Hard Disk].

Close | | Show All Settings

Add Device...

System Settings
= Eﬂ:n
L =

2 B

Applications Menu Memaory

® b

Removable Devices

Metwork Hard Disk CD/DVD Sound Card USE &
Adapter (IDE) (IDE) Bluetooth
Other

|_. )‘;‘L \,’.
Z e 8 w

Startup Disk  Encryption Compatibility Advanced

General Sharing Default Applications Processors &

o =

Display Printer

4. For each virtual disk that was not restored, remove the corresponding hard disk by pressing [Remove Hard Disk].

Hard Disk 2 {IDE}

Show All

Add Device...

File name: | 2] Virtual Disk-000001.vmdk

)

Disk size: O

1.00 GB

¥ Advanced options Revert

Apply

Bus type: IDE =

Pre-allocate disk space
v Split into 2 GB files

( Remove Hard Disk )

®

changes, first use the Clean Up option in General settings.

Hard disk settings cannot be changed while disk clean up is recommended. To make these

5. Start the virtual machine afterward.
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For original virtual machine with snapshot

1. Open the Virtual Machine Library Window.

2. Control click on the newly restored virtual machine, select [Settings].

eano

[>])[(®]

Virtual Machine Library

(Ao @ 8 0 % 65 2] (5]

Windows XP Professional-32bit

Start Up

solaris 10

Settings...
Snapshots...
Get Info...

Show Windows
Show in Finder

Delete

Create New Migrate Existing PC

Delete Start Up

Learn More

s,
[

3. Select [Hard Disk].

Show All Settings Add Device...
System Settings
s ]
2 @B = | H =
General Sharing Default Applications Processors & Display Printer
Applications Menu Memaory
Removable Devices
s, = » “ Al
Network Hard Disk cD/DvD Sound Card USE &
Adapter (IDE) (IDE} Bluetooth
Other
| = |
[ '@-‘ = {?-2
Startup Disk  Encryption Compatibility Advanced
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4. For each virtual disk that was not restored, remove the corresponding hard disk by pressing [Remove Hard Disk].

show All Hard Disk 2 (IDE)

File name: | [2) Virtual Disk-000001.vmdk I-H

Disk size: [:; 1.00 GB

¥ Advanced options Revert \ ‘ Apply
Bus type: IDE *

| Pre-allocate disk space
' Split into 2 GB files

( Remove Hard Disk ) @

Hard disk settings cannot be changed while disk clean up is recommended. To make these
changes, first use the Clean Up option in General settings.

5. Remove the VM from the Virtual Machine Library Window.
6. Locate the virtual machine’s folder location on the hypervisor.

7. Control click on the VM, select [Show Package Contents].

800 [ ] Virtual Machines =

¥ DEVICES m Name 4| Date Modified Size
E iDisk > .localized Aug 27, 2011 4:07 AM -
=} osx10.6 ¥ Solaris 10 Today, 5:18 PM —
. 0sX10.4 | @ Windows XP Professional-32bit Open
) osx10.5 Open With >
=} osx10.7

Show Package Contents

;3 Macintash_HD
Move to Trash

¥ SHARED
(@] 192.168.5.9 = Cet Info
= 12f-conf-room (root) Compress “Windows XP Professional-32bit"
[H alan-wong </ Burn “Windows XP Professional-32bit" to Disc...
IE' alex-cheng Duplicate
H andy-lau Make Alias
] angela-cheung Quick Look "Windows XP Professional-32bit"
SR Copy "Windows XP Professional-32bit
Iglbe ! d f I-32bit"
All...
2 Show View Options
¥ PLACES e £
— — - = Label:
54 ==
ﬂ X mevenee
Important:
Serious problem may occur if the configuration files are incorrectly modified; it may prevent the virtual machine from
starting.

Please only perform the following procedures if you have in-depth knowledge on VMware product.
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8. Delete the lines of the removed virtual disk.

* Open the corresponding ${VM-Name}.vmsd file at the following location with a text editor.

${VM-Location}\${VM-Name} .vmsd

e Locate the line of all non existing virtual disk.
Example:

Snapshot 1, SCSI (0:2) Disk 2 isremoved.

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0.uid = “1”

snapshot0.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshot0.description = “”
snapshot0.createTimeHigh = “309233"
snapshot0.createTimelLow = “1291281261"
snapshot0.numDisks = “3”
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0"
snapshot0.diskl.fileName = “Windows 2008-1.vmdk”
snapshot0.diskl.node = “scsi0O:1”"
snapshot0.disk2.fileName = “Windows 2008-2.vmdk”
snapshot0.disk2.node = “scsi0:2”"

* Remove the corresponding lines.

snapshot0.diskl.node = “scsi0O:1”"

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0.uid = “1”

snapshotO.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshot0.description = “”
snapshot0.createTimeHigh = “309233”"
snapshot0O.createTimeLow = “1291281261"
snapshot0.numDisks = “3”
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0"
snapshot0.diskl.fileName = “Windows 2008-1.vmdk”
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* Perform the same steps for each snapshot.

 Save the changes afterward.

9. Update the number of virtual disk.

 Open the corresponding $ {VM-Name} . vmsd file at the following location with a text editor.

${VM-Location}\${VM-Name} .vmsd

e Locate the numDisks parameter.

Example:

Snapshot 1, if one of the disks is removed, updates the value of snapshot0.numDisks

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0.uid = “1”

snapshot0.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”

snapshot0.description = “”
snapshot0O.createTimeHigh = “309233"
snapshot0.createTimeLow = “1291281261"

snapshot0.numDisks = “3”
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0”

snapshot0.diskl.fileName = “Windows 2008-1.vmdk”
snapshot0.diskl.node = “scsiO:1”
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* Modify the line from:

snapshot0.numDisks = “3”
To

snapshot0.numDisks = “2”

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0.uid = “1”

snapshot0.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshot0.description = “”
snapshot0.createTimeHigh = “309233”"
snapshot0.createTimeLow = “1291281261"
snapshot0O.numbDisks = “2”
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0"
snapshot0.diskl.fileName = “Windows 2008-1.vmdk”

snapshot0.diskl.node = “scsiO:1"

* Perform the same steps for each snapshot.

« Save the changes afterward.
10. Add the VM back into the Virtual Machine Library Window.
11. Remove any existing snapshot.

Important:
The restored virtual machine does not support the reversion of previous snapshots if they contain virtual disks not
restored.

12. Start the virtual machine.
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13.3.6.2 How to restore virtual machines to another hypervisor

1. Login to the backup application’s user interface.

)
@ Crnline Backup Manager @ Online Backup Manager
Login Name : |username | Login Name : |username |
Password : |uuu | Password : |“"" |
[l Save password ) Save password
© Forgot your password? @ Forgot your password?
| OK B Cancel B [+ Options | Language
[English B2

E] Backup Server
[http | = | |hostname B2

‘ﬁg Proxy Setting
[7] Use proxy to access the backup server

Type : & Proxy
Sock
Address :
Port :
User Name :
Password :

| OK & | Cancel @ = Options |

2. Select the [Restore] button and the corresponding backup set.

a6 T |

@ Show files as of Job : |2012/02/03| = | |Latest | =] 1 Show all files | Filter [l
Folders Mame | Size | Date Modified

v & Backup Server Virtual Disk-000001-5001.vmdk 192 KB2012/02/03 16:...|«|

51 windows XP Professic[] j Virtual Disk-000001.vmdk 276 bytes2012/02/03 16:...
] Virtual Disk-s001.vmdk 192 KB2012/02/03 16:

] Virtual Disk.vmdk 484 bytes2012/02/03 16:...
j Windows XP Professional-32bit-0000... 9.1 MB2011/11/18 18:__.
j Windows XP Professional-32bit-0000... 4.9 MB2011/11/18 18:...
j Windows XP Professional-32bit-0000... 320 KB2011/11/18 18:._.
j Windows XP Professional-32bit-0000... 320 KB2011/11/18 18:...
j Windows XP Professional-32bit-0000... 320 KB2011/11/18 18:.__
j Windows XP Professional-32bit-0000... 320 KB2011/11/18 18:.__
j Windows XP Professional-32bit-0000... 320 KB2011/11/18 18:...
j Windows XP Professional-32bit-0000... 320 KB2011/11/18 18:...
j Windows XP Professional-32bit-0000... 320 KB2011/11/18 18:._.
j Windows XP Professional-32bit-0000... 320 KB2011/11/18 18:.__
j Windows XP Professional-32bit-0000... 8.1 MB2011/11/18 18:__.
v :j Windows XP Professional-32bit-0000... 320 KB2011/11/18 18:.__
* |7 [31 Windows XP Professional-32bit-0000... 320 KB2011/11/18 18;...

ltems per page: (50 | = | Page: [1/3|=|

[E= Restore files to
2 Original location
@ Alternate location : | fvar/root || Change @ |
| Search & | | « Previous | StartRestore b | Cancel ..E!i|/
)
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3. Select the virtual machines to be restored and choose [Alternate location] for restore files to.

4. Click on the [Change] button and browse to the directory path which you would like to restore the data to.

5. Click the [Start Restore] button to begin the restore process.

6. When the restore process is completed, data of the selected virtual machines will be restored to the specified location.
7. Register the virtual machines on the new hypervisor.

8. For any virtual disk that was not restored (e.g. original backup source did not include all hard disks configured for the
VM).

Continue to the next steps for instruction to remove the missing hard disk from the virtual machine’s configuration

For original virtual machine with no snapshot

1. Open the Virtual Machine Library Window.

2. Control click on the newly restored virtual machine, select [Settings].

eano Virtual Machine Library
Jm® [A]eo B &8 0 s & 2][d (0]

Windows XP Professional-32bit Delete Start Up

Start Up

Settings... solaris 10
Snapshots...
Get Info...

Show Windows
Show in Finder

Delete

Create New Migrate Existing PC Learn More
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3. Select [Hard Disk].

Close | | Show All Settings

Add Device...

System Settings
= Eﬂ:n
L =

2 B

Applications Menu Memaory

® b

Removable Devices

Metwork Hard Disk CD/DVD Sound Card USE &
Adapter (IDE) (IDE) Bluetooth
Other

|_. )‘;‘L \,’.
Z e 8 w

Startup Disk  Encryption Compatibility Advanced

General Sharing Default Applications Processors &

o =

Display Printer

4. For each virtual disk that was not restored, remove the corresponding hard disk by pressing [Remove Hard Disk].

Hard Disk 2 {IDE}

Show All

Add Device...

File name: | 2] Virtual Disk-000001.vmdk

)

Disk size: O

1.00 GB

¥ Advanced options Revert

Apply

Bus type: IDE =

Pre-allocate disk space
v Split into 2 GB files

( Remove Hard Disk )

®

changes, first use the Clean Up option in General settings.

Hard disk settings cannot be changed while disk clean up is recommended. To make these

5. Start the virtual machine afterward.
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For original virtual machine with snapshot

1. Open the Virtual Machine Library Window.

2. Control click on the newly restored virtual machine, select [Settings].

eano

[>])[(®]

Virtual Machine Library

(Ao @ 8 0 % 65 2] (5]

Windows XP Professional-32bit

Start Up

solaris 10

Settings...
Snapshots...
Get Info...

Show Windows
Show in Finder

Delete

Create New Migrate Existing PC

Delete

Learn More

S

tart Up

s,
[

3. Select [Hard Disk].

Show All Settings Add Device...
System Settings
I e
2 @ =« | =
== e )
General Sharing Default Applications Processors & Display Printer
Applications Menu Memaory
Removable Devices
T = - “ il
& - © 8 b
Network Hard Disk cD/DvD Sound Card USE &
Adapter (IDE) (IDE} Bluetooth
Other
= | =y s
& @ | ok
Startup Disk  Encryption Compatibility Advanced
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4. For each virtual disk that was not restored, remove the corresponding hard disk by pressing [Remove Hard Disk].

show All Hard Disk 2 (IDE)

File name: | [2) Virtual Disk-000001.vmdk I-H

Disk size: [:; 1.00 GB

¥ Advanced options Revert \ ‘ Apply
Bus type: IDE *

| Pre-allocate disk space
' Split into 2 GB files

( Remove Hard Disk ) @

Hard disk settings cannot be changed while disk clean up is recommended. To make these
changes, first use the Clean Up option in General settings.

5. Remove the VM from the Virtual Machine Library Window.
6. Locate the virtual machine’s folder location on the hypervisor.

7. Control click on the VM, select [Show Package Contents].

800 [ ] Virtual Machines =

¥ DEVICES m Name 4| Date Modified Size
E iDisk > .localized Aug 27, 2011 4:07 AM -
=} osx10.6 ¥ Solaris 10 Today, 5:18 PM —
. 0sX10.4 | @ Windows XP Professional-32bit Open
) osx10.5 Open With >
=} osx10.7

Show Package Contents

;3 Macintash_HD
Move to Trash

¥ SHARED
(@] 192.168.5.9 = Cet Info
= 12f-conf-room (root) Compress “Windows XP Professional-32bit"
[H alan-wong </ Burn “Windows XP Professional-32bit" to Disc...
IE' alex-cheng Duplicate
H andy-lau Make Alias
] angela-cheung Quick Look "Windows XP Professional-32bit"
SR Copy "Windows XP Professional-32bit
Iglbe ! d f I-32bit"
All...
2 Show View Options
¥ PLACES e £
— — - = Label:
54 ==
ﬂ X mevenee
Important:
Serious problem may occur if the configuration files are incorrectly modified; it may prevent the virtual machine from
starting.

Please only perform the following procedures if you have in-depth knowledge on VMware product.
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8. Delete the lines of the removed virtual disk.

* Open the corresponding ${VM-Name}.vmsd file at the following location with a text editor.

${VM-Location}\${VM-Name} .vmsd

e Locate the line of all non existing virtual disk.
Example:

Snapshot 1, SCSI (0:2) Disk 2 isremoved.

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0.uid = “1”

snapshot0.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshot0.description = “”
snapshot0.createTimeHigh = “309233"
snapshot0.createTimelLow = “1291281261"
snapshot0.numDisks = “3”
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0"
snapshot0.diskl.fileName = “Windows 2008-1.vmdk”
snapshot0.diskl.node = “scsi0O:1”"
snapshot0.disk2.fileName = “Windows 2008-2.vmdk”
snapshot0.disk2.node = “scsi0:2”"

* Remove the corresponding lines.

snapshot0.diskl.node = “scsi0O:1”"

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0.uid = “1”

snapshotO.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshot0.description = “”
snapshot0.createTimeHigh = “309233”"
snapshot0O.createTimeLow = “1291281261"
snapshot0.numDisks = “3”
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0"
snapshot0.diskl.fileName = “Windows 2008-1.vmdk”
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* Perform the same steps for each snapshot.

 Save the changes afterward.

9. Update the number of virtual disk.

 Open the corresponding $ {VM-Name} . vmsd file at the following location with a text editor.

${VM-Location}\${VM-Name} .vmsd

e Locate the numDisks parameter.

Example:

Snapshot 1, if one of the disks is removed, updates the value of snapshot0.numDisks

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0.uid = “1”

snapshot0.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”

snapshot0.description = “”
snapshot0O.createTimeHigh = “309233"
snapshot0.createTimeLow = “1291281261"

snapshot0.numDisks = “3”
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0”

snapshot0.diskl.fileName = “Windows 2008-1.vmdk”
snapshot0.diskl.node = “scsiO:1”
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* Modify the line from:

snapshot0.numDisks = “3”
To

snapshot0.numDisks = “2”

snapshot.lastUID = “1”

snapshot.numSnapshots = “1”

snapshot.current = “1”

snapshot0.uid = “1”

snapshot0.filename = “Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshot0.description = “”
snapshot0.createTimeHigh = “309233”"
snapshot0.createTimeLow = “1291281261"
snapshot0O.numbDisks = “2”
snapshot0.disk0.fileName = “Windows 2008-1.vmdk”
snapshot0.disk0.node = “scsi0:0"
snapshot0.diskl.fileName = “Windows 2008-1.vmdk”

snapshot0.diskl.node = “scsiO:1"

* Perform the same steps for each snapshot.

« Save the changes afterward.
10. Add the VM back into the Virtual Machine Library Window.
11. Remove any existing snapshot.

Important:
The restored virtual machine does not support the reversion of previous snapshots if they contain virtual disks not
restored.

12. Start the virtual machine.



ONLINE BACKUP MANAGER

USER GUIDE

13.3.7 How to restore individual virtual disk

Individual virtual disk can be restored to the original VM, or to be added to a new VM.

13.3.7.1 How to restore individual virtual disk to the original VM

The procedure to restore individual virtual disk to the original VM is very similar to the procedure to restore virtual machine to a

new hypervisor.

The main different is that user must select the restore to [Alternate location] option, and select the directory path to the original

VM location.

A0

Restore

Folders
v ﬂ Backup Server
1 Windows XP Professicv]

=

IERAREAEEEEREEE

Fe
=)
|

| Delete i
= Restore files to

1 Original location
i Alternate location : Jvar/root

| Search 3

@ Show files as of Job : 2012;02;03 > | |Latest

*

) Show all files

MName

[} virtwal Disk-000001-5001.vmdk

] virtual Disk-000001.vmdk
-] virtual Disk-s00 L.vmdk
] virtual Disk.vmdk

| ] Windows XP Professional-32bit-0000...
] windows XP Professional-32bit-0000...
] windows XP Professional-32bit-0000. ..
| ] Windows XP Professional-32bit-0000...
| ] Windows XP Professional-32bit-0000...
] windows XP Professional-32hit-0000...
-] windows XP Professional-32bit-0000. .
] windows XP Professional-32bit-0000._.
] windows XP Professional-32bit-0000. ..
] windows XP Professional-32bit-0000..
-] windows XP Professional-32bit-0000..
] windows XP Professional-32bit-0000...

1 Windows XP Professional-32bit-0000..

[tems per page :

4 Previous

| Filter &

Size Date Modified
192 KB2012/02/03 16:...
276 bytes2012/02/03 16:...[
192 KB2012/02/03 16:...|
484 bytes2012/02/03 16:_..
9.1 MB2011/11/18 18:...
4.9 MB2011/11/18 18:...
320 KE2011/11/18 18:...
320 KBE2011/11/18 18:...
320 KB2011/11/18 18....
320 KB2011/11/18 18:...
320 KE2011/11/18 18:...
320 KE2011/11/18 18:...
320 KE2011/11/18 18:_..
320 KE2011/11/18 18:...
8.1 MB2011/11/18 18:...
320 KE2011/11/18 18:...

i |

320 KB2011/11/18 18:...[
|50 v Page;:;;3:v
Change %

-SIHII'-T-RESIIOFE b {_:anceIE:i

£

For full instructions, please refer to the above sections.
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13.3.7.2 How to restore individual virtual disk to a different VM

1. Login to the backup application’s user interface.

)
@ Crnline Backup Manager @ Online Backup Manager
Login Name : |username | Login Name : |username |
Password : |uuu | Password : |“"" |
[l Save password ) Save password
© Forgot your password? @ Forgot your password?
| OK B Cancel B [+ Options | Language
[English B2

E] Backup Server
[http | = | |hostname B2

‘ﬁg Proxy Setting
[7] Use proxy to access the backup server

Type : & Proxy
Sock
Address :
Port :
User Name :
Password :

| OK & | Cancel @ = Options |

2. Select the [Restore] button and the corresponding backup set.

a6 T |

@ Show files as of Job : |2012/02/03| = | |Latest | =] 1 Show all files | Filter [l
Folders Mame | Size | Date Modified

v & Backup Server Virtual Disk-000001-5001.vmdk 192 KB2012/02/03 16:...|«|

51 windows XP Professic[] j Virtual Disk-000001.vmdk 276 bytes2012/02/03 16:...
] Virtual Disk-s001.vmdk 192 KB2012/02/03 16:

] Virtual Disk.vmdk 484 bytes2012/02/03 16:...
j Windows XP Professional-32bit-0000... 9.1 MB2011/11/18 18:__.
j Windows XP Professional-32bit-0000... 4.9 MB2011/11/18 18:...
j Windows XP Professional-32bit-0000... 320 KB2011/11/18 18:._.
j Windows XP Professional-32bit-0000... 320 KB2011/11/18 18:...
j Windows XP Professional-32bit-0000... 320 KB2011/11/18 18:.__
j Windows XP Professional-32bit-0000... 320 KB2011/11/18 18:.__
j Windows XP Professional-32bit-0000... 320 KB2011/11/18 18:...
j Windows XP Professional-32bit-0000... 320 KB2011/11/18 18:...
j Windows XP Professional-32bit-0000... 320 KB2011/11/18 18:._.
j Windows XP Professional-32bit-0000... 320 KB2011/11/18 18:.__
j Windows XP Professional-32bit-0000... 8.1 MB2011/11/18 18:__.
v :j Windows XP Professional-32bit-0000... 320 KB2011/11/18 18:.__
* |7 [31 Windows XP Professional-32bit-0000... 320 KB2011/11/18 18;...

ltems per page: (50 | = | Page: [1/3|=|

[E= Restore files to
2 Original location
@ Alternate location : | fvar/root || Change @ |
| Search & | | « Previous | StartRestore b | Cancel ..E!i|/
)

Page 314 of 610
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3. Select the virtual machines to be restored and choose [Alternate location] for restore files to.

4. Click on the [Change] button and browse to the directory path which you would like to restore the data to.

5. Click the [Start Restore] button to begin the restore process.

6. Open the Virtual Machine Library Window.

7. Powers down the corresponding virtual machine to be restored to.

8. Right click on the corresponding VM, and select [Settings].

(>[R] (Ao 8 &8 9 & 0 2] (T[]

Start Up

Settings... jolaris 10
Snapshots...
Get Info...

Show Windows
Show in Finder

Delete

|\Ne Virtual Machine Library

Windows XP Professional-32bit

Create New Migrate Existing PC

Delete Start Up

Learn More
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9. Select [Add Device] to add the newly restored virtual disk.

Settings

Add Device...

System Settings

2 @ =

G~ N B

General Sharing Default Applications Processors & Display Printer
Applications Menu Memaory
Removable Devices
® o @ 8 €
Metwork Hard Disk CD/DVD Sound Card USE &
Adapter (IDE) (IDE) Bluetooth
Other
=] = EET 23
= a' = é:-?}
Startup Disk  Encryption Compatibility Advanced
10. Select [Existing Hard Disk].
Show All Add Device

Choose a device to add:

& = = =
Network Adapter  CD/DWVD Drive New Hard Disk Existing Hard Floppy Drive
Disk
i
—
Serial Port Parallel Port
©) Add..

11. In the Open dialog, navigate to the location of the newly restored hard disk file.

12. Select the method for adding the virtual hard disk file.

13. Click [Open] and [Apply].

14. Start the virtual machine.
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13.4 VMware Player and Workstation

13.4.1 Supported versions

13.4.2 Backup and restore of virtual machines on VMware Player and Workstation

Backup and restore procedures for VM running on VMware Player and Workstation are very similar to that of VM running on
VMware Server.

Please refer to the VMware Server section of this guide for more details.

13.5 Independent disk for VMware virtual machine

Online (active) backup cannot be performed on virtual machines with Independent Disk. A snapshot cannot be created for an
Independent Disk.

If a VM with Independent Disk is online during backup, OBM will skip the backup of any Independent Disk.

When the virtual machine is restored to original hypervisor, Independent Disk that was not backed up will be missing. To allow
the VM to be powered on, please remove the missing disk from the restored VM.

1. Open VMware vSphere Client.

2. Under inventory, right click on the newly restored virtual machine, select [Edit Settings].

Pawer 4
(Gueskt 4
Snapshot k

@ Open Console

|5 Edie Settings...

add Permission.,,  Chrl+P
Report Performance. ..
Renarme

Remove From Inventory

Delete from Disk
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3. For each virtual disk that was not restored, remove the corresponding [Hard disk] from [Hardware].

(% Win2008 Exch2007 [101.54] - Virtual Machine Properties

Hardware ] Cptions ] Resources ]

[~ Show All Devices Add. .. Remove ‘
Hardware Summary

Bl Memaory 1500 MB

I crus 4

Video card Wideo card

= VMl device Restricted

% CD/DWD Drrive 1 Client Device

B Metwork adapter 1 101,10 Metwark,

ER Metwork adapter 2 WLAMN-104

9 531 controller 0 LSI Logic Parallel

= Harddisk 1 Wirtual Disk,

= Hard diskz Wirtial Disk, |
= Hard disk 3 ‘Wirtual Disk,

Wirtual Machine Yersion: 7
Disk File:
|[datastu:ure4] Windows 2008 Exchange 2007 +Wiw-1 fwindow

Disk Pravisioning

Type: Thick.
Provisioned Size: &0 ::I |GB ﬂ
Maximum Size (GE): 256,00
Yirtual Device Mode

|SCSI(0:1) Hard disk 2 =

Mode

[ Independent
Independent disks are not affected by snapshats.,
~

Changes are immediakely and permanently writken bo
the disk.

Changes to this disk are discarded when vou power
aff ar revert to the snapshak,

Help

Ok Cancel |

In some cases, the corresponding VM may not work properly because of the missing disk.
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14 Backup/Restore Microsoft Virtual Machines

This chapter describes in detail how to backup and restore virtual machine running on Microsoft Hyper-V Server with 0BM.
14.1 Backup virtual machines running on Hyper-V Server 2008 (non-cluster environment)

14.1.1 Requirements and recommendations
Please ensure that the following requirements are met by the Hyper-V server:
1. OBM version 6.7 or above is installed on the Hyper-V server.
2. The Hyper-V management tools are installed on the Hyper-V server.
3. Consider increasing the JVM (Java Virtual Machine) memory allocation to improve performance of the backup operation.

4. Itis recommended that the temporary directory have disk space of at least 50% of the largest sized virtual machine to be
backed up.

5. For backup of virtual machine with snapshot, backup of the whole VM instead of individual disk is highly recommended.

6. The current virtual hard disk specification limits the size of a virtual hard disk to be 2040 GB (2 TB), which can fit a
volume of size 2040 GB minus 2 MB.

For details, please refer to:
http/blogs.technet.com/btanjanajain/archive’201003/23Airtual-hard-disk-vhd-architecture-explained.aspx
httptechnet.microsoft.comen-usdibrary/dd183729%28v=ws.10%29.aspx

14.1.2 Limitations

The following are limitations of the MS VM backup module:
1. Virtual machine backed up with the MS VM backup module can only be restored to the original Hyper-V server.
2. Backup of virtual machine with pass through disk (directly attached physical disk) is not supported.

3. For virtual machine with snapshot, the restoration process for individual virtual disk requires manual editing of VM
configuration files.

In-depth knowledge on Hyper-V is required.

4. The virtual machine cannot start up if the guest operating system virtual disk is not restored.
5. Restore of individual virtual disk to a different virtual machine is only supported for virtual disk with no snapshot.

6. For backup of individual virtual disk, the restored virtual machine does not support the reversion of previous snapshots, if
the snapshot contains disks which are not previously backed up by OBM.


http://blogs.technet.com/b/ranjanajain/archive/2010/03/23/virtual-hard-disk-vhd-architecture-explained.aspx
http://technet.microsoft.com/en-us/library/dd183729%28v=ws.10%29.aspx
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14.1.3 Overview
The following are limitations of the MS VM backup module:

1. Connection from the backup client to the backup server is established.

2. Download the server file list from the backup server.

3. Commands are issued to the hypervisor to create snapshot (memory dump) of the virtual machine with Volume Shadow
Copy.

Important:
The corresponding virtual machine will be paused during the snapshot process, and resume when the snapshot is

completed.
Do not attempt to start the virtual machine while it is in the saving state. The snapshot created may be invalid.
Furthermore, the corresponding virtual machine uptime will also be reset to 00:00:00 in the Hyper-V Manager.

4. After generating all files, the files are copied to the temporary spool path and upload to OBS.
5. Commands are issued to the hypervisor to remove the Volume Shadow Copy snapshot created.
6. Backup completed successfully.

14.1.4 How to backup Microsoft virtual machines
Refer to the following instructions to backup VM running on Microsoft Hyper-V Server:

1. Login to the backup application’s user interface.

|@| Online Backup Manager =] BT I@I Online Backup Manager
l@lclnline Backup Manager @ Online Backuvp Manager
Login Mame : |username Login Mame © |username
Fassword : R Paszword bk
["] Save passward || Save passward
@ Forgot your passward? @ Forgot your passward?
ok Cancel B Options a Language
Enalish ll
Ei] Backup Server
hitp LI hosthame LI

‘ﬂﬂ Proxy Setting
[] Use proxy to access the hackup server

Type : & Proxy
Sock
Address
Fort:
User Mame :
Faszsword :

(o]4 Cancel B = Options
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2. Select the [Backup Settings] button and the |+ button to start the New Backup Set Wizard.

3. Create a MS VM Backup set by selecting [MS VM Backup] from the backup set type dropdown menu.

MNew Backup Set Wizard Ed

[ Backup Set

Mame: Backup Set

Type: M3 WM Backup

. S SAL Server Backup

Un Micheeal Backup

Wersion nracle Database Server Backup
System State Backup
ShadowProtect System Backup
WS Windows System Backup

S W Backup
Whtware Wi Backup

Mext »

Cancel £

4. Select the version of the hypervisor.
Mew Backup Set Wizard

E; Backup Set
Mame: Backup Set
Type: MSWM Backup

£ Microsoft vM Host
Warsion © Microsoft Hyper-w Senver B2
Microsoft Hyper-y Server

Microsoft Hyper-V Server R2
hicrosoft Hyper-y Server R2 (Failover Cluster)

Mext »

Cancel

5. Select [Next] to proceed.
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6. Select the corresponding virtual machines for backup.

Mew Backup Set Wizard Ed

- 29 Microsoft Hyper-V Server R2
= 58 WIN-Hyner-y
-0 2 WindP_Pro (1.102)
L[] S WinXP_Provhd

) @ Second Yirtual Hard Diskvhd

4 Previous Mext » Cancel £

7. Alternatively, select individual virtual disk for backup by expanding the corresponding VM sub tree.

Mew Backup Set Wizard

El- 25 Microsoft Hyper-V Server B2
= 8 WIN-Hyperv
=0 F winxP_Pro (1.1023
[0 3 winxP_Pro.vhd

""" —w Second Virtual Hard Disk.vhd

4 Previous Mext » Cancel £

Note:
For backup of individual virtual disk, configuration files of the VM are also backed up.

Important:
For backup of virtual machine with snapshot, backup of the whole VM is_highly recommended (instead of selective

virtual disk).

8. Configure a backup schedule for unattended backups.

Note:
Multiple backup schedules of different types can be configured for the same backup set.
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9. Select an encryption setting for your backup set.
10. Press the [OK] button to complete the configuration of backup set.
11. Scheduled backup will run automatically at the configured schedule time.

12. Click [Backup] button on the left panel to perform a backup immediately.

14.1.5 How to restore Microsoft virtual machines
Refer to the following instructions to restore VM running on Microsoft Hyper-V Server.
VM can be restored to the original location with the following condition:
* | the VM to be restored does not exist on the original hypervisor. The VM will be restored as a new virtual machine.
* |f the VM to be restored still exist on the original hypervisor. The existing VM will be replaced by the backed up version.

Important:
Virtual machine backed up with the MS VM backup module can only be restored to the original Hyper-V server.

1. Login to the backup application’s user interface.

{®) online Backup Manager M=l = {@ online Backup Manager M= E
@Online Backup Manager @ Online Backup Manager
Login Mame : |username Login Mame : |username
Fassward b Passuword b
[T Bave passward [ Bave passward
@ Forootyour passward? @ Faorgot your password?
Ok Cancel E | [# Options T2 Language
English Ll
E] Backup Server
hitp ll hostname ll

‘33 Froxy Setting
[ Use provy to access the backup server

Type: Promy
Sock
Address
Fart:
UserMame :
Fassword

Ok Cancel B = Options
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2. Select the [Restore] button and the corresponding backup set.

Resture

Flease selectthe hackup set

Backup Set

Mext » Cancel B

3. Select the virtual machines to be restored and choose [Original location] for restore files to.

.Restnre
Show files as of Job : |2011/0916 | = | Latest | = Filter [+
Folders Marme Size Date Modified
= 5§ Backup Server {+] Resource
=0 &5 Ha-Testn1 HA 7% Snapshots
Bl 5 CEV-HP-Node2 o virtual Hard Disks
&0 S Initial Store = Wirtual Machines
=] companents xml 2KB 2011/08M1613:07:26
10KE 2011709716 13:07:26

= writers xml

lterns perpage ;. |50 - Page . 171 |~

Delete 11
= Restorefiles to
® Original location
7

Alternate lacation
Cancel E3

1 Previous Start Restore P

Search <
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Note:
Select the Initial Store to restore the Authorization Manager Security (role based access control) settings

4. Click the [Start Restore] button to begin the restore process.

5. User will be prompted if a virtual machine selected to be restored exist on the hypervisor.

Replace ¥irtual Machine E

The Virtual machine "CSV-XP-MNode1" already exists.

1 Replace existing vitual machine?
L]

[ Applyto all

Yes LA i [x]

r.1)

Important:
For restore of existing virtual machine (restoring a previous version), the existing virtual machine will be removed before
the restore process begin.

6. When the restore process is completed, the virtual machines will be restored to the original hypervisor.

7. Open Hyper-V Manager, click Start, Administrative Tools and click Hyper-V Manager.

' ADSI Edit |
&, Component Services

éé' Compuker Managemenk

E Data Sources (ODBC)

4 DFS Management

£ DS

@ Event Viewer

-E%u Failover Cluster Manager

55 Fax Service Manager

3.,‘1 File Server Resource Manager
_.E-{, Group Paolicy Management

igfq Inkernet Information Services (115 Man.
&, i5CST Initiakar

i!l Local Security Policy

% rpP1O

.@5 Petformance Monitor

'@ Print Management

5 Security Configuration Wizard
ia Server Manager

i Services v|

csw-administratar

Docurments

Camputer

Metwork

Conkral Panel

Devices and Printers

Adminiskrakive Tools

Help and Suppork

Run...

4

Back

WWindows Security

I |5earch programs and Files

@ Log aoff bl

8. Under Virtual Machines, right click on the newly restored virtual machine, select [Setting].
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9. Modify settings which may be conflicting with other existing virtual machines (e.g. network setting).

BB settings for CSY-XP-Node?

P[] E3

[ C5v-p-Nodez

x4 b |G

% Hardware

0 Mebwork Adapter

™

4:‘ Add Hardware
& BIOS
Boak Fram 0

5 ernory
1024 MB

n Processar

1 Wirkual processor
= I} IDE Controller 0
(s Hard Drive

= I} IDE Contraoller 1

(% DVD Drive
ynguest,iso

SCSI Contraller

I

IeJ Diskette Drive
Tore

# Management

C5Y-2P-Modez_ECDEEEEE-EGS...

i - Mirkual Met ...

Specify the configuration of the network adapter ar remove the netwaork adapter,

Metwaork:
Local Area Conneckion - Virtual Mebwork j

—MaC Address
% [Drynamic

™ Static
& = = 5 7

[” Enable spoofing of MAC addresses

[ Enable virtual LAM identification

—YLARN ID
The VLAN identifier specifies the virkual LA that this virtual maching will use Faor all
network communications through this network adapter,

—

To remowe the network adapter From this virtual machine, click Remowve,

Remove |

L] Mame
ZSY-%P-ModeZ

L Inktegration Services
All services offered

13 Snapshot File Location

¥ Automatic Start Action
Mare

_fj} Automatic Stop Ackion
Save

CihCluskerstoragelYolume3hZ3v-x, .

'ﬂ Use a leqgacy network adapter instead of this network adapter to perform a
nebwork-based installation of the guest operating swstem or when inkegration
setvices are not installed in the guest operating syskem,

oK I Cancel apply

USER GUIDE

10. Start the virtual machine afterward.

Important:

If the following error is displayed during the startup, please remove the Saved State of the corresponding VM.

Hyper-¥ Manager

'CaY-%¥P-MNodel' could not initialize,

An attempt bo read or update virtual machine configuration

failed

j See details

I An error occurred while attempting to start the
" selected virtual machine(s).

]|
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In Hyper-V Manager, right click on the corresponding VM and select [Delete Saved State], start the VM again afterward.

Connect. ..

Setkings. ..

Skart

Snapshot

Expoart...
Rename. ..

Delete. ..

11. For any virtual disk that was not restored (e.g. original backup source did not include all virtual disks configured for the

VM).

Continue to the next steps for instruction to remove the missing virtual disk from the virtual machine’s configuration.

For original virtual machine with no snapshot

1. Open Hyper-V Manager.

& aDsIEdit

H Component Services

;g' Compuker Managemenk
@ Data Sources (ODBC)

,L DF5 Management

& DS

2] Evertt Viewer

% Failover Cluster Manager
55 Fax Service Manager

3,_"1 File Server Resource Manager
_-é’; Group Policy Management

5{5 Hyper-Y¥ Manager

ig:q Internet Infaormation Services (113} Man.

&% i5CST Initiator

—:J_c_nl Local Security Policy

% PO

@i'l Performance Monitor

'@ Print Managerment

i‘l Security Configuration Wizard
_Ela Server Manager

S Services

=i

[l

csy-adminiskrator

Dacuments

Compuker

Metwaork

Cantrol Panel

Devices and Prinkers

Administrative Tools

Help and Support

Run...

1 Back

indows Security

I |5earch programs and Files

@J Log off Pl
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2. Under Virtual Machines, right click on the newly restored virtual machine, select [Setting].

3. For each virtual disk that was not restored, remove the corresponding [Hard Drive] setting from [Hardware].

BB settings for 20110819_WinXP_Pro (1.102) M= B

| 201 10815_WinkF_Pro (1.102) = 4 b |G
# Hardware 21| & Hard Drive
‘rL‘ Add Hardware
e Yiou can change how this virtual hard disk is attached bo the virtual machine, IF an
1) BIOS 5 R o . o
: Boot F o operating system is installed on this disk, changing the attachment might prevent the
e wirtual machine from starting,
[ [+
SRy Contraller: Location:
1024 MB
n Biotasci IDE Contraller 0 ﬂ |1 (in use) j
1 Virbual processor —Media
= EE IDE Contraller 0 You can compack of convert a wirkual hard disk by editing the vhd file, Specify the
(s Hard Drive full path to the file.
UGS MNP, FrOCHAC: & irtual hard disk { vhd) File:

IG:'l,Hyper-'«-"l,Export'lQDl 10819_winkP_Pro (1.1020virtual Hard Disks|Second Yirkual |

= Eif IDE Controller 1 )
. Mew | Edit Inspeck Browse. ..
0% DVD Drive
Mone £ Bhysical hard disk:
¥ 5CSI Controller Iﬁ
e w
4 Metwork Adapter
Local Area Connection - Yirtual ... 'ﬁ} If the physical hard disk vou wank to use is not lisked, make sure that the
L ? COM1 disk iz offline. Use Disk Management on the physical computer to manage
Maone physical hard disks,
= comz
Maone To remove the wirtual hard disk, click Remove, This disconnects the disk but does not

delete the vhd file.

[ Diskette Drive
Mone Remowve |

# Management
L MName
20110819 WinkP_Pro(1,102)
Inktegration Services
All services offered

.
| Snapshat File Lacation
G \Hyper-WiExportiZ0110819_,,, =

I8 Automatic Start Action
Restart if previously running LI

Ok I Cancel Apply

4. Start the virtual machine afterward.

Important:
If the following error is displayed during the startup, please remove the Saved State of the corresponding VM.

Hyper-¥ Manager |

\ I An error occurred while attempting to start the
M gelected yirtual machine(s).

'CaY-%P-MNodel' could not inikialize,

An attempt to read or update virtual machine configuration
failed

j See details
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In Hyper-V Manager, right click on the corresponding VM and select [Delete Saved State], start the VM again afterward.

Connect. ..

Setkings. ..

Skart

Snapshot

Expoart...
Rename. ..
Delete. ..

Delete Saved Skate. ..

Help

For original virtual machine with snapshot

1. Locate the virtual machine’s folder location on the Hyper-V server.

Important:
Serious problem may occur if the configuration files are incorrectly modified; it may prevent the virtual machine from
starting.

Please only perform the following procedures if you have in-depth knowledge on Hyper-V management.
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2. Stop the Hyper-V Virtual Machine Management service.

£} Services =] ES |
File  Acktion ‘iew Help
MY EEEE EEREEE
" Services (Localy Mame = | Diescripkion | Skatus | Skartup Type | Log On As | ﬂ
‘£ Function Discovery Resource Publication Publishest... tanual Local Service
& Group Policy Client The servic..,  Started Aukomatic Local System
£ Health Key and Certificate Management Provides ... Panual Local Systen
£k Human Interface Device Access Enables ge... tanual Local System
‘£ Hyper-¥ Image Management Service Provides I...  Started Aubomatic Local Systern
£k Hyper-¥ Networking Management Service Provides H. Started Aukarmatic Local Systemn
al Management Stark
{ELIKE and AuthIP [Psec Keying Modules The IKEEX. .. Panual Local Sysken
&k Interactive Services Detection Enables us. .. tanual Local Systern
S Inkernet Connection Sharing (1C5) Provides n... Disabled Local Sysken
£ 1IP Helper Provides ku...  Started Aukomatic Local System
£ IPsec Policy Agent Inkernet Pr... tanual Metwark 5.
£ KtmRm For Distributed Transaction Coordinator Coordinate, ., Manual Metwork 5.
ELink-Layer Topalogy Discovery Mapper Creates a ... Marial Local Service
£ Microsoft \MET Framework MGEN +2,0,50727 k54 Microsoft ... Disabled Local System
£ Microsoft \MET Framewark NGEN v2,0.50727 _¥a6 Micrasaft ... Disabled Local Systen
£ Microsoft \MET Framework MGEN w4,0,30319_X64 Microsoft ... Aukomatic (0., Local System
£ Microsoft \MET Framework NGEN w4.0.30319_%86 Micrasaft ... Automatic (0., Local System
£k Microsoft Fibre Channel Platfarm Registration Service Registers k... Manual Local Service
£ Microsoft iSCSI Initiator Service Manages ... Manual Local System
£k Microsoft Software Shadaw Copy Pravider Manages s,..  Started Panual Local Sysken
£ Multimedia Class Scheduler Enables rel... Panual Local Systern
{5k et Msmq Listener Adapter Receives a... Disabled Metwork 5.
‘£ Met.Pipe Listener Adapter Receives a... Disabled Local Service
5k Met, Tep Liskener Adapter Receives a... Dizabled Local Service
£/ Met. Tep Port Sharing Service Provides a... Disabled Local Service
£l Metlogon Maintains a... Panual Local Sysken ;I
@ Standard

3. Remove the corresponding entry from the Virtual Machine configuration $ {VM-GUID} .xml file.

¢ Open the corresponding $ {vM-GUID} .xml file at the following location with a text editor.

${VM-Location}\Virtual Machine\${VM-GUID}.xml
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« Locate the line of all non existing VHD.

<controller0>
<drive0>
<pathname type="string”>D:\Hyper-V\Virtual Machine Namel\Virtual
Hard Disks\Name GUID.avhd</pathname>
<type type="string”>VHD</type>
</drive0>
<drivel>
<pathname type="string”>D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Second Disk GUID.avhd</pathname>
<type type="string”>VHD</type>
</drivel>
</controller0>

<type type="string”>VHD</type>
To

<type type="string”>NONE</type>

<controller0>

<drive0>
<pathname type="string”>D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Name GUID.avhd</pathname>
<type type="string”>VHD</type>

</drive0>

<drivel>
<pathname type="string”>D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Second Disk GUID.avhd</pathname>
<type type="string”>NONE</type>

</drivel>

</controller0>
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4. Remove the corresponding entry from the Snapshot configuration $ {GUID} . xm1 file.

 Open the corresponding snapshot’s $ {GUID} . xm1 file at the following location with a text editor.

${VM-Location}\Snapshots\${GUID}.xml

* Locate the line of all non existing virtual disk.

<controller0>
<drive0>
<pathname type="string”>D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Name_ GUID.vhd</pathname>
<type type="string”>VHD</type>
</drive0>
<drivel>
<pathname type="string”>D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Second Disk GUID.vhd</pathname>
<type type="string”>VHD</type>
</drivel>
</controller0>

¢ Modify the line from:
<type type="string”>VHD</type>
To

<type type="string”>NONE</type>

<controller0>

<drive0>
<pathname type="string”>D:\Hyper-V\Virtual Machine Namel\Virtual
Hard Disks\Name GUID.vhd</pathname>
<type type="string”>VHD</type>

</drive0>

<drivel>
<pathname type="string”>D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Second Disk GUID.vhd</pathname>
<type type="string”>NONE</type>

</drivel>

</controller0>

 Repeat the same step for each snapshot.
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5. Start the Hyper-V Virtual Machine Management service.

£} Services =] ES |
File  Acktion ‘iew Help
MY EEEE EEREEE
" Services (Localy Mame = | Diescripkion | Skatus | Skartup Type | Log On As | ﬂ
‘£ Function Discovery Resource Publication Publishest... tanual Local Service
& Group Policy Client The servic..,  Started Aukomatic Local System
£ Health Key and Certificate Management Provides ... Panual Local Systen
£k Human Interface Device Access Enables ge... tanual Local System
‘£ Hyper-¥ Image Management Service Provides I...  Started Aubomatic Local Systern
£k Hyper-¥ Networking Management Service Provides H. Started Aukarmatic Local Systemn
al Management Stark
{ELIKE and AuthIP [Psec Keying Modules The IKEEX. .. Panual Local Sysken
&k Interactive Services Detection Enables us. .. tanual Local Systern
S Inkernet Connection Sharing (1C5) Provides n... Disabled Local Sysken
£ 1IP Helper Provides ku...  Started Aukomatic Local System
£ IPsec Policy Agent Inkernet Pr... tanual Metwark 5.
£ KtmRm For Distributed Transaction Coordinator Coordinate, ., Manual Metwork 5.
ELink-Layer Topalogy Discovery Mapper Creates a ... Marial Local Service
£ Microsoft \MET Framework MGEN +2,0,50727 k54 Microsoft ... Disabled Local System
£ Microsoft \MET Framewark NGEN v2,0.50727 _¥a6 Micrasaft ... Disabled Local Systen
£ Microsoft \MET Framework MGEN w4,0,30319_X64 Microsoft ... Aukomatic (0., Local System
£ Microsoft \MET Framework NGEN w4.0.30319_%86 Micrasaft ... Automatic (0., Local System
£k Microsoft Fibre Channel Platfarm Registration Service Registers k... Manual Local Service
£ Microsoft iSCSI Initiator Service Manages ... Manual Local System
£k Microsoft Software Shadaw Copy Pravider Manages s,..  Started Panual Local Sysken
£ Multimedia Class Scheduler Enables rel... Panual Local Systern
{5k et Msmq Listener Adapter Receives a... Disabled Metwork 5.
‘£ Met.Pipe Listener Adapter Receives a... Disabled Local Service
5k Met, Tep Liskener Adapter Receives a... Dizabled Local Service
£/ Met. Tep Port Sharing Service Provides a... Disabled Local Service
£l Metlogon Maintains a... Panual Local Sysken ;I
@ Standard

6. Remove any existing snapshot.

Important:
The restored virtual machine does not support the reversion of previous snapshots if they contain virtual disks not
restored.

7. Start the virtual machine.

Important:
If the following error is displayed during the startup, please remove the Saved State of the corresponding VIM.restored.

Hyper-¥ Manager |

An error occurred while attempting to start the
selected virtual machine(s).

'CaY-%P-MNodel' could not inikialize,

An attempt to read or update virtual machine configuration
failed

j See details
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In Hyper-V Manager, right click on the corresponding VM and select [Delete Saved State], start the VM again afterward.

Connect. ..

Setkings. ..

Skart

Snapshot

Expoart...
Rename. ..
Delete. ..

Delete Saved Skate. ..

Help

14.1.6 How to restore individual virtual disk
Individual virtual disk can be restored to the original VM, or to be added to a new VM.

Important:
Serious problem may occur if the configuration files are incorrectly modified; it may prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth knowledge on Hyper-V management.

14.1.6.1 How to restore individual virtual disk to original VM
1. Open Hyper-V Manager.

2. Shutdown the VM to be restored to.
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3. Login to the backup application’s user interface.

I@ Online Backup Manager I [=x]

l@l Online Bockup Manager

Login Mame © | username
Fassword : R

["] Save passward

@ Forgot your passward?

0K Cancel B [# Options

(@I Online Backup Manager E =l

@ Online Backup Manager

Login Mame © | username
Password A
|| Save passward
@ Forgot your passward?

i Language
English ll

E] Backup Server

hitp ll hosthame ll

‘ﬂﬂ Proxy Setting
[T Use proxy to access the hackup server

Type Frowy
Sock
Address
Fart:
UserMame :
Fassword

(o]4 Cancel = Options

4. Select the [Restore] button and the corresponding backup set.

@Restnre

Flease selectthe backup set

Backup Set

Mext » Cancel 3
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5. Select [Alternate location], then select the virtual disk to be restored.

Restore of individual virtual disk is only supported for restore to [Alternation location].

.Restnre
Show files as of Job o [2012/01720 = Latest A Filter '+
Folders MNarme Size Date Madified
= f] Backup Server | Second ¥irtual Hard Disk.vhd 1,048, 200201720 11:30:01

= [0 B8 WIN-NZHDCAUGN3I
ElD = 2@110819_Win><F'_
B[ & Snapshots

[0 L» Vittual Hard Dis
B3 vidual Machine:
-1 5] Initial Stare

P »
Delete 1 lterns per page ;. |50 i Page . 171 |~

[E= Restorefiles o
Qriginal location

® Alternate location : | Cillsers\tdministrator Change &

Search < 1 Previous Start Restore P Cancel 3

6. Click [Change]; select the directory path where the virtual disk was originally backed up from.
7. Click the [Start Restore] button to begin the restore process.
8. Start the virtual machine after the restore process is completed.

Important:
If the following error is displayed during the startup, please remove the Saved State of the corresponding VM.

Hyper-¥ Manager |

| An error occurred while attempting to start the
= selected virtual machine{s).

'CaY-%P-MNodel' could not inikialize,

An attempt to read or update virtual machine configuration
failed

j See details
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In Hyper-V Manager, right click on the corresponding VM and select [Delete Saved State], start the VM again afterward.

Connect. ..

Setkings. ..

Skart

Snapshot

Expoart...
Rename. ..

Delete. ..

14.1.6.2 How to restore individual virtual disk to a different VM

Important:
Restore of individual virtual disk to a different virtual machine is only supported for virtual disk with no snapshot.

1. Login to the backup application’s user interface.

{®) online Backup Manager M=l = {@ online Backup Manager M= E

l@lclnline Bockup Manager @ Online Backup Manager
Login Mame : |username Login Mame : |username
FPassward b Password R
[7] Save passward [”] SBave passward
@ Forgotyour passwaord? @ Faorgot vour passward?
oK Cancel B [ Options i Language
English =
Ei] Backup Server
hitp ll hasthame ll

‘ag Proxy Setting
[ Use provy to access the backup server

Type: o Proxy
Sock
Address
Fart:
UserMame :
Fassword

Ok Cancel B = Options
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2. Select the [Restore] button and the corresponding backup set.
Resture

Flease selectthe hackup set

Backup Set

Mext » Cancel B

3. Select [Alternate location], then select the virtual disk to be restored. Restore of individual virtual disk is only supported
for restore to [Alternation location].

[@restore E
Show files as of Job . | 2012/01/20 | = |Latest = Filter |+
Folders Marme Size Date Modified
El- 5 Backup Server __| 2econd virtual Hard Disk.vhd

B O §8 WIN-NZHDCAUGH
B0 S 20110819_WinP_
¢ - 0E3 snapshots

-0 Lo virtual Hard Dis

- B3 vidual Machine:
&1 &5 Initial Store

1,048, 201201720 11:30:01

4

Delete 10

lterns per page . |50 - Page: 171 |~
= Restorefiles to

Qriginal locatian

® Alternate location | ChUsers\Wdministrator

Change %
Search

4 Previous Start Restore B Cancel B
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4. Click [Change] to select the location where the virtual disk should be restored.

5. Click the [Start Restore] button to begin the restore process.

6. When the restore process is completed, open Hyper-V Manager.

' ADSI Edit |
&, Component Services

;é' Compuker Managemenk
E Data Sources (ODBC)
,__ DFS Management

£ DS

@ Event Viewer

% Failower Clusker Manager
55 Fax Service Manager

3.,‘1 File Server Resource Manager
j{, Group Paolicy Management

9
& iSCST Initiator

i!l Local Security Policy

% rpP1O

lé'i'l Performance Monitor

'@ Print Management

:zs__‘ra Security Configuration Wizard
ia Server Manager

i Services v|

4

Back

csw-administratar

Documents

Camputer

Metwork

Conkral Panel

Devices and Printers

Adminiskrakive Tools

Help and Suppork

Run...

WWindows Security

I |5earch programs and Files

@J Log aoff bl

7. Under Virtual Machines, powers down the corresponding virtual machine to be restored to.

8. Select [Setting] to add the restored virtual disk to the VM.
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9. Select [Add Hardware], [SCSI Controller] and press the [Add] button.

BB settings for 20110819_WinXP_Pro (1.102) M= B
| 201 10815_WinkF_Pro (1.102) Tl 4 b |G
W—* Hardware = 97 Add Hardware
1| BIOS ou can use this sekting to add devices to your wirtual machine.
Boot Fram CD Select the devices vou want ko add and click the Add buttan,
5 ernory
1024 M Tebwork Adapter
D F‘ru:u;essor Legacy Metwork Adapker
1 ¥irtual processor RemateFy 30 video Adapter

= i IDE Controller 0

(s Hard Drive
20110519 WinkP_Pro_D29...

(=& Hard Drive Add
Second Yirkual Hard Disk_E. .

= B IDE Cantraller 1 Yiou can attach virkual hard disks o a SCSI contraller ba increase the amount of storage

Lot IS available to a virtual machine, Install the inkegration services in the guest operating
4 DVD Drive syskem ko improve performance when using storage attached to a SCSI contraller, Do

nok attach a system disk to a SC31 controller, & wirtual hard disk that conkains an

Mone
operating system must be attached to an IDE controller.

B SCSI Contraller
0 Metwork Adapter
Local Ares Conneckion - Virtual ...
= comi
Mone
= comz
More
[ Diskette Drive
Mone
# Management

L MName

20110819 Win%P_Pro(1.102)
.i. Integration Services

all services offered

| Snapshat File Lacation

@ Hyper-WiExporti20110519_,,, =
I8 Automatic Start Action

Restart if previously running LI

Ok I Cancel Apply
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10. Select [Hard Drive] and press the [Add] button.

BB settings for 20110819_WinXP_Pro (1.102) M= B
| 201 10815_WinkF_Pro (1.102) = 4 b |G
% Hardware =1 | & scsIController
‘rL Add Hardware
A BICS ou can add hard drives to your SC5T controller or remowe the SCST contraller Fram the
. Boak Fram 0 machine.
(L — Click on the Add button to add a new hard drive ko this SCSI controller,
1024 MB

D Processar
1 Wirkual processor

= i IDE Controller 0

(s Hard Drive
20110819 WinkP_Pro_D29...
(=& Hard Drive add
Second Yirkual Hard Disk_E. .

= I IDE Controller 1 You can configure a hard drive to use a virtual hard disk or a physical hard disk after

4 DVD Drive wou atkach the drive to the controller,
Mone
& 5CSI Controller Ta remove the virtual storage adapter From this virtual machine, cick Remove

i3 5CSI Controller Controller, All virtual hard disks attached to this controller will be removed but nok

m deleted,
W Metwork Adapter

Local Ares Conneckion - Virtual ...
4 Remowve Contraller |
T comi

Mane

= comz
Tore

[ Diskette Drive
Tone

# Management

L MName
20110319 _WinkP_Pro (1.102)
.i. Inkegration Services
all services offered —

13| Snapshot File Location
G \Hyper-wiExporth20110819_...
I Automatic Start Ackion x|

Ok I Cancel Apply
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11. Select the corresponding [Controller] and [Location] setting.
= B3

BB settings for 20110819_WinXP_Pro (1.102)

R

P
L

| 201 10815_WinkF_Pro (1.102)

# Hardware

FY

‘ri‘ Add Hardware
& BIOS
Boak Fram 0

5 ernory
1024 MB

D Processar

1 Wirkual processor
= i IDE Controller 0
(s Hard Drive

(=& Hard Drive
Second Yirkual Hard Disk_E. .

= EE1F IDE Controller 1
% DVD Drive
Mone
B SCSI Contraller
= %! SCSI Controller

(s Hard Drive
<file=

0 Metwork Adapter

m

T comi
Tore

= comz
Tone

I Diskette Drive
Tare

# Management

20110519 _WinXP_Pra_DZ9...

Local Area Connection - Yirtual ...

L Mame
20110819_winxP_Pro{1,102)

L Inkegration Services
all services offered

13| Snapshot File Location

(s Hard Drive

‘fou can change how this virtual hard disk is attached ta the virtual machine, IF an
operating svstem is installed on this disk, changing the attachment might prevent the
wvirtual machine From starting.

Location:

=l

Contraller:
5251 Contraller

I

—Media
¥ou can compack ar conwert a virkual hard disk by editing the vhd file. Specify the
full path to the file,

& yirtual hard disk { vhd) file:

Edit: Inspect: | Browse. .. I

Mew |

1 Physical hard disks
.@‘_. If the physical hard disk vou wank to use is not lisked, make sure that the

disk iz offline. Use Disk Management on the physical computer to manage
physical hard disks,

To remove the wirtual hard disk, click Remove, This disconnects the disk but does not

delete the vhd file.
Remowve |

Ok Cancel Apply
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12. Under Media, select [Browse] and browse to the newly restored virtual disk file.

Eﬂpen
6<_>v| . = Computer = Server (F!) + Restore - - ml Search Restare [_0]
Organize *  Mew folder == ~ [ .@.

i e " i
Microsoft Managemei | Bane | Daliz ol sg | Type

. Second Yirkual Hard Disk, whd 1/31j2012 11:34 M YHD File

1 Favarites
Bl Cesktop
4 Downloads
£ Recent Places

4 Libraries
18 Computer
&, os Rz
o TErver (Fi) -
|l | 5|
File names | Secand Virtual Hard Disk vhd x| |virtual hard disk files (*whd 7]

Open | Cancel |

&

13. Start the virtual machine.

14.2 Backup virtual machines running on Hyper-V Server 2012 (non-cluster environment)

14.2.1 Requirements and recommendations
Please ensure that the following requirements are met by the Hyper-V server:
1. OBM version 6.13 or above is installed on the Hyper-V server.
2. The Hyper-V management tools are installed on the Hyper-V server.
3. Consider increasing the JVM (Java Virtual Machine) memory allocation to improve performance of the backup operation.

4. It is recommended that the temporary directory have disk space of at least 50% of the largest sized virtual machine to be
backed up.

5. For backup of virtual machine with snapshot, backup of the whole VM instead of individual disk is highly recommended.

6. The current virtual hard disk (VHD) specification limits the size of a virtual hard disk to be 2040 GB (2 TB), which can fit
a volume of size 2040 GB minus 2 MB.
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For details, please refer to:

http:/blogs.technet.com/btanjanajain/archive’201003/23Airtual-hard-disk-vhd-architecture-explained.aspx
http:technet.microsoft.comven-usdibrary/dd183729%28v=ws.10%29.aspx

14.2.2 Limitations
The following are limitations of the MS VM backup module:
1. Virtual machine backed up with the MS VM backup module can be restored to the Hyper-V server with the same version.
2. Backup of virtual machine with pass through disk (directly attached physical disk) is not supported.
3. The virtual machine cannot start up if the guest operating system virtual disk is not restored.
4. Restore of individual virtual disk to a different virtual machine is only supported for virtual disk with no snapshot.

5. For backup of individual virtual disk, the restored virtual machine does not support the reversion of previous snapshots, if
the snapshot contains disks which are not previously backed up by OBM.

14.2.3 Overview

The following steps are performed during a backup job:
1. Connection from the backup client to the backup server is established.

2. Download the server file list from the backup server.

3. Commands are issued to the hypervisor to create snapshot (memory dump) of the virtual machine with Volume Shadow
Copy.

Important:

The corresponding virtual machine will be paused during the snapshot process, and resume when the snapshot is
completed.

Do not attempt to start the virtual machine while it is in the saving state. The snapshot created may be invalid.
Furthermore, the corresponding virtual machine uptime will also be reset to 00:00:00 in the Hyper-V Manager.
4. After generating all files, the files are copied to the temporary spool path and upload to OBS.
5. Commands are issued to the hypervisor to remove the Volume Shadow Copy snapshot created.

6. Backup completed successfully.


http://blogs.technet.com/b/ranjanajain/archive/2010/03/23/virtual-hard-disk-vhd-architecture-explained.aspx
http://technet.microsoft.com/en-us/library/dd183729%28v=ws.10%29.aspx
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14.2.4 How to backup Microsoft virtual machines
Refer to the following instructions to backup VM running on Microsoft Hyper-V Server:

1. Login to the backup application’s user interface.

@ Omnline Backuvp Manager @ Online Backup Manager

Login Mame : |username
Passwaord |......
["] Save password

Login Mame : |username
Passwiord : |......
"] Save password

@ Forgotyour passward? @ Forgotyour password?

Language
[English

| OK & || cancel B | Options

Backup Server
|hﬂp |'||hnstname

U= Prowy Setting
71 Use proxy to access the hackup server
Type . o Prowy

Sock
Address

Faort:

User Mame :
Passwoard

| OK & Cancel © = Options

2. Select the [Backup Settings] button and the |+| button to start the New Backup Set Wizard.

3. Create a MS VM Backup set by selecting [MS VM Backup] from the backup set type dropdown menu.

E Backup Set

Marme |Elau:kup891

Type :  |File Backup

mME 3L Server Backup

MyS L Backup

Oracle Database Server Backup
Systern State Backup
ShadowProtect Systern Backup
S Windows System Backup

Whivware Wi Backup

| MNext » || Cancel E!i|
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4. Create a MS VM Backup set by selecting [MS VM Backup] from the backup set type dropdown menu.

E Backup Set
Mame |Backup891
Type . |MS Wi Backup

{.Fn Microzoft Vil Host
Warsion : |ru1i|:rc|snﬂ Hyper-y Server 2008
Microsoft Hyper-¥ Serer 2008
Microsoft Hyper-Y Server 2008 R2
Microsoft Hyper-v Servar 2008 R2 (Failover Cluster

Microsoft Hyper-v Server 2012

Mext »  Cancel &

5. Select [Next] to proceed.

6. Select the corresponding virtual machines for backup.

= 25 Microsoft Hyper-V Server 2012
= H 8wl 2-be-ch-02
=M F WirP
WP vhidx

4 Previous  Mewt »  Cancel &
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7. Alternatively, select individual virtual disk for backup by expanding the corresponding VM sub tree.

= 25 Microsoft Hyper-V Server 2012
= H 8wl 2-be-ch-02
=0 4 winxP
b [T S WINXP whde
a Second Virtual Hard Disk vhidz

4 Previous  Mewt »  Cancel &

Note:
For backup of individual virtual disk, configuration files of the VM are also backed up.

Important:
For backup of virtual machine with snapshot, backup of the whole VM is highly recommended (instead of selective

virtual disk).

8. Configure a backup schedule for unattended backups.

Note:
Multiple backup schedules of different types can be configured for the same backup set.

9. Select an encryption setting for your backup set.

10. Press the [OK] button to complete the configuration of backup set.
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11. Enter the password for the user authentication for Windows.

|Elackupaet |" |E|

General

[ﬁ General

J]'! Backup Source

}‘f Backup Schedule

@; Encryption
[}, in-File Delta

ILEJI Retention Policy
'-:r':' Command Line Tool
tﬁ- Extra Backup

.E:_!_:y Local Copy
[BE’. Qptions

E Backup Set

Marme : |Eackup8&t

Type: M5 Backup

User Authentication for Windowes
Domain : Wy 2-HV-CL-02
Lser Mame : Administratar

Pazsword: 80080888

ﬂn Microsoft Wi Host
Yersion . Microsoft Hyper- Server 2012

| (0] || Cancel E!i|

12. Scheduled backup will run automatically at the configured schedule time.

13. Click [Backup] button on the left panel to perform a backup immediately.

14.2.5 How to restore Microsoft virtual machines

Refer to the following instructions to restore VM running on Microsoft Hyper-V Server.

VM can be restored to the original location with the following condition:

* |f the VM to be restored does not exist on the original hypervisor. The VM will be restored as a new virtual machine.

* |f the VM to be restored still exist on the original hypervisor. The existing VM will be replaced by the backed up version.

Important:

Virtual machine backed up with the MS VM backup module can only be restored to the original Hyper-V server.
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1. Login to the backup application’s user interface.

@ Online Backup Manager

Login Mame : |username
Password : |......
"] Save password

@ Forgotyour password?

| Ok & || Cancel @ | Options |

@ Online Backup Manager

Login Mame : |username

Passwaord : |......

] Save passwaord
@ Forgotyour password?

Language

[English

Backup Server

|http |—"—| |hnstname

ﬁg Proxy Setting
1 Use proxy to access the hackup server
Type : ® Progy

Sock
Address

Fort:

User Mame :
Password

=OK-&|

2. Select the [Restore] button and the corresponding backup set.

Fleasze selectthe backup set

BackupSet
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3. Select the virtual machines to be restored and choose [Original location] for restore files to.

Showfiles as ofJob : 2013002004 | v [Latest | v

Folders MNarme | Size | Diate Modified
ﬂ Backup Server . Resource Types
= ) EE w1 2-tecl-02 = InitialStare x| 11 KB 2013001/21 18:25:23
Eeld 2 winP 2| components xrml 6KE 2013/02004 16:10:25
= Host Component |§ wiriters xmil 4kKB  2013/02/04 16:10:25
: L) Resource Types

lterns per page ﬂ Page ! ﬂ

[F= Restore files to
® Qriginal location
0 Alternate location ©  Callsersiadministrator Change %

4 Previous | StartRestare b | Cancal B |

Note:
Select the Host Component to restore the Authorization Manager Security (role based access control) settings

4. Click the [Start Restore] button to begin the restore process.

5. User will be prompted if a virtual machine selected to be restored exist on the hypervisor.

The Virtual machine "WinXP" already exists.
. Replace existing virtual machine?

[ Apply to all |es i | Ne K|

Important:
For restore of existing virtual machine (restoring a previous version), the existing virtual machine will be removed before

the restore process begin.

6. When the restore process is completed, the virtual machines will be restored to the original hypervisor.
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7. Open Hyper-V Manager from Server Manager by right clicking on the server pool.

Dashboard

Local Server

All Servers

oo

File and Storage Services P

Server Manager

Server Manager * Hyper-V

SERVERS

Manage Tools View

All servers | 1 total TASKS =
Filter jel v
a
Server Name IPvd Address Manageability Last Update Wind

EVENT|

Add Roles and Features

Shut Down Local Server

Computer Management

Connecticn

Remote Desktop
‘Windows PowerShell

Configure NIC Teaming

344214 PM 00183

Performance counters not started 2/

Configure Windows Automatic Feedback
Add other servers in the cluster to the server pool

Update Cluster

All even

Server

Hyper-V Manager |
Manag (™)
Start Performance Counters N
Refresh Log Date and'vl'irnt
Copy 2/4/2013 42238

W12-HV-CL-02 15266

Microsoft-Windows-Hyper-V-VMMS

Microsoft-Windows-Hyper-V-VMMS-Admin

—
Microsoft-Windows-Hyper-V-VMMS-Admin  2/4/2013 3:24;

W|'|2- HV-CL-02 27262
£

Microsoft-Windows-Hvper-V-VMMS
m

Microsoft-Windows-Hvoer-V-VMMS-Storage 2/4/2013 3;24:
>

| >

8. Under Virtual Machines, right click on the newly restored virtual machine, select [Setting].
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| winxp

v|<]9ﬂ

9. Modify settings which may be conflicting with other existing virtual machines (e.g. network setting).

# Hardware

*ﬂ #dd Hardware
1% ETOS
Book From C0

i Femory
512 ME

=] R Processor
1 Wirtual processor

= EE IDE Contraller 0

= Hard Drive
winP  vhidx

_w Hard Drive

= EE IDE Contraller 1
4 DVD Drive
Physical drive D:
B¥E 5CSI Controller
[+ [H] Metwork Adapker

T comi

Mone

T come

Mone

Second Virtual Hard Disk.y, ..

Intel{R) PROS 1000 MT Metwark, ..

[0 mebwork Adapter

Wirkual switch:

|InteI(R) PROJ 1000 MT Metwork Connection - Yirkual Swikch

VLAN ID

Bandwidth Management

Minirmurn bandwidth:

Marinnum bandwidth:

[ Enable wirtual LAN identification

[] Enable bandwidth management

Specify the configuration of the network adapker or remove the netwaork adapter,

The YLam identifier specifies the virkual LAN that this wirtual machine will use for all
network, communications through this network, adapter,

Specify how this network adapter utilizes netwiork bandwidth, Bakh Minirmurm
Bandwidth and Maxirmum Bandwidth are measured in Megabits per second,

lﬁl To leawve the minimum or maximum unrestricked, specify 0 as the value,

| Disketts Drive

To remove the network adapter from this wirkual machine, click Rermove,
Mane

Remoaove

0 IUse a legacy network adapter instead of this network adapter to perform a
network-based installation of the quest operating svstem ar when integration
services are not installed in the guest operating syskem.

Management
1] Mame
winAP
|i:'| Inkegration Services
&ll services offered
{#.| Snapshat File Lacation
Ch\CluskerStoragelvalumez i, ..
ié Smart Paging File Location
ChZluskerStoragelvalumez i, ..

| | Zancel | |

10. Start the virtual machine afterward.

Important:
If the VM cannot be initialized, please remove the Saved State of the corresponding VM in the Hyper-V Manager, right
click on the corresponding VM and select [Delete Saved State], start the VM again afterward.

Connect..,
Settings..,
Start
Shapshot

hoe..,
Export.
Rename..

Delete...

Delete Saved State..

Enable Replication...
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11. For any virtual disk that was not restored (e.g. original backup source did not include all virtual disks configured for the
VM).

Continue to the next steps for instruction to remove the missing virtual disk from the virtual machine’s configuration.

For original virtual machine with no snapshot

1. Open Hyper-V Manager from Server Manager by right clicking on the server pool.

[ Server Manager = | = -

@ ¥ Server Manager * Hyper-V & Manage  Tools  View

_ SERVERS -
Ii8 Dashboard All servers | 1 total

i Local Server = —

= Filter el B~ ®~ (w)

W& All Servers i
i§ File and Storage Services b Server Name  IPud Address l

Manageability Last Update Wind
i Hyper-v O I e e OO O Ve

gg Performance counters not started  2/4/2013 4:42:14 PM 001834

Add Roles and Features

Shut Down Local Server N

Computer Management

Remote Desktop Connection

Windows PowerShell
Configure NIC Teaming

Configure Windows Automatic Feedback

Add other servers in the cluster to the server pool

EVENT Update Cluster
All even [

TASKS =
| Hyper-V Manager

Filter Manage As ...

(~)
Start Performance Counters
e
Server| Refresh Log Date and Time
E Copy 3 z i - : ~

W12-H Microsoft-Windows-Hyper-V-VMMS-Admin  2/4/2013 4:22. —
W12-HV-CL-02 15266 Microsoft-Windows-Hyper-V-VMMS  Microsoft-Windows-Hyper-V-VMMS-Admin  2/4/2013 3:24;
Wl'IZ-HV-CL-OE 27262 Microsoft-Windows-Hvoer-V-VMMS _Microsoft-Windows-Hvoer-V-VMMS-Storage  2/4/2013 3:24: ¥
£ m >

2. Under Virtual Machines, right click on the newly restored virtual machine, select [Setting].
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3. For each virtual disk that was not restored, remove the corresponding [Hard Drive] setting from [Hardware].

| winxp

4 b

# Hardware

“rﬂ #dd Hardware
A BIOS
Baook From C0
i Femory
512 ME
R Processor
1 Yirtual processor
= IEE IDE Contraller 0
_w Hard Drive
WinsP_&D570555-EDAD-4. ..
= EE IDE Contraller 1
4 DVD Drive
Physical drive D:

B¥E 5CSI Controller

[+ [Q] Metwork Adapker
Intel{R) PROS 1000 MT Metwark, ..

T comi

Mone

T come

Mone

| Disketts Drive
Maore

2 Management

L] Mame
winAP
|i:'| Inkegration Services
&ll services offered
{#.| Snapshat File Lacation
ChCluskerStoragelvalumez Wi, ..
aé Smart Paging File Location
ChCZluskerStoragelvalumez i, ..

b

_w Hard Drive

You can change how this virtual hard disk is atkached to the virtual machine, IF an
operating system is installed on this disk, changing the attachment might prevent the
virtual machine From starting.

Conkraller:
IDE Controller 1

Locakion:

v| |1 (in use)

Media

¥ou can compact or convert a virtual hard disk by editing the associated file.
Specify the Full path ta the File.

(®) Virtual hard disk:

|C:'I,USBrS'I,PLIb|il:'I,DDELII‘antS'I,H';.-'pBr-\"'I,\"irtUa| hard disks|Second Wirtual Hard Diskl

| Mew || Edit: || Inspect || Browse. ., |

() Physical hard disk:

|Disk 1 1,98 GB Bus 0 Lun D Target 0 |

Iﬂ If the physical hard disk wou want to use is not listed, make sure that the
disk is offline. Use Disk Management on the physical computer to manage
physical hard disks.

To remaove the virkual hard disk, click Remowve, This disconnects the disk but does not

delete the associated file,

| | Zancel | |

4. Start the virtual machine afterward.

Important:

If the VM cannot be initialized, please remove the Saved State of the corresponding VM in the Hyper-V Manager, right
click on the corresponding VM and select [Delete Saved State], start the VM again afterward.

Connect..,
Settings..,
Start
Shapshot

hoe..,
Export.
Rename..

Delete...

Delete Saved State..

Enable Replication...

Help
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For original virtual machine with snapshot

1. Locate the virtual machine’s folder location on the Hyper-V server.

Important:
Serious problem may occur if the configuration files are incorrectly modified; it may prevent the virtual machine from
starting.

Please only perform the following procedures if you have in-depth knowledge on Hyper-V management.

2. Stop the Hyper-V Virtual Machine Management service.

File  &ction  Wiew  Help

e EEc= BE v oo

Hyper-V Virtual Machine Name - Description  Status Startup Typ ~
Management %) Distributed Transaction Coordinator Coordinates.. Running  Automatic

i%DNS Client The DMECli..  Running  Automatic
1%&3Encrypting File Systerm (EFS) Provides th... tanual (Tr
%) Extensible Authentication Protocol The Extensi.. ELUEL
% Function Discovery Provider Host The FOFHO... fanual

Description: i%Function Discovery Resource Publicat.. Publishes th.., fanual
Management service for Hyper-V,

provides service to run multiple ity = :
virtual machines. i Health Key and Certificate Manageme... Provides X.5... fanual

Stop the service
Restart the service

1§;§)Gr0up Palicy Client The service .. Running  Automatic

i%Human Interface Device Access Enables gen.., tanual (Tr
i%Hyper—\f’ Diata Exchange Senvice Prowvidesa .. tdanual (Tr
Qﬂ Hyper- Guest Shutdown Serdice Provides a .. tanual (Tr
i%H}fper-V Heartbeat Service Monitors th.., tanual (Tr
i%Hyper—\f’ Rernote Desktop Virtualizatio., Provides a p.., hlanual (Tr
Sﬁ Hyper- Tirme Synchronization Service Synchronize... tdanual (Tr
2 Hyn firtual Machine bManagerment  Managerme.,  Running  &utormatic
Say) Hyper-v Wolurme shadow Copy Reque.., Coordinates,., tanual (Tr
i..'f'a},IKE and AuthlP IPsec Keying Modules The IKEEXT .. Running  Sutomatic
i%lnteractiue Services Detection Enables use... hanual

1%Internet Connection Sharing (1C5) Provides ne.., Disabled

i%lPHelper Provides tu..  Running  Autormatic

W

<] | >

Extended /{ Standard f

3. Remove the corresponding entry from the Virtual Machine configuration $ {VM-GUID} . xml file.

 Open the corresponding $ {VM-GUID} .xml file at the following location with a text editor.

${VM-Location}\Virtual Machine\${VM-GUID}.xml
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« Locate the line of all non existing VHD.

<controller0>
<drive0>
<pathname type="string”>D:\Hyper-V\Virtual Machine Namel\Virtual
Hard Disks\Name GUID.avhdx</pathname>
<type type="string”>VHD</type>
</drive0>
<drivel>
<pathname type="string”>D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Second Disk_ GUID.avhdx</pathname>
<type type="string”>VHD</type>
</drivel>
</controller0>

<type type="string”>VHD</type>
To

<type type="string”>NONE</type>

<controller0>

<drive0>
<pathname type="string”>D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Name GUID.vhdx</pathname>
<type type="string”>VHD</type>

</drive0>

<drivel>
<pathname type="string”>D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Second Disk GUID.vhdx</pathname>
<type type="string”>NONE</type>

</drivel>

</controller0>

 Repeat the same step for each snapshot.
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4. Remove the corresponding entry from the Snapshot configuration $ {GUID} . xm1 file.

 Open the corresponding snapshot’s $ {GUID} . xm1 file at the following location with a text editor.

${VM-Location}\Snapshots\${GUID}.xml

* Locate the line of all non existing virtual disk.

<controller0>
<drive0>
<pathname type="string”>D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Name_ GUID.vhdx</pathname>
<type type="string”>VHD</type>
</drive0>
<drivel>
<pathname type="string”>D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Second Disk GUID.vhdx</pathname>
<type type="string”>VHD</type>
</drivel>
</controller0>

¢ Modify the line from:
<type type="string”>VHD</type>
To

<type type="string”>NONE</type>

<controller0>

<drive0>
<pathname type="string”>D:\Hyper-V\Virtual Machine Namel\Virtual
Hard Disks\Name GUID.vhd</pathname>
<type type="string”>VHD</type>

</drive0>

<drivel>
<pathname type="string”>D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Second Disk GUID.vhd</pathname>
<type type="string”>NONE</type>

</drivel>

</controller0>

 Repeat the same step for each snapshot.
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5. Start the Hyper-V Virtual Machine Management service.

File  &ction  Wiew  Help
G EREER = N

Q.ﬂ Services (Local)

-

Hyper-V Virtual Machine Name Description Status Startup Typ
Management % Distributed Transaction Coordinator Coordinates.. Running  Automatic
) i%DNS Client The DMECli..  Running  Automatic
gﬁta_!ﬂ‘:hs-:g;ﬁce i%}Encryp.ting File Sysf:em. (EF= Provvides th hanual (Tr
. Estensible Authentication Protocal The Extensiu, fanual
i..'f'a';;Fun-:tic-n Discovery Provider Host The FOFHO... fanual

Description: i%Function Discovery Resource Publicat.. Publishes th.., fanual
Management service for Hyper-V,

provides service to run multiple ity = :
virtual machines. i Health Key and Certificate Manageme... Provides X.5... fanual

1§;§)Gr0up Palicy Client The service .. Running  Automatic

i%Human Interface Device Access Enables gen.., tanual (Tr
i%Hyper—\f’ Diata Exchange Senvice Prowvidesa .. tdanual (Tr
Qﬂ Hyper- Guest Shutdown Serdice Provides a .. tanual (Tr
i%H}fper-V Heartbeat Service Monitors th.., tanual (Tr
i%Hyper—\f’ Rernote Desktop Virtualizatio., Provides a p.., hlanual (Tr
Sﬁ Hyper- Tirme Synchronization Service Synchronize... tdanual (Tr
®AHyper-Y Virtual Machine Management  Manageme., Running  Automatic
Say) Hyper-v Wolurme shadow Copy Reque.., Coordinates,., tanual (Tr
i..'f'a},IKE and AuthlP IPsec Keying Modules The IKEEXT .. Running  Sutomatic
i%lnteractiue Services Detection Enables use... hanual

1%Internet Connection Sharing (1C5) Provides ne.., Disabled

:,,C;HP Helper Provides tu.,  Running  Automatic

< | L]

Extended /{ Standard f

6. Remove any existing snapshot.

Important:
The restored virtual machine does not support the reversion of previous snapshots if they contain virtual disks not
restored.

7. Start the virtual machine afterward.

Important:
If the VM cannot be initialized, please remove the Saved State of the corresponding VM in the Hyper-V Manager, right
click on the corresponding VM and select [Delete Saved State], start the VM again afterward.

Connect..,

Settings...

Start

Snapshot

howe..,
Export...
Rename...

Delete...

Delete Saved State..

Enable Replication..,

Help Page 358 of 610




ONLINE BACKUP MANAGER USER GUIDE

14.2.6 How to restore individual virtual disk
Individual virtual disk can be restored to the original VM, or to be added to a new VM.

Important:
Serious problem may occur if the configuration files are incorrectly modified; it may prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth knowledge on Hyper-V management.

14.2.6.1 How to restore individual virtual disk to original VM
1. Open Hyper-V Manager.
2. Shutdown the VM to be restored to.

3. Login to the backup application’s user interface.

@ Omnline Backuvp Manager @ Online Backup Manager

Login Mame : |username
Passwiord : |......
"] Save password

Login Mame : |username
Passwaord |......
["] Save password

@ Forgotyour passward? @ Forgotyour password?

Language
[English

| OK & || cancel B | Options

Backup Server
|hﬂp |'||hnstname

U= Prowy Setting
71 Use proxy to access the hackup server
Type . o Prowy

Sock
Address

Faort:

User Mame :
Passwoard

| OK & Cancel © = Options
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4. Select the [Restore] button and the corresponding backup set.

Fleasze selectthe backup set

BackupSet

5. Select [Alternate location], then select the virtual disk to be restored.

Restore of individual virtual disk is only supported for restore to [Alternation location].

Show files as of Job : [2013/02/04 | = | |Latest

| |

Folders

Mame

| Size | Date Modified

=8 ﬂ Backup Serer
£ 58w 2-hw-cl-02
=0 F wine
¢ s Virtual Hard Digks
H Ca Virtual Machines
() & Host Component

[ WP o

[F= Restare files to
1 Original lozation

cw Second Virtual Hard Diskhx

4,096 ...
1,478,

201302104 15:22:47
20130031 180212

ltems per page FPage :

@ Alternate location :

Cilsersiadministrator W1 2HVCL

| 4 Previous || StatRestore B || Cancel B
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6. Click [Change]; select the directory path where the virtual disk was originally backed up from.
7. Click the [Start Restore] button to begin the restore process.
8. Start the virtual machine after the restore process is completed.

Important:
If the VM cannot be initialized, please remove the Saved State of the corresponding VM in the Hyper-V Manager, right
click on the corresponding VM and select [Delete Saved State], start the VM again afterward.

Connect..,
Settings..,
Start
Shapshot

hoe..,
Export.
Rename..

Delete...

Delete Saved State..

Enable Replication...

Help

14.2.6.2 How to restore individual virtual disk to a different VM

Important:
Restore of individual virtual disk to a different virtual machine is only supported for virtual disk with no snapshot.

1. Login to the backup application’s user interface.

@ Omnline Backuvp Manager @ Online Backup Manager

Login Mame : |username
Passward : |......
[T Save passwird

Login Mame : |username
Password : |......
[T 5ave passward

@ Forgotyour passward? @ Forgotyour passwoard?

Language
[English

| OK & || cancel @ | [ Options

Eackup Server
|hrlp |'||hnstname

U= Prowy Setting
"1 Use prowy to access the backup server
Type : & Prowy

Sock
Address

Faort:

User Mame
Password

| 0K & || Cancel @ | = Options
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2. Select the [Restore] button and the corresponding backup set.

Fleasze selectthe backup set

BackupSet

3. Select [Alternate location], then select the virtual disk to be restored.

Restore of individual virtual disk is only supported for restore to [Alternation location].

Show files as of Job : [2013/02/04 | = | |Latest

| |

Folders

Mame

| Size | Date Modified

=8 ﬂ Backup Serer
£ 58w 2-hw-cl-02
=0 F wine
¢ s Virtual Hard Digks
H Ca Virtual Machines
() & Host Component

[ WP o

[F= Restare files to
1 Original lozation

cw Second Virtual Hard Diskhx

4,096 ...
1,478,

201302104 15:22:47
20130031 180212

ltems per page FPage :

@ Alternate location :

Cilsersiadministrator W1 2HVCL

| 4 Previous || StatRestore B || Cancel B
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4. Click [Change] to select the location where the virtual disk should be restored.
5. Click the [Start Restore] button to begin the restore process.

6. When the restore process is completed, open Hyper-V Manager from Server Manager by right clicking on the server

pool.

[ Server Manager =|0 -
@ v Server Manager » Hyper-V @1 F  Morage  Tooks  view
_ SERVERS =
I58 Dashboard All servers | 1 total

I Local Server = =

& A B @~ v
BE All Servers M
g File and Storage Services P Server Name  IPva Address Manageability Last Update Wind

WHZ-Habol oo Joac o s an o o cadcancaa o ac 0 cn ool Derformance counters not started

Add Roles and Feature

2/4/2013 4:42:14 PM 00183

Shut Down Local Server

Computer Management
Remote Desktop Connecticn
‘Windows PowerShell

Configure NIC Teaming

Configure Windows Automatic Feedback

Add other servers in the cluster to the server pool

Microsoft-Windows-Hyper-V-VMMS-Admin

W12-HV-CL-02 15266

Microsoft-Windows-Hyper-V-VMMS  Microsoft-Windows-Hyper-V-VYMMS-Admin
Microsoft-Windows-Hvoer-V-VMMS _Microsoft-Windows-Hvoer-V-VMMS-Storace.

W|'|2- HV-CL-02 27262
£

EVENT Update Cluster
evel -
Al “kn! Hyper-V Manager | TASKS
Filter, Manage As .. ‘::‘;':3'
Start Performance Counters
¥
SenvEr fichresh Log Date and Tims
Copy

241 e
2/4/2013 4:22 —

2/4/2013 3:24;
2/4/2013 3:24:~
>

7. Under Virtual Machines, powers down the corresponding virtual machine to be restored to.

8. Select [Setting] to add the restored virtual disk to the VM.
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9. Select [Add Hardware], [SCSI Controller] and press the [Add] button.

| winxp v 4 »|Q

|ﬁ Hardware ~ 4}@ Add Hardware

1K BIOS You can use this setting to add devices to wour virtual machine,
Boak Fram D Select the devices vou want to add and click the Add button,
i Femory

512 MB Metwork Adapter
L3 R Processor Legacy Metwork Adapker
1 Virtual processor Fibre Channel Adapter
= EE IDE Contraller 0 RemateFy 30 Yideo Adapter
_w Hard Drive

WiinkP_s0S70855-E0A0-4. .,

= EE IDE Contraller 1
tﬁ DVD Drive YU can increase the storage available to a virtual machine by adding a SCSI contraller
and attaching virtual hard disks ta it, £ SCSI controller requires integration services in
the quest operating system. Do nat attach & system disk bo a SCSI conkraller, Svskem
= Hard Drive disks must be attached to an IDE controller,
Second Wirtual Hard Disk.v., .

B 5CSI Controller
[+ [H] Metwork Adapker
Intel{R) PROS 1000 MT Metwark, ..

T comi

Mone

T come
Mone

| Disketts Drive
Maore

Physical drive D:

2 Management

1] Mame
winAP

@ Inkegration Services
&ll services offered

{#.| Snapshat File Lacation
ChCluskerStoragelvalumez Wi, ..

ié Smart Paging File Location
ChCZluskerStoragelvalumez i, ..

| | Zancel | |
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10. Select [Hard Drive] and press the [Add] button.

|wiroce | 4 » |Q
# Hardware |

ﬂ #dd Hardware

& BI0S You can add hard drives to your SCSI contraller or remove the SCSI controller From the
Bk Fram D wirkual machine.

B SCSI Controller

[ Memory Click Add to add & new hard drive to this SCST controller,
512 ME
= R Processor
1 Yirtual processor
= IEE IDE Contraller 0
a Hard Drive
WinsP_&D570555-EDAD-4. ..

= EE IDE Controller 1

& DWD Drive
tj Physical drive D ¥aou can configure a hard drive ko use a virtual hard disk ar a physical hard disk. after
¥ ' yau attach the drive to the controller,

(& Hard Drive
Serond Virtual Hard Disk.v... To remove the SCST controller From this wirkual machine, click Remove, All virtual hard
disks attached to this controller will be remaoved but not deleted.
B 5CSl Contraller

SC5I Controller
# [ Metwork Adaprer

Intel{R) PR 1000 MT Metwark, ..

T ocom1

Mane

T comz

Mane

[l Diskette Drive
Mone

# M™anagement
|1 Mame
WirP
@ Inkegration Services
All services offerad
1| Snapshot File Lacation
CihChusterstorageivolumeZivi, .. |
ﬁ Smart Paging File Location '

| | Zancel | |
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11. Select the corresponding [Controller] and [Location] setting.

|wiroce v 4 »|Q

% Hardware & Hard Drive

*ﬂ #Add Hardwiare
1% ETOS You can change how this virtual hard disk is attached to the virkual machine. IF an
Boak fram CO operating system is installed on this disk, changing the attachment might prevent the
_— virtual machine From starting.
emory

512 ME
= R Processor
1 Yirtual processor Media

= B IDE Contraller 0 You can compack or convert a virtual hard disk by editing the associated file,
a Hard Drive Specify the Full path ta the File.

WinsP_&D570555-EDAD-4. .. ® virtual hard disk:

= EE IDE Contraller 1
4 DVD Drive | |
Physical drive D:

Conkraller: Location:
SCSI Contraller W | |D (in use)

Mew || Edit: || Inspeck || Browse. ., |

_w Hard Drive
Second Yirkual Hard Disk.v. .. () Physical hard disk:

®¥E 5CSI Controller
= B SCsI Controller

& Hard Drive 0 If the physical hard disk wou want to use is not listed, make sure that the
ilex disk is offline. Use Disk Management on the physical computer to manage
physical hard disks.

|Disk 1 1,98 GB Bus 0 Lun D Target 0 |

=] [H] Metwork Adapker

InkeliR) PROS1000 MT Network, .
(R} / To remaove the virkual hard disk, click Remowve, This disconnects the disk but does not

? CoM1 delete the associated file,
Mane

T come

Mone

Diskette Drive
Mone

% Management

|1 Mame

iinEP

|i:'| Inkegration Services
&ll services offered

%3] Snapshat File Lacation

| | Zancel | |
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12. Under Media, select [Browse] and browse to the newly restored virtual disk file.

+ | Lo Hyper., » Wirtual hard disks v & | | Search Wirtual hard disks 2 |

Organize - Mew folder B= - m @

el e
B Microsoft Manager— T Date modified Type

o second Virtual Hard Disk 2/452013 322 P Hard Disk
0 Favorites
B Desktop
4 Downloads
':E_--'?I Recent places

= Libraries
@ Documents
Jl Music
[ Pictures
i Wideos

1M Computer vl <] |

File name: || v‘ |‘u"irtual hard disk files

| Open | |

13. Start the virtual machine.

14.3 Backup virtual machines running on Hyper-V Server 20082008 R2 (cluster environ-
ment)

14.3.1 Requirements and recommendations
Please ensure that the following requirements are met by all Hyper-V cluster nodes:
1. 0BM version 6.13 or above is installed on all Hyper-V cluster nodes.
2. The Hyper-V management tools are installed on all Hyper-V cluster nodes.
3. Consider increasing the JVM (Java Virtual Machine) memory allocation to improve performance of the backup operation.

4. It is recommended that the temporary directory have disk space of at least 50% of the largest sized virtual machine to be
backed up.

5. For backup of virtual machine with snapshot, backup of the whole VM instead of individual disk is highly recommended.

6. Special attentions must be paid to the license requirement for backup of all VM in the cluster. Refer to the following
section for details.
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7. The current virtual hard disk specification limits the size of a virtual hard disk to be 2040 GB (2 TB), which can fit a
volume of size 2040 GB minus 2 MB.

For details, please refer to:
http:/blogs.technet.combtanjanajain/archive’201003/23Airtual-hard-disk-vhd-architecture-explained.aspx
http:technet.microsoft.comen-usdibrary/dd183729%28v=ws.10%29.aspx

8. Scheduled backup is required, as all the 0BM on different Hyper-V cluster nodes will base on the scheduled backup
time to activate all the backups at the same time, even all these Hyper-V cluster nodes are located at different timezones.
When the backup on all Hyper-V cluster nodes are finished, a single email report will be generated.

Manual backup and seed load are not considered, as this will be considered as individual Hyper-V backup not an
Hyper-V failover cluster backup.

14.3.2 Limitations

The following are limitations of the MS VM backup module:
1. Virtual machines backed up with the MS VM backup module can only be restored to the original Hyper-V server.
2. Backup of virtual machine with pass through disk (directly attached physical disk) is not supported.

3. For virtual machine with snapshot, the restoration process for individual virtual disk requires manual editing of VM
configuration files.

In-depth knowledge on Hyper-V is required.

4. For backup of individual virtual disk, the restored virtual machine does not support the reversion of previous snapshots, if
the snapshot contains disks which are not previously backed up by 0BM

5. The virtual machine cannot start up if the operating system virtual disk is not restored.
6. OBM installation on each node can only backup VMs owned by that particular node.

7. When one of the OBM is backing up the VMs on the Cluster Shared Volume (CSV), other O0BM with VMs residing on the
same CSV will wait until the backup to finish, before it can continue to backup.

14.3.3 License requirement to backup all virtual machines in a cluster

As all the cluster nodes are using the same Hyper-V Server cluster backup set, for each VM selected on the backup set, 1 add
on module will be counted.


http://blogs.technet.com/b/ranjanajain/archive/2010/03/23/virtual-hard-disk-vhd-architecture-explained.aspx
http://technet.microsoft.com/en-us/library/dd183729%28v=ws.10%29.aspx
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14.3.4 Qverview

The following steps are performed during a backup job:
1. Connection from the backup client to the backup server is established.
2. Download the server file list from the backup server.

3. Commands are issued to the hypervisor to create snapshot (e.g. memory dump) of the virtual machine with Volume
Shadow Copy.

Important:

The corresponding virtual machine will be paused during the snapshot process, and resume when the snapshot is
completed.

Do not attempt to start the virtual machine while it is in the saving state. The snapshot created may be invalid.
Furthermore, the corresponding virtual machine uptime will also be reset to 00:00:00 in the Hyper-V Manager
4. After generating all files, the files are copied to the temporary spool path and upload to OBS.
5. Commands are issued to the hypervisor to remove the Volume Shadow Copy snapshot created.

6. Backup completed successfully.
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14.3.5 How to backup Microsoft virtual machines in cluster environment
Refer to the following instructions to backup VM running on Microsoft Hyper-V Server in cluster environment:
1. Install 0BM on all Hyper-V cluster nodes.

2. Login to the backup application’s user interface.

{@®) online Backup Manager M= = (@) online Backup Manager H= B3
@Online Backup Manager @ Online Bockup Manager
Login Marne : | username Lagin Marme © |username
Fassword : e Password e
"] Save password ["] Save password
@ Forgotyour password? @ Forgot your password?
8]7¢ Cancel B+ Options T Language
Enalish LI
E% Backup Server
hitp Llhustname LI

U= Prowy Setting
] Use proxy to access the hackup server

Type Frosy
Sock
Address
Fort:
User Mame :
Faszsword :

0K Cancel B = Options

3. Select the [Backup Settings] button and the [+ button to start the New Backup Set Wizard.
4. Select [MS VM Backup] from the backup set type dropdown menu.
MNew Backup Set Wizard

E; Backup Set
Mamme : | Backup Set
Type . M3 %M Backup -

. . MS SAL Server Backup -
Un Mt sl Backup
Yersion Inracle Database Server Backup

System State Backup

ShadowProtect System Backup

IS Windows System Backup E

WS Wi Backup
Wihdware Vi Backup s

Mext k Cancel £
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5. Select [Microsoft Hyper-V Server 2008 R2 (Failover Cluster)].

Mew Backup Set Wizard E3

[ Backup Set
Mame: | hyper-y
Type . |MS WM Backup -

Er. Microsoft W Host
Yarsion . Microsoft Hyper-V Server 2008 -
Microsoft Hyper- Server 2008 -
Microsoft Hyper-Y Server 2008 B2

Microsoft Hyper-Y Server 12 (Failover Clustar)

Microsoft Hyper-v Server 2012 =

Mext » Cancel 83

6. Select [Next] to proceed.

7. In the backup source selection screen, select the virtual machine for backup.

To backup all VMs within the cluster setup, select all VMs listed.

MNew Backup Set Wizard Eq

E|3’_=ZEI Microsoft Hyper-V Server R2 (Failower Cluster)
= B bwe-fie HY-F G
B cos5%3-56
| G cosEe 356 vh
“el 2 ubs2-3-58
2 § w03r2-3-55
b ] 2 wi3r2-3-55 whd
‘) Wi 3r2-3-57 whl

4 Previous Mext » Cancel B
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8. Alternatively, select individual virtual disk for backup by expanding the corresponding VM sub tree.

MNew Backup et Wizard Eq

E|5_=Z=§ Microsoft HyperV Server R2 (Failover Cluster)
= B hw-fie HY-F C
B[ 5 cos5%3-56
[ G cosfx3-56.hd
‘15 ubsl-3-58
20 5 wd3r-3-55
fe [ a wi3r2-3-55.vhd
s ) w0 3r2-3-57 ¥hd

1 Previous Mext » Cancel B

9. Configure a backup schedule for unattended backups (required).

Note:
Multiple backup schedules of different types can be configured for the same backup set

10. Select an encryption setting for your backup set.
11. Press the [OK] button to complete the configuration of backup set.
12. Scheduled backup will run automatically at the configured schedule time.

13. Enter the password for the User Authentication for Windows.
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13. Enter the password for the User Authentication for Windows.

Backup Setting
hype v = E‘ General
[3 o [ Backup Set
Mame : |byper-v
Y
| Backup Source Type:  MS WM Backup
l__'ff Backup Schedule User Authentication for Windows
|r]: Encryption Ciomain : Hw-FC
User Mame | Administrator
D_, In-File Delta Password . | ===
& Retention Policy 5"“ Microsoft Vi Host

;'.'; command Line Toal version : Microsoft Hyper-w Server R2 (Failover Cluster)

4. Edtra Backup
L 5
% Local Copy

l{::} Options

Ok Cancel 3

14. Click [Save Setting] button on the O0BM main screen to save the settings.

15. On the next Hyper-V node, open the OBM and click on the same backup set.
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16. Make sure you have checked the checkbox of the “Run scheduled backup on this computer.”

Backup Setting

hyper-v - E' Backup Schedule

[] e Run scheduled backup on this computer
_1 Backup Schedule (Type: Dailv
| Backup Source

1 -:"_f Backup Schedule

|r]: Encreption

). In-File Detta

T ]

& Retention Policy

% Cammand Line Taol

k3. Eutra Backup

L 5

% Local Copy

l{f} Options

Addl Rermoyve 1T Properies

Ok Cancel 3

17. Enter the password for the User Authentication for Windows.
18. Click the [Save Settings] button on the OBM main screen.
19. Repeat step 15 until all the Hyper-V cluster nodes are configured to run the schedule backup.

Note:
Since 6.13.0.0 , 0BS0OBM supports multiple computers to backup on the same Hyper-V failover cluster backup set.
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14.3.6 How to restore Microsoft virtual machines in cluster environment

Refer to the following instructions to restore VM running on Hyper-V in cluster environment.

VM can be restored to the original location with the following condition:

* |f the VM to be restored does not exist on the original hypervisor. The VM will be restored as a new virtual machine.

« |f the VM to be restored still exist on the original hypervisor. The existing VM will be replaced by the backed up version.

Important:

Virtual machine backed up with the MS VM backup module can only be restored to the original Hyper-V cluster node.

1. On the original Hyper-V cluster node, login to the backup application’s user interface.

(@) online Backup Manager H[=] =

@ Online Bockup Manager

Login Mame : | username
FPassword : Sminnn
[T Save passward
@ Forgotyour password?

Ok Cancel E | [# Options

(@ online Backup Manager [_ (O] =]

@ Online Backup Manager

Login Mame . |username
Password iz
[7] Save passward
@ Forgotyour password?

Ea Language

English Ll
i Backup Server

hitp Llhustname LI

‘ag Frowy Setting
[ Use provy to access the backup server

Type: o Proxy
Sock
Address
Fort:
User Mame :
FPassword :

Ok Cancel B = Options
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2. Select the [Restore] button and the corresponding backup set.

Resture

Flease selectthe hackup set

Backup Set

Mext » Cancel B

3. Select the virtual machines to be restored and choose [Original Location] for restore files to.

.Restnre
Show files as of Job : |2011/0916 | = | Latest | = Filter [+
Folders Marme Size Date Modified
= 5§ Backup Server {+] Resource
=0 &5 Ha-Testn1 HA 7% Snapshots
Bl 5 CEV-HP-Node2 o virtual Hard Disks
&0 S Initial Store = Wirtual Machines
=] companents xml 2KB 2011/08M1613:07:26
10KE 2011709716 13:07:26

= writers xml

lterns perpage ;. |50 - Page . 171 |~

Delete 11
= Restorefiles to
® Original location
7

Alternate lacation
Cancel E3

1 Previous Start Restore P

Search <
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Note:
Select the Initial Store if you want to restore the Authorization Manager Security (role based access control) settings.

4. Click the [Start Restore] button to begin the restore process.

5. User will be prompted if a virtual machine selected to be restored exist on the hypervisor.

Replace ¥irtual Machine E

The Virtual machine "CSV-XP-MNode1" already exists.

1 Replace existing vitual machine?
L]

[ Applyto all

Yes LA i [x]

r.1)

Important:
For restore of existing virtual machine (restoring a previous version), the existing virtual machine will be removed before
the restore process begin.

6. When the restore process is completed, the virtual machines will be restored to the original hypervisor.

7. Open Hyper-V Manager, click Start, Administrative Tools and click Hyper-V Manager.

' ADSI Edit |
&, Component Services

éé' Compuker Managemenk

E Data Sources (ODBC)

4 DFS Management

£ DS

@ Event Viewer

-E%u Failover Cluster Manager

55 Fax Service Manager

3.,‘1 File Server Resource Manager
_.E-{, Group Paolicy Management

igfq Inkernet Information Services (115 Man.
&, i5CST Initiakar

i!l Local Security Policy

% rpP1O

.@5 Petformance Monitor

'@ Print Management

5 Security Configuration Wizard
ia Server Manager

i Services v|

csw-administratar

Docurments

Camputer

Metwork

Conkral Panel

Devices and Printers

Adminiskrakive Tools

Help and Suppork

Run...

4

Back

WWindows Security

I |5earch programs and Files

@ Log aoff bl

8. Under Virtual Machines, right click on the newly restored virtual machine, select [Setting].
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9. Modify settings which may be conflicting with other existing virtual machines (e.g. network setting).

BB settings for CSY-XP-Node?

P[] E3

[ C5v-p-Nodez

x4 b |G

% Hardware

0 Mebwork Adapter

™

4:‘ Add Hardware
& BIOS
Boak Fram 0

5 ernory
1024 MB

n Processar

1 Wirkual processor
= I} IDE Controller 0
(s Hard Drive

= I} IDE Contraoller 1

(% DVD Drive
ynguest,iso

SCSI Contraller

I

IeJ Diskette Drive
Tore

# Management

C5Y-2P-Modez_ECDEEEEE-EGS...

i - Mirkual Met ...

Specify the configuration of the network adapter ar remove the netwaork adapter,

Metwaork:
Local Area Conneckion - Virtual Mebwork j

—MaC Address
% [Drynamic

™ Static
& = = 5 7

[” Enable spoofing of MAC addresses

[ Enable virtual LAM identification

—YLARN ID
The VLAN identifier specifies the virkual LA that this virtual maching will use Faor all
network communications through this network adapter,

—

To remowe the network adapter From this virtual machine, click Remowve,

Remove |

L] Mame
ZSY-%P-ModeZ

L Inktegration Services
All services offered

13 Snapshot File Location

¥ Automatic Start Action
Mare

_fj} Automatic Stop Ackion
Save

CihCluskerstoragelYolume3hZ3v-x, .

'ﬂ Use a leqgacy network adapter instead of this network adapter to perform a
nebwork-based installation of the guest operating swstem or when inkegration
setvices are not installed in the guest operating syskem,

oK I Cancel apply

USER GUIDE

10. Start the virtual machine afterward.

Important:

If the following error is displayed during the startup, please remove the Saved State of the corresponding VM.

Hyper-¥ Manager

'CaY-%¥P-MNodel' could not initialize,

An attempt bo read or update virtual machine configuration

failed

j See details

I An error occurred while attempting to start the
" selected virtual machine(s).

]|
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In Hyper-V Manager, right click on the corresponding VM and select [Delete Saved State], start the VM again afterward.

Connect. ..

Setkings. ..

Skart

Snapshot

Expoart...
Rename. ..

Delete. ..

11. For any virtual disk that was not restored (e.g. original backup source did not include all virtual disks configured for the

VM).

Continue to the next steps for instruction to remove the missing virtual disk from the virtual machine’s configuration.

For original virtual machine with no snapshot

1. Open Hyper-V Manager.

& aDsIEdit

H Component Services

;g' Compuker Managemenk
@ Data Sources (ODBC)

,L DF5 Management

& DS

2] Evertt Viewer

% Failover Cluster Manager
55 Fax Service Manager

3,_"1 File Server Resource Manager
_-é’; Group Policy Management

5{5 Hyper-Y¥ Manager

ig:q Internet Infaormation Services (113} Man.

&% i5CST Initiator

—:J_c_nl Local Security Policy

% PO

@i'l Performance Monitor

'@ Print Managerment

i‘l Security Configuration Wizard
_Ela Server Manager

S Services

=i

[l

csy-adminiskrator

Dacuments

Compuker

Metwaork

Cantrol Panel

Devices and Prinkers

Administrative Tools

Help and Support

Run...

1 Back

indows Security

I |5earch programs and Files

@J Log off Pl
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2. Under Virtual Machines, right click on the newly restored virtual machine, select [Setting].

3. For each virtual disk that was not restored, remove the corresponding [Hard Drive] setting from [Hardware].

BB settings for 20110819_WinXP_Pro (1.102) M= B

| 201 10815_WinkF_Pro (1.102) = 4 b |G
# Hardware 21| & Hard Drive
‘rL‘ Add Hardware
e Yiou can change how this virtual hard disk is attached bo the virtual machine, IF an
1) BIOS 5 R o . o
: Boot F o operating system is installed on this disk, changing the attachment might prevent the
e wirtual machine from starting,
[ [+
SRy Contraller: Location:
1024 MB
n Biotasci IDE Contraller 0 ﬂ |1 (in use) j
1 Virbual processor —Media
= EE IDE Contraller 0 You can compack of convert a wirkual hard disk by editing the vhd file, Specify the
(s Hard Drive full path to the file.
UGS MNP, FrOCHAC: & irtual hard disk { vhd) File:

IG:'l,Hyper-'«-"l,Export'lQDl 10819_winkP_Pro (1.1020virtual Hard Disks|Second Yirkual |

= Eif IDE Controller 1 )
. Mew | Edit Inspeck Browse. ..
0% DVD Drive
Mone £ Bhysical hard disk:
¥ 5CSI Controller Iﬁ
e w
4 Metwork Adapter
Local Area Connection - Yirtual ... 'ﬁ} If the physical hard disk vou wank to use is not lisked, make sure that the
L ? COM1 disk iz offline. Use Disk Management on the physical computer to manage
Maone physical hard disks,
= comz
Maone To remove the wirtual hard disk, click Remove, This disconnects the disk but does not

delete the vhd file.

[ Diskette Drive
Mone Remowve |

# Management
L MName
20110819 WinkP_Pro(1,102)
Inktegration Services
All services offered

.
| Snapshat File Lacation
G \Hyper-WiExportiZ0110819_,,, =

I8 Automatic Start Action
Restart if previously running LI

Ok I Cancel Apply

4. Start the virtual machine afterward.

Important:
If the following error is displayed during the startup, please remove the Saved State of the corresponding VM.

Hyper-¥ Manager |

\ I An error occurred while attempting to start the
M gelected yirtual machine(s).

'CaY-%P-MNodel' could not inikialize,

An attempt to read or update virtual machine configuration
failed

j See details
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In Hyper-V Manager, right click on the corresponding VM and select [Delete Saved State], start the VM again afterward.

Connect. ..

Setkings. ..

Skart

Snapshot

Expoart...
Rename. ..
Delete. ..

Delete Saved Skate. ..

Help

For original virtual machine with snapshot

1. Locate the virtual machine’s folder location on the Hyper-V server.

Important:
Serious problem may occur if the configuration files are incorrectly modified; it may prevent the virtual machine from
starting.

Please only perform the following procedures if you have in-depth knowledge on Hyper-V management.
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2. Stop the Hyper-V Virtual Machine Management service.

£} Services =] ES |
File  Acktion ‘iew Help
MY EEEE EEREEE
" Services (Localy Mame = | Diescripkion | Skatus | Skartup Type | Log On As | ﬂ
‘£ Function Discovery Resource Publication Publishest... tanual Local Service
& Group Policy Client The servic..,  Started Aukomatic Local System
£ Health Key and Certificate Management Provides ... Panual Local Systen
£k Human Interface Device Access Enables ge... tanual Local System
‘£ Hyper-¥ Image Management Service Provides I...  Started Aubomatic Local Systern
£k Hyper-¥ Networking Management Service Provides H. Started Aukarmatic Local Systemn
al Management Stark
{ELIKE and AuthIP [Psec Keying Modules The IKEEX. .. Panual Local Sysken
&k Interactive Services Detection Enables us. .. tanual Local Systern
S Inkernet Connection Sharing (1C5) Provides n... Disabled Local Sysken
£ 1IP Helper Provides ku...  Started Aukomatic Local System
£ IPsec Policy Agent Inkernet Pr... tanual Metwark 5.
£ KtmRm For Distributed Transaction Coordinator Coordinate, ., Manual Metwork 5.
ELink-Layer Topalogy Discovery Mapper Creates a ... Marial Local Service
£ Microsoft \MET Framework MGEN +2,0,50727 k54 Microsoft ... Disabled Local System
£ Microsoft \MET Framewark NGEN v2,0.50727 _¥a6 Micrasaft ... Disabled Local Systen
£ Microsoft \MET Framework MGEN w4,0,30319_X64 Microsoft ... Aukomatic (0., Local System
£ Microsoft \MET Framework NGEN w4.0.30319_%86 Micrasaft ... Automatic (0., Local System
£k Microsoft Fibre Channel Platfarm Registration Service Registers k... Manual Local Service
£ Microsoft iSCSI Initiator Service Manages ... Manual Local System
£k Microsoft Software Shadaw Copy Pravider Manages s,..  Started Panual Local Sysken
£ Multimedia Class Scheduler Enables rel... Panual Local Systern
{5k et Msmq Listener Adapter Receives a... Disabled Metwork 5.
‘£ Met.Pipe Listener Adapter Receives a... Disabled Local Service
5k Met, Tep Liskener Adapter Receives a... Dizabled Local Service
£/ Met. Tep Port Sharing Service Provides a... Disabled Local Service
£l Metlogon Maintains a... Panual Local Sysken ;I
@ Standard

3. Remove the corresponding entry from the Virtual Machine configuration $ {VM-GUID} .xml file.

¢ Open the corresponding $ {vM-GUID} .xml file at the following location with a text editor.

${VM-Location}\Virtual Machine\${VM-GUID}.xml
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« Locate the line of all non existing VHD.

<controller0>
<drive0>
<pathname type="string”>D:\Hyper-V\Virtual Machine Namel\Virtual
Hard Disks\Name GUID.avhd</pathname>
<type type="string”>VHD</type>
</drive0>
<drivel>
<pathname type="string”>D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Second Disk GUID.avhd</pathname>
<type type="string”>VHD</type>
</drivel>
</controller0>

<type type="string”>VHD</type>
To

<type type="string”>NONE</type>

<controller0>

<drive0>
<pathname type="string”>D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Name GUID.avhd</pathname>
<type type="string”>VHD</type>

</drive0>

<drivel>
<pathname type="string”>D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Second Disk GUID.avhd</pathname>
<type type="string”>NONE</type>

</drivel>

</controller0>

« Save the changes afterward.
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4. Remove the corresponding entry from the Snapshot configuration $ {GUID} . xm1 file.

 Open the corresponding snapshot’s $ {GUID} . xm1 file at the following location with a text editor.

${VM-Location}\Snapshots\${GUID}.xml

* Locate the line of all non existing virtual disk.

<controller0>
<drive0>
<pathname type="string”>D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Name_ GUID.vhd</pathname>
<type type="string”>VHD</type>
</drive0>
<drivel>
<pathname type="string”>D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Second Disk GUID.vhd</pathname>
<type type="string”>VHD</type>
</drivel>
</controller0>

¢ Modify the line from:
<type type="string”>VHD</type>
To

<type type="string”>NONE</type>

<controller0>

<drive0>
<pathname type="string”>D:\Hyper-V\Virtual Machine Namel\Virtual
Hard Disks\Name GUID.vhd</pathname>
<type type="string”>VHD</type>

</drive0>

<drivel>
<pathname type="string”>D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Second Disk GUID.vhd</pathname>
<type type="string”>NONE</type>

</drivel>

</controller0>

 Repeat the same step for each snapshot.
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5. Start the Hyper-V Virtual Machine Management service.

£} Services =] ES |
File  Acktion ‘iew Help
MY EEEE EEREEE
" Services (Localy Mame = | Diescripkion | Skatus | Skartup Type | Log On As | ﬂ
‘£ Function Discovery Resource Publication Publishest... tanual Local Service
& Group Policy Client The servic..,  Started Aukomatic Local System
£ Health Key and Certificate Management Provides ... Panual Local Systen
£k Human Interface Device Access Enables ge... tanual Local System
‘£ Hyper-¥ Image Management Service Provides I...  Started Aubomatic Local Systern
£k Hyper-¥ Networking Management Service Provides H. Started Aukarmatic Local Systemn
al Management Stark
{ELIKE and AuthIP [Psec Keying Modules The IKEEX. .. Panual Local Sysken
&k Interactive Services Detection Enables us. .. tanual Local Systern
S Inkernet Connection Sharing (1C5) Provides n... Disabled Local Sysken
£ 1IP Helper Provides ku...  Started Aukomatic Local System
£ IPsec Policy Agent Inkernet Pr... tanual Metwark 5.
£ KtmRm For Distributed Transaction Coordinator Coordinate, ., Manual Metwork 5.
ELink-Layer Topalogy Discovery Mapper Creates a ... Marial Local Service
£ Microsoft \MET Framework MGEN +2,0,50727 k54 Microsoft ... Disabled Local System
£ Microsoft \MET Framewark NGEN v2,0.50727 _¥a6 Micrasaft ... Disabled Local Systen
£ Microsoft \MET Framework MGEN w4,0,30319_X64 Microsoft ... Aukomatic (0., Local System
£ Microsoft \MET Framework NGEN w4.0.30319_%86 Micrasaft ... Automatic (0., Local System
£k Microsoft Fibre Channel Platfarm Registration Service Registers k... Manual Local Service
£ Microsoft iSCSI Initiator Service Manages ... Manual Local System
£k Microsoft Software Shadaw Copy Pravider Manages s,..  Started Panual Local Sysken
£ Multimedia Class Scheduler Enables rel... Panual Local Systern
{5k et Msmq Listener Adapter Receives a... Disabled Metwork 5.
‘£ Met.Pipe Listener Adapter Receives a... Disabled Local Service
5k Met, Tep Liskener Adapter Receives a... Dizabled Local Service
£/ Met. Tep Port Sharing Service Provides a... Disabled Local Service
£l Metlogon Maintains a... Panual Local Sysken ;I
@ Standard

6. Remove any existing snapshot.

Important:
The restored virtual machine does not support the reversion of previous snapshots if they contain virtual disks not
restored.

7. Start the virtual machine.

Important:
If the following error is displayed during the startup, please remove the Saved State of the corresponding VIM.restored.

Hyper-¥ Manager |

An error occurred while attempting to start the
selected virtual machine(s).

'CaY-%P-MNodel' could not inikialize,

An attempt to read or update virtual machine configuration
failed

j See details
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In Hyper-V Manager, right click on the corresponding VM and select [Delete Saved State], start the VM again afterward.

Connect. ..

Setkings. ..

Skart

Snapshot

Expoart...
Rename. ..
Delete. ..

Delete Saved Skate. ..

Help

14.3.7 How to restore individual virtual disk of Microsoft virtual machines in cluster envi-
ronment

Individual virtual disk can be restored to the original VM, or to be added to a new VM.

Important:
Serious problem may occur if the configuration files are incorrectly modified; it may prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth knowledge on Hyper-V management.

14.3.7.1 How to restore individual virtual disk to the original VM
1. Open Hyper-V Manager.

2. Shutdown the VM to be restored to.

Page 386 of 610
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3. Login to the backup application’s user interface.

I@ Online Backup Manager I [=x]

l@l Online Bockup Manager

Login Mame © | username
Fassword : R

["] Save passward

@ Forgot your passward?

0K Cancel B [# Options

(@I Online Backup Manager E =l

@ Online Backup Manager

Login Mame © | username
Password A
|| Save passward
@ Forgot your passward?

i Language
English ll

E] Backup Server

hitp ll hosthame ll

‘ﬂﬂ Proxy Setting
[T Use proxy to access the hackup server

Type Frowy
Sock
Address
Fart:
UserMame :
Fassword

(o]4 Cancel = Options

4. Select the [Restore] button and the corresponding backup set.

@Restnre

Flease selectthe backup set

Backup Set

Mext » Cancel 3
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5. Select [Alternate location], then select the virtual disk to be restored.

Restore of individual virtual disk is only supported for restore to [Alternation location].

.Restnre
Show files as of Job o [2012/01720 = Latest A Filter '+
Folders MNarme Size Date Madified
= f] Backup Server | Second ¥irtual Hard Disk.vhd 1,048, 200201720 11:30:01

= [0 B8 WIN-NZHDCAUGN3I
ElD = 2@110819_Win><F'_
B[ & Snapshots

[0 L» Vittual Hard Dis
B3 vidual Machine:
-1 5] Initial Stare

P »
Delete 1 lterns per page ;. |50 i Page . 171 |~

[E= Restorefiles o
Qriginal location

® Alternate location : | Cillsers\tdministrator Change &

Search < 1 Previous Start Restore P Cancel 3

6. Click [Change]; select the directory path where the virtual disk was originally backed up from.
7. Click the [Start Restore] button to begin the restore process.
8. Start the virtual machine after the restore process is completed.

Important:
If the following error is displayed during the startup, please remove the Saved State of the corresponding VM.

Hyper-¥ Manager |

| An error occurred while attempting to start the
= selected virtual machine{s).

'CaY-%P-MNodel' could not inikialize,

An attempt to read or update virtual machine configuration
failed

j See details




ONLINE BACKUP MANAGER USER GUIDE

In Hyper-V Manager, right click on the corresponding VM and select [Delete Saved State], start the VM again afterward.

Connect. ..

Setkings. ..

Skart

Snapshot

Expoart...
Rename. ..

Delete. ..

14.3.7.2 How to restore individual virtual disk to a different VM

Important:
Restore of individual virtual disk to a different virtual machine is only supported for virtual disk with no snapshot.

1. Login to the backup application’s user interface.

{®) online Backup Manager M=l = {@ online Backup Manager M= E

l@lclnline Bockup Manager @ Online Backup Manager
Login Mame : |username Login Mame : |username
FPassward b Password R
[7] Save passward [”] SBave passward
@ Forgotyour passwaord? @ Faorgot vour passward?
oK Cancel B [ Options i Language
English =
Ei] Backup Server
hitp ll hasthame ll

‘ag Proxy Setting
[ Use provy to access the backup server

Type: o Proxy
Sock
Address
Fart:
UserMame :
Fassword

Ok Cancel B = Options
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2. Select the [Restore] button and the corresponding backup set.
Resture

Flease selectthe hackup set

Backup Set

Mext » Cancel B

3. Select [Alternate location], then select the virtual disk to be restored. Restore of individual virtual disk is only supported
for restore to [Alternation location].

[@restore E
Show files as of Job . | 2012/01/20 | = |Latest = Filter |+
Folders Marme Size Date Modified
El- 5 Backup Server __| 2econd virtual Hard Disk.vhd

B O §8 WIN-NZHDCAUGH
B0 S 20110819_WinP_
¢ - 0E3 snapshots

-0 Lo virtual Hard Dis

- B3 vidual Machine:
&1 &5 Initial Store

1,048, 201201720 11:30:01

4

Delete 10

lterns per page . |50 - Page: 171 |~
= Restorefiles to

Qriginal locatian

® Alternate location | ChUsers\Wdministrator

Change %
Search

4 Previous Start Restore B Cancel B
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4. Click [Change] to select the location where the virtual disk should be restored.

5. Click the [Start Restore] button to begin the restore process.

6. When the restore process is completed, open Hyper-V Manager.

' ADSI Edit |
&, Component Services

;é' Compuker Managemenk
E Data Sources (ODBC)
,__ DFS Management

£ DS

@ Event Viewer

% Failower Clusker Manager
55 Fax Service Manager

3.,‘1 File Server Resource Manager
j{, Group Paolicy Management

9
& iSCST Initiator

i!l Local Security Policy

% rpP1O

lé'i'l Performance Monitor

'@ Print Management

:zs__‘ra Security Configuration Wizard
ia Server Manager

i Services v|

4

Back

csw-administratar

Documents

Camputer

Metwork

Conkral Panel

Devices and Printers

Adminiskrakive Tools

Help and Suppork

Run...

WWindows Security

I |5earch programs and Files

@J Log aoff bl

7. Under Virtual Machines, powers down the corresponding virtual machine to be restored to.

8. Select [Setting] to add the restored virtual disk to the VM.
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9. Select [Add Hardware], [SCSI Controller] and press the [Add] button.

BB settings for 20110819_WinXP_Pro (1.102) M= B
| 201 10815_WinkF_Pro (1.102) Tl 4 b |G
W—* Hardware = 97 Add Hardware
1| BIOS ou can use this sekting to add devices to your wirtual machine.
Boot Fram CD Select the devices vou want ko add and click the Add buttan,
5 ernory
1024 M Tebwork Adapter
D F‘ru:u;essor Legacy Metwork Adapker
1 ¥irtual processor RemateFy 30 video Adapter

= i IDE Controller 0

(s Hard Drive
20110519 WinkP_Pro_D29...

(=& Hard Drive Add
Second Yirkual Hard Disk_E. .

= B IDE Cantraller 1 Yiou can attach virkual hard disks o a SCSI contraller ba increase the amount of storage

Lot IS available to a virtual machine, Install the inkegration services in the guest operating
4 DVD Drive syskem ko improve performance when using storage attached to a SCSI contraller, Do

nok attach a system disk to a SC31 controller, & wirtual hard disk that conkains an

Mone
operating system must be attached to an IDE controller.

B SCSI Contraller
0 Metwork Adapter
Local Ares Conneckion - Virtual ...
= comi
Mone
= comz
More
[ Diskette Drive
Mone
# Management

L MName

20110819 Win%P_Pro(1.102)
.i. Integration Services

all services offered

| Snapshat File Lacation

@ Hyper-WiExporti20110519_,,, =
I8 Automatic Start Action

Restart if previously running LI

Ok I Cancel Apply
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10. Select [Hard Drive] and press the [Add] button.

BB settings for 20110819_WinXP_Pro (1.102) M= B
| 201 10815_WinkF_Pro (1.102) = 4 b |G
% Hardware =1 | & scsIController
‘rL Add Hardware
A BICS ou can add hard drives to your SC5T controller or remowe the SCST contraller Fram the
. Boak Fram 0 machine.
(L — Click on the Add button to add a new hard drive ko this SCSI controller,
1024 MB

D Processar
1 Wirkual processor

= i IDE Controller 0

(s Hard Drive
20110819 WinkP_Pro_D29...
(=& Hard Drive add
Second Yirkual Hard Disk_E. .

= I IDE Controller 1 You can configure a hard drive to use a virtual hard disk or a physical hard disk after

4 DVD Drive wou atkach the drive to the controller,
Mone
& 5CSI Controller Ta remove the virtual storage adapter From this virtual machine, cick Remove

i3 5CSI Controller Controller, All virtual hard disks attached to this controller will be removed but nok

m deleted,
W Metwork Adapter

Local Ares Conneckion - Virtual ...
4 Remowve Contraller |
T comi

Mane

= comz
Tore

[ Diskette Drive
Tone

# Management

L MName
20110319 _WinkP_Pro (1.102)
.i. Inkegration Services
all services offered —

13| Snapshot File Location
G \Hyper-wiExporth20110819_...
I Automatic Start Ackion x|

Ok I Cancel Apply
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11. Select the corresponding [Controller] and [Location] setting.
= B3

BB settings for 20110819_WinXP_Pro (1.102)

R

P
L

| 201 10815_WinkF_Pro (1.102)

# Hardware

FY

‘ri‘ Add Hardware
& BIOS
Boak Fram 0

5 ernory
1024 MB

D Processar

1 Wirkual processor
= i IDE Controller 0
(s Hard Drive

(=& Hard Drive
Second Yirkual Hard Disk_E. .

= EE1F IDE Controller 1
% DVD Drive
Mone
B SCSI Contraller
= %! SCSI Controller

(s Hard Drive
<file=

0 Metwork Adapter

m

T comi
Tore

= comz
Tone

I Diskette Drive
Tare

# Management

20110519 _WinXP_Pra_DZ9...

Local Area Connection - Yirtual ...

L Mame
20110819_winxP_Pro{1,102)

L Inkegration Services
all services offered

13| Snapshot File Location

(s Hard Drive

‘fou can change how this virtual hard disk is attached ta the virtual machine, IF an
operating svstem is installed on this disk, changing the attachment might prevent the
wvirtual machine From starting.

Location:

=l

Contraller:
5251 Contraller

I

—Media
¥ou can compack ar conwert a virkual hard disk by editing the vhd file. Specify the
full path to the file,

& yirtual hard disk { vhd) file:

Edit: Inspect: | Browse. .. I

Mew |

1 Physical hard disks
.@‘_. If the physical hard disk vou wank to use is not lisked, make sure that the

disk iz offline. Use Disk Management on the physical computer to manage
physical hard disks,

To remove the wirtual hard disk, click Remove, This disconnects the disk but does not

delete the vhd file.
Remowve |

Ok Cancel Apply
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12. Under Media, select [Browse] and browse to the newly restored virtual disk file.

Eﬂpen
6(_;}v| . = Computer = Server (F!) + Restore - - ml Search Restore [.‘]
Organize *  Mew folder == o« [0l '@'

=m o - iFi
Microsoft Managemei | Bane | Daliz ol sg | Type

. Second Yirkual Hard Disk, whd [31j2012 1134 aM WHD File

1 Favarites
Bl Cesktop
4 Downloads
£ Recent Places

4 Libraries
18 Computer

&, os Rz

o TErver (Fi) -

= |7 | i
File names | Secand Virtual Hard Disk vhd x| |virtual hard disk files (*whd 7]
Open | Cancel |

4

13. Start the virtual machine.
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15 Backup/Restore Microsoft Exchange Server

This chapter describes in details how to backup and restore Microsoft Exchange Server with OBM.
15.1 Supported versions
15.2 Backup Microsoft Exchange Server 2003 /2007

15.2.1 Requirements and recommendations
Please ensure that the following requirements are met by the MS Exchange server:
1. 0BM is installed on the MS Exchange server.

2. The Exchange databases selected for backup will be temporarily spooled to a temp directory before being uploaded to
the backup server.

It is recommended that the temporary directory have disk space of at least 120% of the total database size (e.g. total size
of all .edb files found within the MS Exchange Server installation folder).

3. It is recommended that the temporary directory be configured on a local drive.

4. For Exchange server with Active Directory installed, a System State backup must be performed regularly with the MS
Exchange server backup.

15.2.2 Qverview

For a complete Exchange server backup, backup for the following components must be performed:

System State
For Exchange server with Active Directory installed, as part of the restore, the system state of the server must also be restored.

Running regular system state backups of the Exchange is therefore crucial, as it ensures that the system state data is
synchronized with the Exchange database data.

Information Store (Exchange 2003 /2007)
The Information Store of Exchange 2003 and 2007 contains both mailbox store and public folder store data.

The server stores data into two files - . edb and . stm file that forms an Exchange store repository.

The default mailbox store on an Exchange 2003 server uses filename Privl.edb and Privl. stm; the default public
folder store uses the filename Pub1l.edb and Publ.stm.

The . edb file contains tables that hold metadata for all e-mail messages and other items in the Exchange store, while . stm
stores native Internet content.
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15.2.3 How to backup Microsoft Exchange Server 2003 /2007
Refer to the following instructions to backup Microsoft Exchange Server 2003 or 2007:
1. Install OBM on the MS Exchange Server.

2. Login to the backup application’s user interface.

= [= BT (@) online Backup Manager [_ O] =]

|@| Online Backup Manager

@ Online Bockup Manager @ Online Bockup Manager

Login Mame : | username
Password iz
[ Bave passward
@ Forgotyour password?

Lodin Mame : username
FPassword : Sminnn
[T Bave passward
@ Forgotyour password?

8]7¢ Cancel B+ Options T Language
English |
Egj Backup Server
hitp Llhustname LI

U= Prowy Setting
] Use proxy to access the hackup server

Type Frosy
Sock
Address
Fort:
User Mame :
Faszsword :

0K Cancel B = Options

3. Select the [Backup Settings] button and the |+/button to start the New Backup Set Wizard.

4. Enter the name of the backup set.

5. Create a MS Exchange Server Backup set by selecting [MS Exchange Server Backup] from the backup set type
dropdown menu.
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6. Select the corresponding Exchange version from the version dropdown menu.

New Backup Set Wizard |

i Backup Set
Mame: | Backup Set
Type: M3 Exchange Server Backup -

4 Microsoft Exchange Server

Varsion ;. |Microsoft Exchange 2000 Server post-SP3 x
Microsoft Exchange 2000 Server post-5P3 -
Microsoft Exchange Server 2003
Microsoft Exchange Server 2007

ticrosoft Exchange Server 2010 -

Mext» Cancel £

7. Select [Next] to proceed.

8. In the backup source selection screen, select the Information Store for backup.
New Backup Set Wizard |

=B85 Microsoft Exchange Server
=0 B winzks
- % Microsoft Infarmation Stare
=k @i First Starage Group
[ |l Mailbox Database
=k g Second Storage Group
2 |l Public Folder Database

4 Previous Mext b Cancel E3
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9. Configure a backup schedule for unattended backups.

Database Backup Schedule Propetties E3 |

Marme : | Database Backup Schedule

I) Backup

W Database
) Log File

& Tye
Weekly =

Backup an the following day(s) everny weel
[~ Sunday ] Manday ] Tuesday
[C1vWednesday o Thursday | Friday
[ Saturday

@ Time

At b
Start: |21 = |00 =
Stop: on completion (Full Backup)

[~ Skip backup if previous job is still running

Ok Cancel £

MENU ITEMS DESCRIPTION
Name Enter a backup schedule name of your choice.
Backup Select backup type [Database/Log File].
Note:
Select database type for full database backup, or select log file type for transaction log
backup.
Type Select backup schedule type [Daily/Weekly /Monthly / Custom].
Time Select backup schedule time type [At/Periodically].
Note:
Select backup schedule time at to perform backup at a certain time, or select backup
schedule time periodically to perform backup every X minutes/hours.
Skip backup if previous Select whether to stop the backup job from running if a previous backup job is still
job is still running running.
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11. Press the [OK] button to complete the configuration of the [New Backup Size Wizard].

12. Configure the temporary backup folder, select [Backup Setting], [Options].

Backupsetting |

Backup Set Options

2 = ) )

[} General == Temporary Directory for storing backup files

DiaTemp Change %
y

| Backup Source Remove temporary files after hackup

{__'j“_; Backup Schedule [fy Advanced Options

5 ; Transfer Block Size: 128 = | kbytes

|r]: Encryption

[}, In-File Delta

)

& Retention Policy
%= Comemand Line Tool
e

Extra Backup
L ;
1" Local Copy

#:3 Options

Ok Cancel E3

Note:
The temporary directory can be set to a local or network path.

Please be reminded to fill in the [User Authentication for Windows] setting if a network path is selected.
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Backup Setting |
Eackup Set - +— General
|J General [E; Backup Set
Mame: Backup Set
Backup Source Type:  MS Exchange Serer Backup
l_f’ Backup Schedule Uszer Authentication for Windows
|1 . . Domain : Daormain Mame
== Encryption
E= I UserMame : | administrator
|;! In-File Delta Paggword 1 =
& Retention Policy 4 Microsoft Exchange Server

. Wersion . Microsoft Exchange Server 2007
ar> | Comimand Line Tool

1 Backup
L 5
% Local Copy

#3} Options

Ok Cancel E3

For database specific backup type, data files spooled by the latest backup job can be kept by disabling the [Remove
temporary files after backup] option.
Cptions

X% Temporary Directory for staring backup files
DATemp Change &
[T Remove ternporary files after backup

[ Advanced Options
Transfer Block Size : (128 | = klntes

13. Scheduled backup will run automatically at the configured schedule time.
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14. Click [Backup] button on the left panel to perform a backup immediately.

Backup Options Ed |

E‘; Eackup Set
Backup Set -

_t) Eackup

i Database
0 Log File

(]S Cancel B | # Options

MENU ITEMS DESCRIPTION
Backup Select backup type [Database/Log File].
Note:

Select [Database] type for full database backup, or select [Log File] type for
transaction log backup.

Important:

For Exchange server with Active Directory installed, a System State backup must be performed regularly with the MS
Exchange server backup.
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15.3 Restore Microsoft Exchange Server 2003 /2007
Refer to the following instructions to restore Microsoft Exchange Server 2003/2007:
1. Prepare the operating system for the Exchange Server restore (if required).

Install the original version of Windows and Exchange Server (with the same level of service pack installed as in the
original system).

2. Restore Windows Active Directory (if required).
Restore the System State data from OBS, and then restore the System State using Ntbackup/WBAdmin.exe.
Refer to the “How to restore Windows System State” chapter for detailed instruction.

3. Install OBM (if required).
Refer to the Installing OBM chapter for details instruction.

4. Startup the [Microsoft Information Store] services from Windows Services.

5. Restore the Exchange database from backup; restore the database backup files from the OBS server.

Please ensure the directory structure is the same as it appears in the File Explorer:

-->[Restore Destination]

—————— >[Server]

—————————— >[Microsoft Information Store]
—————————————— >[First Storage Group]
—————————————————— >[Database]
—————————————————————— >Privl.edb
—————————————————————— >Privl.stm
—————————————————— >E0000001.1log
—————————————— >[Second Storage Group]
—————————————————— >[Public Folder Store(Server) ]
—————————————————————— >Publ.edb
—————————————————————— >Publ.stm
—————————————————— >E0100001l.1log

If a different version of the database to be restored exists on the MS Exchange server, please dismount it from the
services using System Manager or Exchange Management Console for MS Exchange 2003 and 2007 respectively.

6. Use the [ExchangeRestore32.exe/ExchangeRestore64.exe] file found from the OBM [bin] directory to restore the
database.

For 32bit MS Exchange installation:
${0BM-Install-Home}\bin\ExchangeRestore32.exe

For 64bit MS Exchange installation:
${0BM-Install-Home}\bin\ExchangeRestore64.exe
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Example 1
For restore of all databases from backup data [E:\Backup] to an Exchange Server named [win2k8] using the temporary
directory [E:\Temp]

Backup data source = E:\Backup
Temp folder for restore process = E:\Temp
Exchange server name = Win2k8

The following command can be used:

Exchange server recovery - Example 1

C:\Program Files\OBM\bin>ExchangeRestore64 DIR="E:\Backup” TEMP="E:\
Temp” SERVER="win2k8"”

Microsoft Exchange Server 2000/2003/2007 Backup Recovery Utility

[Start] Exchange Server - ‘win2k8’
[Start] Service - ‘Microsoft Information Store’
[Start] Storage Group - ‘First Storage Group’
[Start] Database - ‘Mailbox Database’
Restoring file ‘C:\Program Files\Microsoft\Exchange Server)\
Mailbox\First Storage Group\Mailbox Database.edb’ ...
[End] Database - ‘Mailbox Database’
[Start] Restoring transaction log - ‘First Storage Group’
Restoring Log File ‘E:\Temp\restore.tmp\First Storage Group\
EO00000B7CF.log’ ...
Restoring Log File ‘E:\Temp\restore.tmp\First Storage Group\
E000000B7D0.log’" ...
Restoring Log File ‘E:\Temp\restore.tmp\First Storage Group\
E000000B7D1l.l0og’" ...
[End] Restoring transaction log - ‘First Storage Group’
[Start] Applying transaction log ...
[End] Applying transaction log

[End] Storage Group - ‘First Storage Group’
[Start] Storage Group - ‘Second Storage Group’
[Start] Database - ‘Public Folder Database’

Restoring file ‘C:\Program Files\Microsoft\Exchange Server)\
Mailbox\Second Storage Group\Public Folder Database.edb’ ...
[End] Database - ‘Public Folder Database’
[Start] Restoring transaction log - ‘Second Storage Group'’
Restoring Log File ‘E:\Temp\restore.tmp\Second Storage
Group\E0100004F10.log’ ...
Restoring Log File ‘E:\Temp\restore.tmp\Second Storage
Group\E0100004F1l.log’ ...
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[End] Restoring transaction log - ‘Second Storage Group’
[Start] Applying transaction log ...
[End] Applying transaction log

[End] Storage Group - ‘Second Storage Group'’
[End] Service - ‘Microsoft Information Store’
[End] Exchange Server - ‘win2k8’

Mount the Exchange database afterward in System Manager for Exchange 2003 or Exchange Management Console for
Exchange 2007.

Example 2
For restore of database name [mail] in storage group [SG5] from backup data [E:\Backup] to an Exchange Server named

[win2k8] using the temporary directory [E:\Temp]

Backup data source = E:\Backup

Temp folder for restore process = E:\Temp

Exchange server name = win2k8

Database to be restored = [Mailbox Database] of storage group [First Storage Group]

The following command can be used:

Exchange server recovery - Example 2

C:\Program Files\OBM\bin>ExchangeRestore64 DIR="E:\Backup” TEMP="E:\
Temp” SERVER="win2k8” SERVICE="Microsoft Information Store”
STORAGE="First Storage Group” DATABASE="Mailbox Database”

Microsoft Exchange Server 2000/2003/2007 Backup Recovery Utility

[Start] Database - ‘Mailbox Database’
Restoring file ‘C:\Program Files\Microsoft\Exchange Server\Mailbox\
First Storage Group\Mailbox Database.edb’ ...

[End] Database - ‘Mailbox Database’

[Start] Restoring transaction log - ‘First Storage Group’
Restoring Log File ‘E:\Temp\restore.tmp\First Storage Group\
EOO0O000O0OB7CF.log

1
o o

Restoring Log File ‘E:\Temp\restore.tmp\First Storage Group\
E000000B7D0.1log
Restoring Log File ‘E:\Temp\restore.tmp\First Storage Group\
E0O00000B7Dl.1log

4
° o
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[End] Restoring transaction log - ‘First Storage Group’
[Start] Applying transaction log ...
[End] Applying transaction log

Mount the Exchange database afterward in System Manager (for Exchange 2003) or Exchange Management Console
(for Exchange 2007).

7. Repeat the same procedure for each database to be restored.

Note:
Verify under the Event Viewer if there is any error generated during the restore process.

8. If the restore process failed with errors such as bad signature, or null error, the backed up database file restored may be
incorrect.

Please try to manually restore and mount the database and log files.

Mounting database file manually

9. Dismount the Exchange database using the System Manager for Exchange 2003, or Exchange Management Console for
Exchange 2007.

10. Copy all restored database and log files to the Exchange database folders.

Exchange 2003 default folder path is
${Exchange-Install-Home} \MDBDATA

Exchange 2007 default folder path is
${Exchange-Install-Home}\Mailbox\First Storage Group
${Exchange-Install-Home}\Mailbox\Second Storage Group
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11. Initiate soft recovery mode by applying the transaction log file EOO to the database.

Enter the following commands:

C:\Program Files\Microsoft\Exchange Server\Mailbox\First Storage
Group>eseutil /r e00

Extensible Storage Engine Utilities for Microsoft(R) Exchange Server
Version 08.01
Copyright (C) Microsoft Corporation. All Rights Reserved.
Initiating RECOVERY mode...
Logfile base name: e00
Log files: <current directory>
System files: <current directory>

Performing soft recovery...

Operation completed successfully in 0.813 seconds.

11. Initiate soft recovery mode by applying the transaction log file EOO to the database.

Enter the following commands:

C:\Program Files\Microsoft\Exchange Server\Mailbox\First Storage
Group>eseutil /p “Mailbox Database.edb”

Extensible Storage Engine Utilities for Microsoft(R) Exchange Server
Version 08.01
Copyright (C) Microsoft Corporation. All Rights Reserved.
Initiating REPAIR mode...
Database: Mailbox Database.edb
Temp. Database: TEMPREPAIR3760.EDB

Checking database integrity.

Scanning Status (% complete)
0 10 20 30 40 50 60 70 80 90 100
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13. Mount the Exchange database afterward in System Manager for Exchange 2003 or Exchange Management Console for
Exchange 2007.

14. The restore of Exchange Server is now completed.

15.4 Backup Microsoft Exchange Server 2010

15.4.1 Requirements and recommendations
Please ensure that the following requirements are met by the MS Exchange server:
1. OBM version 5.5.8.0 or above is installed on the Exchange server.

For Exchange server 2010 with database availability group (DAG) backup option, please refer to the next section for
details.

2. Databases of the Exchange server are spooled to a temporary directory before being uploaded to the offsite backup
server.

It is recommended that the temporary directory have disk space of at least 120% of the total database size (e.g. total size
of all .edb files found within the MS Exchange Server installation folder).

Since 6.11.0.0, the Exchange server 2010 backup will no longer required to spool the database to the hard disk,
however the VSS Exchange backup still requires certain amount of disk space to operate. Microsoft suggested that some
shadow copy mechanism may required to reserve 100% of the original database.

Reference: httpZmsdn.microsoft.com/en-usibraryexchange/aa579091%28v=exchg.140%29.aspx
3. It is recommended that the temporary directory be configured on a local drive.

4. For Exchange server with Active Directory installed, a System State backup must be performed regularly with the MS
Exchange server backup.

15.4.2 Overview
For a complete Exchange server backup, backup for the following components must be performed:

Windows System State
For Exchange server with Active Directory installed, as part of the restore, the system state must also be restored.

Running regular system state backups of the Exchange is therefore crucial, as it ensures that the system state data is
synchronized with the Exchange database data.

Microsoft Information Store (Exchange 2010)
The Information Store of Exchange 2010 contains the data, data definitions, indexes, checksums, flags, and other information
that comprise mailboxes in Exchange.
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Mailbox databases hold data that’s private to an individual user and contain mailbox folders generated when a mailbox is
created for that user. A mailbox database is stored as an Exchange database .edb file.

Public folder databases contain the data, their definitions, indexes, checksums, flags, and other information that comprise any
public folders in your Exchange organization.

In Exchange Server 2010, public folders are an optional feature.

15.4.3 How to backup Microsoft Exchange Server 2010
Refer to follow the instructions to backup Microsoft Exchange Server 2010:
1. Install 0OBM on the MS Exchange Server.

2. Login to the backup application’s user interface.

{®) online Backup Manager M=l = {@ online Backup Manager M= E
l@lclnline Bockup Manager ® Online Backup Manager
Login Mame : |username Login Mame : |username
FPassward b Password R
[7] Save passward [”] SBave passward
@ Forgotyour passwaord? @ Faorgot vour passward?
oK Cancel B [ Options i Language
English =
E] Backup Server
hitp ll hasthame ll

‘ag Proxy Setting
[ Use provy to access the backup server

Type: Frosy
Sock
Address
Fart:
UserMame :
Fassword

Ok Cancel B = Options

3. Select the [Backup Settings] button and the |+ button to start the New Backup Set Wizard.

4. Enter the name of the backup set.

5. Create a MS Exchange Server Backup set by selecting [MS Exchange Server Backup] from the backup set type
dropdown menu.
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6. Select the corresponding Exchange version from the version dropdown menu.

New Backup Set Wizard |

i Backup Set
Mame: | Backup Set
Type: M3 Exchange Server Backup -

5 Microsoft Exchange Server
Varsion ;. |[Microsoft Exchange Server 2010 x
Microsoft Exchange 2000 Server post-5P3 -
Microsoft Exchange Server200z [
Microsoft Exchange Server 2007 S

Microsoft Exchange Serer 2010

Mext» Cancel £

7. Select [Next] to proceed.

8. In the backup source selection screen, select the Information Store for backup.
New Backup Set Wizard |

=-E5 Microsoft Exchange Server
= O g Microsoft Infarmation Store
=-0 8 aavwsx-R2ETP-2
~ O @ Public Folder

----- [N Mailbox Database 2125901992

4 Previous Mext b Cancel E3
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9. Configure a backup schedule for unattended backups.

Backup Schedule Properties [ x|
Mame: |Backup Schedule
I) Backup
- Fyll

) Copy (does not truncate the transaction logs)
' Incremental
[ Differential (does nottruncate the transaction logs)

& Tyoe
Draily -
Backup everyday
(BI Time
At -

Start: |23 = | 00 =
stop o on completion (Full Backup

["] Skip backup if previous job is still running

Ok Cancel B

MENU ITEMS DESCRIPTION
Name Enter a backup schedule name of your choice.
Backup Select backup type [Full/Copy/Incremental / Differential].
Type Select backup schedule type [Daily/Weekly /Monthly / Custom].
Time Select backup schedule time type [At/Periodically].
Note:
Select backup schedule time at to perform backup at a certain time, or select backup
schedule time periodically to perform backup every X minutes/hours.
Skip backup if previous Select whether to stop the backup job from running if a previous backup job is still
job is still running running.




ONLINE BACKUP MANAGER USER GUIDE

Further details on Backup Type:

MENU ITEMS DESCRIPTION

Full Backup the databases, transaction logs, checkpoint files and then truncates the
transaction logs.

Copy Backup the databases, transaction logs, checkpoint files but does not truncate the
transaction logs.

Incremental Backup the transaction logs to record changes since the last full or incremental backup
and then truncates the transaction logs.

Differential Backup the transaction logs to record changes since the last full or incremental backup
and does not truncate the transaction logs.

10. Select an encryption setting for your backup set.

11. Press the [OK] button to complete the configuration of the [New Backup Size Wizard].

12. Configure the temporary backup folder, select [Backup Setting], [Options].

Backup Setting E2 |

Backup Set - ':I: [a Options

[J General
Backup Saource

Jt_':“_; Backup Schedule
|[:]: Encryption
[}, In-File Delta
ol

& Retention Policy
%> Comemand Ling Tool
|

£ Exira Backup

L ;

1" Local Copy

'E_’j Options

E' Temporary Directary far staring backup files
CiaTemp Change %
v Remove temporary files after backup

[Cf Advanced Options
Transfer Block Size . 128 = | kbyles

QK Cancel B3
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Note:
The temporary directory can be set to a local or network path.

Please be reminded to fill in the [User Authentication for Windows] setting if a network path is selected.

Backup Setting |

Backup Set * || 4| =| | Genheral

|J Gorer [ Backup Set

Mame | Backup Set

Backup Source Type .  MS Exchanoe Server Backup

{__*_‘_f Backup Schedule Uszer Authentication for Windows

|l . : Domain : Dormain Mame

= Encryption

(o= i UserMame : | administrator

[, In-File Delta Password:  [mms

& Retention Policy 4 Microsoft Exchanoe Server
- Yersion . Microsoft Exchange Server 2007

arz | Command Line Tool
'8, Eutra Backup

L 2

® Local Copy

“;'3} Options

Ok Cancel B3

For database specific backup type, data files spooled by the latest backup job can be kept by disabling the [Remove
temporary files after backup] option.
Cptions

E' Temparary Directory far staring backup files
D:ATernp Change &
| Rermove tempoarary files after backup

[y Advanced Options
Transfer Black Size : (128 | = | kintes

13. Scheduled backup will run automatically at the configured schedule time.
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14. Click [Backup] button on the left panel to perform a backup immediately.

Backup Options Ed |

E‘; Eackup Set
Backup Set -

_t) Eackup

i Database
0 Log File

(]S Cancel B | # Options

MENU ITEMS DESCRIPTION

Backup Select backup type [Full/Copy/Incremental / Differential].

Further details on Backup Type:

BACKUP TYPE DESCRIPTION

Full Backup the databases, transaction logs, checkpoint files and then truncates the
transaction logs.

Copy Backup the databases, transaction logs, checkpoint files but does not truncate the
transaction logs.

Incremental Backup the transaction logs to record changes since the last full or incremental backup
and then truncates the transaction logs.

Differential Backup the transaction logs to record changes since the last full or incremental backup
and does not truncate the transaction logs.

Important:
For Exchange server with Active Directory installed, a System State backup must be performed regularly with the MS
Exchange server backup.
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15.5 Restore Microsoft Exchange Server 2010
Refer to the following instructions to restore Microsoft Exchange Server 2010:
1. Prepare the operating system for the Exchange Server restore (if required).

Install the original version of Windows and Exchange Server (with the same level of service pack installed as in the
original system).

2. Restore Windows Active Directory (if required).
Restore the System State data from OBS, and then restore the System State using WBAdmin.exe.
Refer to the “How to restore Windows System State” chapter for detailed instruction.

3. Install OBM (if required).
Refer to the “Installing OBM” chapter for detailed instruction.

4. Startup the [Microsoft Information Store] services from Windows Services.

5. Continue with the following sections for restore to the original Exchange server, or to a new Exchange server.

Restore Exchange Database to Original Location
To restore Exchange database to the same Exchange server:

1. Login to the backup application’s user interface.

|@| Online Backup Manager

@ Online Bockup Manager

Login Mame : | username
FPassword : Sminnn
[T Bave passward
@ Forgotyour password?

Ok Cancel B Options

I@I Online Backup Manager

® Online Bockup Manager

Login Mame . |username
Password e
[ Bave passward
@ Forgotyour password?

o Language

English Ll

E% Backup Server

hitp LI hostname LI

U= Prowy Setting
] Use proxy to access the hackup server

Type Frosy
Sock
Address
Fort:
User Mame :
Faszsword :

0K Cancel B = Options

s B3
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2. Click on the [Restore] button on the left panel.
3. Select the backup set to be restored, and [Next].

@Restnre

Flease selectthe backup set

Backup Set

Mext » Cancel 3
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4. Click on [Backup Server], select [components.xml] and [writers.xml] for restore.

Resture

Show files as ofJob . (200110027 | =

Folders
(S E Backup Server

EIDEI Microsoft Exchange Server
E-[] | Microsoft Information Store
4| H 3
Delete 01

= Restorefiles to
Qriginal location

® fAlternate location © | DhRestore

Search <

Latest =

Mame

[ = Microsoft Exchange Server
= components.xml
= writers.xml

lterns per page

1 Previous

. &0

Filter [+
Size Date tadified
4 KB 2010027121212
20KE 20101027 121212
. Page . 171 |~
Change %
Start Restore B Cancel B

5. Next, select the database to be restored, and select [Alternate location] and browse to the restore destination folder.

.Restnre
Show files as of Job . (200110027 | = |Latest -
Folders Mame
= E Backup Servar %] E00.chk

=[O & Microsoft Exchange Server
E- L Microsoft Information Store
B0 L QAWE-RIETP-2
b | Mailbox Database 21255

. E00OO0DOSAA log
. E000O0DOSAE.log
. E00CO0005AC.10g
| E00000005AD. 1ag
. EODDODDOSAE log
. EO00O0DOSAF log
. E000000OSEO.10Y
| E00CO000SE log
. E000O0DDOSEZ log
| EOOtmp.log

L Mailbox Datahase 2125901992,

ol Mailbox Database 2125901992

Delete 11

= Restorefiles to
® Original location
Alternate lacation

Search <

lterns per page ;

1 Previous

Size

Filter |+

Date Madified

SKE 2011009722 2000115

1,024,
1,024..
1,024..
1,024,
1,024
1,024,
1,024..
1,024,
1,024,
1,024,
147.5..

50

Start Restore P

2011408/13 14:07:45
2011008/22 2000115
2011110/02 04:31:20
2011010/11 12:01:25
20111019 19:47:27
2011010724 16:00:48
201110727 12:09:31
2011010727 12:10:48
20010727 12:11:23
20010727 1201123
2001 1007/27 13:43:40

- Page . 171 |~

%

Cancel E3
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6. Please ensure the directory structure is the same as it appears in the File Explorer:

—-->[Restore Destination]

_________ >[Microsoft Exchange Server]
_________ >[components.xml ]

_________ >[writers.xml]

________________ >[Microsoft Information Store]
______________________________ >[Server Name]

—————————————————————————————————————— >[Database Name]

7. Use the [ExchangeRestore2010.exe] file found from the OBM [bin] directory to restore the database(s).
${OBM-Install-Home}\bin\ExchangeRestore2010.exe

8. For restore of all databases from backup data [D:\Restore], the following command can be used.

Exchange server recovery

C:\Program Files\OBM\bin>ExchangeRestore2010 D:\Restore

9. The restore process is now completed.

Alternative solution to restore the database using shell commands

1. Use the restored data from the above steps.

2. For further operations on the Exchange server, please refer to Appendix B for details.

15.6 Backup Microsoft Exchange Server 2010 with database availability group (DAG)

15.6.1 Requirements and recommendations
Please ensure that the following requirements are met by the MS Exchange server:
1. OBM version 6.11.0.0 or above is installed on all Exchange node with Mailbox role.

2. Since 6.11.0.0, the Exchange server 2010 backup will no longer require to spool the database to the hard disk, however
the VSS Exchange backup still requires certain amount of disk space to operate. Microsoft suggested that some shadow
copy mechanism may require to reserve 100% of the original database.

Reference: http/msdn.microsoft.com/en-usdibraryexchange/aas79091%28v=exchg.140%29.aspx

3. It is recommended that the temporary directory be configured on a local drive.


http://msdn.microsoft.com/en-us/library/exchange/aa579091%28v=exchg.140%29.aspx
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4. For domain controller with Active Directory installed, a System State backup must be performed regularly with the MS
Exchange servers (DAG) backup.

5. Scheduled backup is required, as all the OBM on different Exchange servers will base on the scheduled backup time to
activate all the backups at the same time, even all these Exchange servers are located at different timezones. When the
backup on all Exchange servers are finished, a single email report will be generated.

The scheduler would refers to the timezone setting of the corresponding 0BM account’s profile (instead of the system
clock on the client machine for stand-alone Exchange server backup).

Manual/Local Copy and seed load are not considered as a complete Exchange DAG backup, as the job ran on individual
Exchange DAG member, passive database copy(s) were skipped.

6. The backup module protects the Exchange database level, if full system backup is required, please run the full system
backup on each Exchange server within the DAG.

7. To backup mailbox database within an Exchange DAG, OBM is required to be installed on each DAG member with
Mailbox Role (e.g. servers that are hosting the mailbox databases). It is not necessary to install OBM on Exchange server
with CAS (Client Access Server) Role only.

15.6.2 Overview
For a complete Exchange database backup with DAG, backup the following components must be performed:

Windows System State
For the domain controller with Active Directory installed, as part of the restore, the system state must also be restored.

Running regular system state backups of the domain controller is therefore crucial, as it ensures that the system state data is
synchronized with the Exchange database data.

Microsoft Information Store (Exchange 2010 with DAG)

The Information Store on all the Exchange 2010 servers within the same DAG contains the data, data definitions, indexes,
checksums, flags, and other information that comprise mailboxes in Exchange. Even one of the Exchange servers is down, as
long as the active databases on that machine had replicated to other Exchange servers within the DAG, one of the Exchange
servers within the DAG will turn the replicated database (passive database) to active database and users can still access to
the Exchange mailboxes. Therefore the backup of the database is more important, and our module can help to protect the
Exchange database to avoid database corruption. In case you need to do a full protection on all the Exchange servers within
the DAG, a full system backup on each Exchange 2010 server within the DAG is required.

In addition, the active mailbox databases hold data that’s private to an individual user and contain mailbox folders generated
when a mailbox is created for that user. A mailbox database is stored as an Exchange database .edb file. These active mailbox
databases are required to backup, and it can be restore and replace the active mailbox databases when required.

In Exchange Server 2010, public folders are an optional feature. Public folder database contains the data, their definitions,
indexes, checksums, flags, and other information that comprise any public folders in your Exchange organization. These public
folders can be backup, however, due to the Exchange limitation, ie one public folders database can be mounted, it should only
restore to an Exchange with no public folder setup or restore to the original machine.
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Note:
0BM is required to install on each DAG member with Mailbox Role, and it will backup all the active database on the same host,
passive database will not be backup.

© © ©

DAG Backup Set 1 DAG Backup Set 1 DAG Backup Set 1

3
9
Mailbox Server 2 Mailbop Server 3
< .ﬁ! Database 1 [Passive) 1‘| Database 1 [Passive]

o

f ‘I Database 2 {Passive) r| Database 2 (Active) ] Database 2 [Passive)
ke =3 N

- ‘. Database 3 |Passive) (s ‘] Database 3 |Passive) tabaseZ[ﬂctiue:l

If one of your Exchange Server within the DAG was down and you need to add a new Exchange Server to the DAG, you may
refer to the Microsoft Technet to manage database availability group membership.

You will need to install O0BM, configure and run the schedule backup of the active database(s) on the new Exchange server.

15.6.3 License requirement to backup all Exchange Server 2010 in DAG environment

One OBM license CAL with one Exchange Server Add-on Module is deducted from each installation of the OBM on the DAG
environment. Please check with your backup service provide if more 0BM with Exchange backup is required.
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15.6.4 How to backup Microsoft Exchange Server 2010 (DAG)
Refer to follow the instructions to backup Microsoft Exchange Server 2010 (DAG):

1. 0BM version 6.11.0.0 or above is installed on all Exchange node with Mailbox role.

2. Login to the backup application’s user interface.

= [= BT (@) online Backup Manager [_ O] =]

|@| Online Backup Manager

@ Online Bockup Manager @ Online Bockup Manager

Login Mame : | username
Password iz
[ Bave passward
@ Forgotyour password?

Lodin Mame : username
FPassword : Sminnn
[T Bave passward
@ Forgotyour password?

8]7¢ Cancel B+ Options T Language
English |
Egj Backup Server
hitp Llhustname LI

U= Prowy Setting
] Use proxy to access the hackup server

Type Frosy
Sock
Address
Fort:
User Mame :
Faszsword :

0K Cancel B = Options

3. Select the [Backup Settings] button and the |+/button to start the New Backup Set Wizard.

4. Enter the name of the backup set.
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5. Create a MS Exchange Server Backup set by selecting [MS Exchange Server Backup] from the backup set type
dropdown menu.

Mew Backup Set Wizard E3 I

[ Eackup Set

Mame :  MSExchangeSererDAG

Type:  |File Backup -
File Backup -
Lotus Notes Client Backup '
Lotus Domino Server Backup

M5 Exchange Server Backup

MS Exchange Mail Level Backup

MS S0L Server Backup

MySCL Backup

Oracle Database Server Backup -

Mext  * Cancel £

6. Select the Microsoft Exchange Server Database Availability Group from the Microsoft Exchange Version dropdown menu.

Mew Backup Set Wizard E3 I

E; Backup Set
Mame | MSExchangeSererDAG

Type . |MS Exchange Server Backup -

4 Microsoft Exchange

varsion : |Microsoft Exchange Server Database Availability Group -
Microsoft Exchange 2000 Server post5P3 -
Microsoft Exchange Server 2003
Microsoft Exchange Server 2007
Microsoft Exchange Server 2010

Microsoft Exchange Server Databhase Availability Group

Mext » Cancel £

7. Select [Next] to proceed.
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8. In the backup source selection screen, select the Information Store for backup.

New Backup Set Wizard |

El- 1 Microsaoft Exchange

-4 3 DAGY
B 3 Mailbox
e Mailbox Database 0831339323
& Mailbox Database 19713867457
i BA Mailbox Database
i BAZ Mailbox Database
i BA4 Mailbox Database

i BAS Mailbox Database

B[] 27 Public Falder

[ 4 Public Folder 83
A Public Folder 92
A Public Folder 10.0.1.44

4 Previous Mext ¥ Cancel E3
9. Configure a backup schedule (required).
Backup Schedule Properties | x|
Mame :  Backup Schedule
I) Backup
. Full

Copy (does not truncate the transaction logs)
Incremental
Differential (does not truncate the transaction logs)

& Tine
Daily -
Backup everyday
™ Tire
At -

Start: 23 = |00 =
Stop: on completion (Full Backup)

| Skip backup if previous job is still running

Ok Cancel B
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MENU ITEMS DESCRIPTION
Name Enter a backup schedule name of your choice.
Backup Select backup type [Full/Copy/Incremental / Differential].
Type Select backup schedule type [Daily/Weekly /Monthly / Custom].
Time Select backup schedule time type [At/Periodically].
Note:

Select backup schedule time at to perform backup at a certain time, or select backup
schedule time periodically to perform backup every X minutes/hours.

All the Exchange server within the same DAG group will be base on this universal time
to backup at the same time.

Skip backup if previous Select whether to stop the backup job from running if a previous backup job is still
job is still running running.

Further details on Backup Type:

BACKUP TYPE DESCRIPTION

Full Backup the databases, transaction logs, checkpoint files and then truncates the
transaction logs.

Copy Backup the databases, transaction logs, checkpoint files but does not truncate the
transaction logs.

Incremental Backup the transaction logs to record changes since the last full or incremental backup
and then truncates the transaction logs.

Differential Backup the transaction logs to record changes since the last full or incremental backup
and does not truncate the transaction logs.

10. Select an encryption setting for your backup set.

11. Press the [OK] button to complete the configuration of the [New Backup Size Wizard)].
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12. Configure the temporary backup folder, select [Backup Setting], [Options].

Backup Set Options

- 1= i i

[] Genaral == Temparary Directory for storing backup files
DiaTemp Change &%
y

| Backup Source Remave temparary files after backup

{_fﬂ Backup Schedule O Advanced Options

- ) Transfer Block Size: 128 = | kbytes

|r]: Encryption

[}, In-File Delta

il

& Retention Palicy
@ Cammand Line Taal
i

f: Extra Backup

L ;

1" Local Copy

#7:3 Options

Ok Cancel E3

Note:
The temporary directory can be set to a local or network path.



ONLINE BACKUP MANAGER USER GUIDE

13. Fill in the domain administrator username and password in the [User Authentication for Windows] .

Backup Setting |

Backup Set b B General

[} General @ Backup Set

MNarme . | Backup Set

Backup Source Type . M35 Exchange Server Backup

{__*_‘_f Backup Schedule Uszer Authentication for Windows
|:]: - . Domain : Damain Mame

=5 Encryption

E= e UserMame : | administrator

| -j In-File Delta Fassword @ |7

il

& Retention Palicy 2 Microsoft Exchange Server

- Yersion @ Microsoft Exchange Server 2007
ar> | Comrmand Ling Tool

2. Eutra Backup

L3

S Local Copy

¥

i3} Options

Ok Cancel E3

14. Scheduled backup will run automatically at the configured schedule time.
15. Click [Save Setting] button on the OBM main screen to save the settings.

16. On the next Exchange Server within the same DAG, open the OBM and click on the same backup set.
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17. Make sure you have checked the checkbox of the “Run scheduled backup on this computer.”

T = |
MEExchangeServerDAG = ackup Schedule

[} e Run skheduled hackup on this computer

Catabase Backup Schedule (Type: FullMieekly - Thursday)

Backup Source Transaction l0g Backup Schedule (Type: IncrementalWeekly - Sunday,Monday, Tue

| f_‘_f Backup Schedule
|[:]:. Encryption

[}, In-File Delta

P

& Retention Policy
% Command Line Tool
3. Extra Backup

r

%, Local Copy

H,:j. Options

Add Rermove 1 Properies

Ok Cancel &

All the computers with in the DAG are required to click on this settings.
18. Modify the temporary directory settings for that was listed in step 12.
19. Click the [Save Setting] button on the OBM main screen.
20. Repeat step 16 until all the Exchange Servers within the same DAG have been configured to run the schedule backup.

Important:
For domain controller with Active Directory installed, a System State backup must be performed regularly with the MS
Exchange server backup.

Note:
Since 6.11.0.0 , 0BS0BM supports multiple computers to backup on the same Exchange Sever DAG backup set.
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15.7 Restore Microsoft Exchange Server 2010 with database availability group (DAG)
Refer to the following instructions to restore Microsoft Exchange Server 2010 with database availability group:

The database restore is required to restore on the active database only. You can identify the Exchange server with the active
database from the Exchange Management Shell.

Type the following command in the Exchange Management Shell.

Get-MailboxDatabase | ft name, server

It will show which Exchange server is hosting the active mailbox database. le. Mailbox Database 01 and 02 are hosted on EX1,
while Mailbox Database 02 and 04 are hosted on EX2.

[PS] C:\>Get-MailboxDatabase | ft name, server
Name Server

Mailbox Database 02 EX2

Mailbox Database 01 EX1

Mailbox Database 03 EX1

Mailbox Database 04 EX2

When you can identify which Exchange server hosted the active database, you can logon to that Exchange server to restore the
database.
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Restore Exchange Database to the Exchange with the active database.

1. Login to the backup application’s user interface.

=] I@:I Online Backup Manager 9 =1

I@ Online Backup Manager
@ Online Backup Manager @ Online Backup Manager

Login Mame : |username Login Marme : | username

Passwiord: | = Passwiard ;|
"] Save password "] Save password
@ Forgotyour password? @ Forgotyour password?
0K Cancel Options 2 Language
English Ll

E%] Eackup Server

hitp LI hostname LI

U= Prowy Setting
] Use praoxy to access the backup server

Type Proxy
Sock
Address
Fort:
UserMame :
Fassword

0Ok Cancel ©@ = Oplions

2. Click on the [Restore] button on the left panel.

3. Select the backup set to be restored, and [Next].

@Restore

Please selectthe hackup set

Backup Set

MNext » Cancel £
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4. Expand the server tree, select the database to be restored, and [Original Location] for the [Restore files to] option.

@Resture
Show files as of Job . | 20011710027 | = |Latest - Filter [l
Folders Marne Size Diate Modified
(S E Backup Server [ = Microsoft Exchange Server
EID =) Microsoft Exchange Server = components.xml 4 KB 2010027121212
- L Microsoft Information Stare =] weriters il 20KE 2000727121212
Delete 1 lterns perpage . 50 . Page . 171 |~
= Restorefiles to
) Criginal location
@ Alternate location . | D\Restore Change %
Search < 1 Previous Start Restore B Cancel B

5. Press the [Start Restore] button to begin the restore process.

6. The restore process is now completed.
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Restore Exchange Database to Alternate Location

To restore Exchange database to a new Exchange server:

1. Login to the backup application’s user interface.

I@ Online Backup Manager = (@I online Backup Manager I =]

@ Online Backep Manager @ Online Backup Manager

Login Marne | username Login Name : [username

Fassword S Passward izEza
[T Save passward [Tl Save passward
@ Forgotyour password? @ Forgotyour password?
0K Cancel [+ Options i Language
English hd

[ Backup Semver

http ¥ | hostnarme ~|

(aﬂ Froxy Setting
] Use proxy to access the backup server

Tvpe : Froxy
Sock
Address
Fort:
UszerMame
Fassword

a4 Cancel B = Oplions

2. Click on the [Restore] button on the left panel.

3. Select the backup set to be restored, and [Next].

Flease selectthe backup set

Backup Set

MNext » Cahcel &
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4. Click on the database to be restored, and select [Alternate location] and browse to the restore destination folder.

Resture
Show files as of Job . | 20130304 |« |Latest - Filter |+
Folders Marne Size Date Modified

= f] Backup Server | E00.chk KB Z013/03/0413:31:24 | a
=10 2 Microsoft Exchange | EDDDOOOD105 1oy 1,024 . 201302701 11:00:04 |
-0 pact . E0O00000106.10g 1,024 .. 20030201 11:00:39 |

B0 s Mailhox Databa lwl || ECO0O0000107 log 1,024 .. 20130201 111317

os Mailbox Databa ¥l || EOOO0000108.10g 1,024 . 2013/02/01 11:13:42

B o @A Mailbox Dat: | E0DDOOO0109.10g 1,024 . 201302001 11:20:20

. ECO0000010A.10g 1,024 .. 20130201 11:21.03

| ECO0000010B.l0g 1,024 .. 20130201 11:33:149

| EQ00O00010cC. log 1,024 . 201302001 11:33:51

| EQ00000010D. oy 1,024 . 2013/02/02 00:18:34

| EOO0000010E.log 1,024 .. 201302002 00:18:35

. ECO0000010F.Jog 1,024 .. 2013/02/02 00:18:36

| EQO0OO0C110.00g 1,024 . 2013/02/02 00:18:37

| EQO0O000111.1og 1,024 . 2013/03/04 12:05:25

. ECOD00D00112.00g 1,024 . 2013/03/04 12:05:26
il | =2 n . ECO00000113.00g 1,024 . 2030304120533
Delete 1 lterns perpage . 50 . Page . 171 |~

= Restorefiles to
Qriginal location
& Alternate location : | Dwrestore Change %

Search < 1 Previous Start Restore B Cancel B

5. Please ensure the directory structure is the same as it appears in the File Explorer:

-->[Restore Destination]

————————— >[Microsoft Exchange Server]
———————————————— >[Microsoft Information Store]
———————————————————————— >[components.xml]
———————————————————————— >[writers.xml]

6. For further operations on the Exchange server, please refer to Appendix B for details.
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15.8 Backup Microsoft Exchange Server 2013

15.8.1 Requirements and recommendations
Please ensure that the following requirements are met by the MS Exchange server:
1. 0BM version 6.13.0.0 or above is installed on the Exchange server.

For Exchange server 2013 with database availability group (DAG) backup option, please refer to the next section for
details.

2. If you are using Exchange server 2013 on Windows server 2012, please install “.Net Framework 3.5 Features” under
Server Manager > Dashboard > Add Roles and Features Wizard > Feature Page

DESTIMATION SERVER

Se | ECt featu res w12x-0-116.9320.3h=ay.com

Before You Begin Select one or more features to install on the selected server,

Installation Type Features Description

~ NET Framework 3.5 combines the

- power of the NET Framework 2.0
[w] NET Framework 3.5 (includes .NET 2.0 and 3.0} APIs with new technologies for
Features ] HTTP Activation = building applications that offer
[] Non-HTTP Activation appealing user interfaces, protect
your customers’ personal identity

Server Selection

Server Roles

|w| .NET Framework 4.5 Features {Installed) information, enable seamless and
» [[] Background Intelligent Transfer Service (BITS) secure communication, and provide
the ability to model a range of

[[] BitLocker Drive Encryption 3
business processes.

[ BitLocker Netwark Unlock
[[] BranchCache

] Client for NFS

[] Data Center Bridging

[] Enhanced Storage

[V Failover Clustering (Installed)

[] Group Policy Management

| < Previous || Mext = | | Install || Cancel |

3. Since 6.13.0.0, the Exchange server 2013 backup supports the VSS Exchange backup and does not required to spool
the database to the hard disk, however the VSS Exchange backup still requires certain amount of disk space to operate.
Microsoft suggested that some shadow copy mechanism may required to reserve 100% of the original database.

Reference: httpZmsdn.microsoft.com/én-usibraryexchange/aas79091%28v=exchg.140%29.aspx
4. It is recommended that the temporary directory be configured on a local drive.

5. For Exchange server with Active Directory installed, a System State backup must be performed regularly with the MS
Exchange server backup.
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15.8.2 Overview
For a complete Exchange server backup, backup for the following components must be performed:

Windows System State
For Exchange server with Active Directory installed, as part of the restore, the system state must also be restored.

Running regular system state backups of the Exchange is therefore crucial, as it ensures that the system state data is
synchronized with the Exchange database data.

Microsoft Information Store (Exchange 2013)
The Information Store of Exchange 2013 contains the data, data definitions, indexes, checksums, flags, and other information
that comprise mailboxes in Exchange.

Mailbox databases hold data that’s private to an individual user and contain mailbox folders generated when a mailbox is
created for that user. A mailbox database is stored as an Exchange database .edb file.

Public folder databases contain the data, their definitions, indexes, checksums, flags, and other information that comprise any
public folders in your Exchange organization.

In Exchange Server 2013, public folders are an optional feature.

15.8.3 How to backup Microsoft Exchange Server 2013
Refer to follow the instructions to backup Microsoft Exchange Server 2013:
1. Install OBM on the MS Exchange Server.

2. Login to the backup application’s user interface.

© Online Backup Manager == - © Online Backup Manager = |[= -
@ Online Backup Manager @Online Bockup Manager
Login Mame: |usemare Login Mame © |usernarne
Password (11 1]1]] Password : (11 1]1]]
"] Save password "] Save passward
@ Forgotyour password? @ Forgotyour password?
Ok Cancel B [# Options 3 Language
English -

E§| Backup Server
hitp = | hostname %

W= Provy Setting
[l Use prowy to access the backup server
Type : Prosy

Sock
Address

Part:

User Marme :
FPassword

0] 4 Cancel B = Options
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3. Select the [Backup Settings] button and the |+ button to start the New Backup Set Wizard.
4. Enter the name of the backup set.

5. Create a MS Exchange Server Backup set by selecting [MS Exchange Server Backup] from the backup set type
dropdown menu.

6. Select the corresponding Exchange version from the version dropdown menu.

E Backup Set
Mame |Backup891
Type . |m5 Exchange Server Backup

Microsoft Exchange

Warsion : [Microsoft Exchange Server 2013

Microsoft Exchange 2000 Server post-5P3

Microsoft Exchange Server 2003

Microsoft Exchange Server 2007

Microsoft Exchange Server 2010

Microsoft Exchange Server 2013

Mictosoft Exchange Server Datahase Availability Group
Mictosoft Exchange Server 2013 (Database Availability Group)

Mext »  Cancel 5

7. Select [Next] to proceed.

8. In the backup source selection screen, select the Information Store for backup.

E|--- Microsoft Exchange Server
= 5 Micrasoft Infarmation Stare
=0 F w1016
[ g Mailbox Datahase 17370869015
w0y A Mailbox Database

4 Previous  Mewt »  Cancel &
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9. Configure a backup schedule for unattended backups.

Database Backup Schedule Properties -

Mame: Database Backup Schedule

1) Backup
& Full

) Copy (does not fruncate the transaction logs)
0 Incremental
) Differential {does not truncate the transaction logs)

& Tvoe
Ciaily A
Backup everyday
(D Time
At A

Start: |23 = 00 >
Stop: on completion (Full Backup)

"1 Skip backup if previous joh is still running

(8] 74 Cancel £

MENU ITEMS DESCRIPTION
Name Enter a backup schedule name of your choice.
Backup Select backup type [Full/Copy/Incremental / Differential].
Type Select backup schedule type [Daily/Weekly /Monthly / Custom].
Time Select backup schedule time type [At/Periodically].
Note:
Select backup schedule time at to perform backup at a certain time, or select backup
schedule time periodically to perform backup every X minutes/hours.
Skip backup if previous Select whether to stop the backup job from running if a previous backup job is still
job is still running running.
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Further details on Backup Type:

BACKUP TYPE DESCRIPTION

Full Backup the databases, transaction logs, checkpoint files and then truncates the
transaction logs.

Copy Backup the databases, transaction logs, checkpoint files but does not truncate the
transaction logs.

Incremental Backup the transaction logs to record changes since the last full or incremental backup
and then truncates the transaction logs.

Differential Backup the transaction logs to record changes since the last full or incremental backup
and does not truncate the transaction logs.

10. Select an encryption setting for your backup set.

11. Press the [OK] button to complete the configuration of the [New Backup Size Wizard].

12. Please be reminded to fill in the [User Authentication for Windows] setting if a network path is selected.

[} General
Backup Source

l_’:“_; Backup Schedule
|[:l: Encryption

[}, in-File Detta
el

& Retention Palicy
ar> | Command Line Tool
i

t: Extra Backup

r

& Lacal Copy

't:dﬁ Options

Backup Setting

Exchange2013 ||+ =] General

E) Backup Set
Mame: Exchange2013

Type: M3 Exchange Server Backup

Uszer Authentication for Windows

Darmain CIAZ0
Lser Mame ;. administratar
Passwaord - .....O.l|

& Microsoft Exchange

warsion . Microsoft Exchange Senver 2013

(6] S

Cahcel E3
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13. Configure the temporary backup folder, select [Backup Setting], [Options].

\Exchange2013 = |[#][=] | Oticns

@ BemeE] @ Temporary Directory for storing backup files
|C:IUsersladministratnr.@AEDl.temp || Change % |
J—j'? Backup Source Femaove temporary files after backup
L"f Backup Schedule [ Advanced Options
. Compression Type : |Fast (Compressed size larger than normal) | hd |
[@; Encryption

Transfer Elock Size n khytes
& In-File Delta

e ' .
iy Retention Policy

= .
ar> | Command Line Tool

It)a- Exira Backup
'@ Lacal Copy
[Eg‘. Options

| oK & || cancel & |

Note:
The temporary directory can be set to a local or network path.

14. Scheduled backup will run automatically at the configured schedule time.

15. Click [Backup] button on the left panel to perform a backup immediately.

E Backup Set
|Exchangezﬂ13

r_"._; Backup
i Full

) Copy (does not fruncate the transaction logs)
0 Incremental
) Differential (does not truncate the transaction logs)

| ok & Cancel B # Options |

MENU ITEMS DESCRIPTION

Backup Select backup type [Full/Copy/Incremental / Differential].
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Further details on Backup Type:

BACKUP TYPE DESCRIPTION

Full Backup the databases, transaction logs, checkpoint files and then truncates the
transaction logs.

Copy Backup the databases, transaction logs, checkpoint files but does not truncate the
transaction logs.

Incremental Backup the transaction logs to record changes since the last full or incremental backup
and then truncates the transaction logs.

Differential Backup the transaction logs to record changes since the last full or incremental backup
and does not truncate the transaction logs.

Important:
For Exchange server with Active Directory installed, a System State backup must be performed regularly with the MS
Exchange server backup.
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15.9 Restore Microsoft Exchange Server 2013
Refer to the following instructions to restore Microsoft Exchange Server 2013:
1. Prepare the operating system for the Exchange Server restore (if required).

Install the original version of Windows and Exchange Server (with the same level of service pack installed as in the
original system).

2. Restore Windows Active Directory (if required).
Restore the System State data from OBS, and then restore the System State using WBAdmin.exe.
Refer to the “How to restore Windows System State” chapter for detailed instruction.

3. If you are using Exchange server 2013 on Windows server 2012, please install “.Net Framework 3.5 Features” under
Server Manager > Dashboard > Add Roles and Features Wizard > Feature Page

DESTINATION SERVER

Se | ect -f:eatu res wi12x-0-116.9a20.sh=ay.com

Before You Begin Select one or more features to install on the selected server,

Installation Type Features Description

Server Selection — p ——] i
PR NET From 3.5 Features (installed) r:«_ .NET Framework 3.5 combines the

Server Roles : . = s power of the NET Framework 2.0
[V NET Framework 3.5 (includes \NET 2.0 and 3.0} APls with new technalogies for

[C] HTTP Activation = building applications that offer

] Mon-HTTP Activation appealing user interfaces, protect
your customers’ personal identity

information, enable seamless and
[ Background Intelligent Transfer Service (BITS) secure communication, and provide

[ BitLocker Drive Encryption :LZ;:Z&::;:;::} a ange of
[] BitLocker Netwark Unlock

[] BranchCache

[] Client for NFS

[[] Data Center Bridging

[[] Enhanced Storage

[ Failover Clustering (Installzd)

[¥] .NET Framework 4.5 Features {Installed)

[[] Group Policy Management

| < Previous | | Mext = | | Install | | Cancel

4. Install 0BM (if required).
Refer to the “Installing OBM” chapter for detailed instruction.
5. Startup the [Microsoft Information Store] services from Windows Services.

6. Continue with the following sections for restore to the original Exchange server, or to a new Exchange server.
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Restore Exchange Database to Original Location

To restore Exchange database to a new Exchange server:

1. Login to the backup application’s user interface.

@ Online Backup Manager

Login Mame : |usemame
Password |......
[T gave passward

@ Fargotyour passward?

| OK B || Cancel B | & Options

2. Click on the [Restore] button on the left panel.

3. Select the backup set to be restored, and [Next].

@ Online Backup Manager

Login Mame : |usemame
Password : |......
[T save passward

@ Fargatyour passward?

Language
|English

Backup Server
mﬂp | = [hostname

ﬁ Proxy Setting
[ Use proxy to access the backup server
Type : & Praxy

Sock
Address

Fart:

User Mame
Password

| OK @ | cancel @ | = Options

Flease selectthe backup set

BackupSet

Delete all files [T

Mext » || Cancel B |
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4. Expand the server tree, select the database to be restored, and [Original Location] for the [Restore files to] option.

(0] Restore -
Show files as of Jobh ;201370214 | = Latest v Filter 1+
Folders MName Siza Diate Modified
= fl Backup Server %) EO0.chk BKE 20130214 10:35:15 |-
=0 ] Microsor Exchange Se | | EOOOO0DO0OOT Jog 1,024 . 200130111 11:39:08 |

i---I:l _-; Microsoft Informatic | | EO0O000O00Z. log 1,024 . 20130111 11:39:37

= EI Wil -0-116 . EO0000000003 1oy 1,024 . 200130111 114916

es Mailbox Dat: | EO0O0000004.1og 1,024 . 20130111 114916

. E0000000004 1oy 1,024 . 20130111 12:02:582

. E0000000006. oy 1,024 . 201300111 12:17:.485

. E0000000007.log 1,024 . 20130111 12:32:59

. E000000000& oy 1,024 . 20130111 12:48:02

. E0000000008. 1oy 1,024 . 20130111 130312

. E00O000000A oy 1,024 . 201301111 13:18:13

|| EO000000000RB.1og 1,024 . 200130111 13:33:17

|| EO000000000C. 1oy 1,024 . 20130111 13:48:18

.| E0000000000. oy 1,024 . 201301711 14.03:23

.| EO00000000E. Jog 1,024 .0 201301711 14:18:29
A o b E000000000F Jog 1.024 ... 201301711 14:33:32 |7
Delete 1T lterms perpage ;. |50 - Page: 112 | =

[E= Restare files to
® Original location

Alternate location =~

Search = 4 Previous Start Restore B Cancel £

5. Press the [Start Restore] button to begin the restore process.

6. The restore process is now completed.
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Restore Exchange Database to Alternate Location

To restore Exchange database to a new Exchange server:

1. Login to the backup application’s user interface.

@ Online Bockup Manager

Login Marme |username
Passward |......
| Save passward

@ Forgotyour password?

| OK % || Cancel @ ® Options

2. Click on the [Restore] button on the left panel.

3. Select the backup set to be restored, and [Next].

@ Online Bockup Manager

Login Marme : |username
Passward : |......
| Save passward

@ Forgotyour password?

Language
[English

Backup Server
Wﬂp | = | |hostname

U= Prowy Setting
] Use proxy to access the backup server
Type ® Proxy

Sock
Address

Fort

Uzer Mame :
FPassword

| oK 2| cancel & = Options

Flease selectthe backup set

BackupSet

Delete all files [T

Mext » || Cancel B |
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4. Click on the database to be restored, and select [Alternate location] and browse to the restore destination folder.

(0] Restore III_
Show files as of Jobh ;201370214 | = Latest v Filter 1+
Folders MName Siza Diate Modified

= fl Backup Server %) EO0.chk BKE 20130214 10:35:15 |-

=0 ] Microsor Exchange Se | | EOOOO0DO0OOT Jog 1,024 . 20130111 11:39:05

i---I:| _-; Microsoft Informatic | | EO0O000O00Z. log 1,024 . 20130111 11:39:37

= EI Wil -0-116 . EO0000000003 1oy 1,024 . 200130111 114916

es Mailbox Dat: | EO0O0000004.1og 1,024 . 20130111 114916

. E0000000004 1oy 1,024 . 20130111 12:02:582

. E0000000006. oy 1,024 . 201300111 12:17:.485

. E0000000007.log 1,024 . 20130111 12:32:59

. E000000000& oy 1,024 . 20130111 12:48:02

. E0000000008. 1oy 1,024 . 20130111 130312

. E00O000000A oy 1,024 . 201301111 13:18:13

|| EO000000000RB.1og 1,024 . 200130111 13:33:17

|| EO000000000C. 1oy 1,024 . 20130111 13:48:18

.| E0000000000. oy 1,024 . 201301711 14.03:23

.| EO00000000E. Jog 1,024 .0 201301711 14:18:29
A o b E000000000F Jog 1.024 ... 201301711 14:33:32 |7
Delete 1T lterms perpage ;. |50 - Page: 112 | =

[E= Restare files to
Original location
® Alternate location © | Drestore Change %

Search = 4 Previous Start Restore B Cancel £

5. Please ensure the directory structure is the same as it appears in the File Explorer:

-->[Restore Destination]

————————— >[Microsoft Exchange Server]
———————————————— >[Microsoft Information Store]
———————————————————————— >[components.xml]
———————————————————————— >[writers.xml]

6. For further operations on the Exchange server, please refer to Appendix B for details.
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15.10 Backup Microsoft Exchange Server 2013 with database availability group (DAG)

15.10.1 Requirements and recommendations
Please ensure that the following requirements are met by the MS Exchange server:
1. 0BM version 6.13.0.0 or above is installed on all Exchange node with Mailbox role.

2. If you are using Exchange server 2013 on Windows server 2012, please install “.Net Framework 3.5 Features” under
Server Manager > Dashboard > Add Roles and Features Wizard > Feature Page

DESTIMATION SERVER

Se | E'Ct featu res wi12x-0-116.9a20.ahsay.com

Before You Begin Select one or more features to install on the selected server,

Installation Type Features Description

Server Selection s .
PRREIR NET Framework 3.5 Features (installed) ok B BemeetcS g sonbines e
Server Roles : a = s power of the NET Framework 2.0
[W] NET Framework 3.5 (includes NET 2.0 and -J.O,L APIs with new technologies for
|

Features [] HTTP Activation building applications that offer

[ Non-HTTP Activation appealing user interfaces, protect
your customers’ personal identity

MNET Framework 4.5 Features {Installed) information, enable seamless and

Background Intelligent Transfer Service (BITS) secure communication, and provide

the ability to model a range of

BitLocker Drive Encryption 2
business processes.

BitLocker Metwaork Unlock
BranchCache

Client for NFS

Data Center Bridging
Enhanced Storage

Failover Clustering (Installed)

ORO0000O0ogd

Group Policy Management

|<Previou5|| Next > | |

3. Since 6.13.0.0, the Exchange server 2013 backup will no longer require to spool the database to the hard disk, however
the VSS Exchange backup still requires certain amount of disk space to operate. Microsoft suggested that some shadow
copy mechanism may require to reserve 100% of the original database.

Reference: httpZ/msdn.microsoft.com/en-usdibrary/exchange/aa579091%28v=exchg.140%29.aspx
4. It is recommended that the temporary directory be configured on a local drive.

5. For domain controller with Active Directory installed, a System State backup must be performed regularly with the MS
Exchange servers (DAG) backup.
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6. Scheduled backup is required, as all the OBM on different Exchange servers will base on the scheduled backup time to
activate all the backups at the same time, even all these Exchange servers are located at different timezones. When the
backup on all Exchange servers are finished, a single email report will be generated.

The scheduler would refers to the timezone setting of the corresponding OBM account’s profile (instead of the system
clock on the client machine for stand-alone Exchange server backup).

Manual/Local Copy and seed load are not considered as a complete Exchange DAG backup, as the job ran on individual
Exchange DAG member, passive database copy(s) were skipped.

7. The backup module protects the Exchange database level, if full system backup is required, please run the full system
backup on each Exchange server within the DAG.

8. To backup mailbox database within an Exchange DAG, OBM is required to be installed on each DAG member with
Mailbox Role (e.g. servers that are hosting the mailbox databases). It is not necessary to install O0BM on Exchange server
with CAS (Client Access Server) Role only.

15.10.2 Overview

For a complete Exchange database backup with DAG, backup the following components must be performed:

Windows System State
For the domain controller with Active Directory installed, as part of the restore, the system state must also be restored.

Running regular system state backups of the domain controller is therefore crucial, as it ensures that the system state data is
synchronized with the Exchange database data.

Microsoft Information Store (Exchange 2013 with DAG)

The Information Store on all the Exchange 2013 servers within the same DAG contains the data, data definitions, indexes,
checksums, flags, and other information that comprise mailboxes in Exchange. Even one of the Exchange servers is down, as
long as the active databases on that machine had replicated to other Exchange servers within the DAG, one of the Exchange
servers within the DAG will turn the replicated database (passive database) to active database and users can still access to
the Exchange mailboxes. Therefore the backup of the database is more important, and our module can help to protect the
Exchange database to avoid database corruption. In case you need to do a full protection on all the Exchange servers within
the DAG, a full system backup on each Exchange 2013 server within the DAG is required.

In addition, the active mailbox databases hold data that’s private to an individual user and contain mailbox folders generated
when a mailbox is created for that user. A mailbox database is stored as an Exchange database .edb file. These active mailbox
databases are required to backup, and it can be restore and replace the active mailbox databases when required.

In Exchange Server 2013, public folders are an optional feature. Public folder database contains the data, their definitions,
indexes, checksums, flags, and other information that comprise any public folders in your Exchange organization. These public
folders can be backup, however, due to the Exchange limitation, ie one public folders database can be mounted, it should only
restore to an Exchange with no public folder setup or restore to the original machine.

Note:
0BM is required to install on each DAG member with Mailbox Role, and it will backup all the active database on the same host,
passive database will not be backup.
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© © ©

DAG Backup Set 1 DAG Backup Set 1 DAG Backup Set 1

5
S
Mailbojx Server 1 Mailbopx Server 2 Mailbol Server 3
r| Database 1 [Active) & j Database 1 [Passive) N -7 Database 1 [Passive]
& = ]
< -] Database 2 [Passive] r| Database 2 (Active) r-_l_-w Database 2 [Passive)
¥ & L
(" 7| Database 3 |Passive] .

Database 3 {Passive] r[ Database 3 [Active)
J L @

Suggestions:
If one of your Exchange Server within the DAG was down and you need to add a new Exchange Server to the DAG, you may
refer to the Microsoft Technet to manage database availability group membership.

You will need to install O0BM, configure and run the schedule backup of the active database(s) on the new Exchange server.

15.10.3 License requirement to backup all Exchange Server 2013 in DAG environment

One OBM license CAL with one Exchange Server Add-on Module is deducted from each installation of the OBM on the DAG
environment. Please check with your backup service provide if more OBM with Exchange backup is required.

15.10.4 How to backup Microsoft Exchange Server 2013 (DAG)
Refer to follow the instructions to backup Microsoft Exchange Server 2013 (DAG):

1. 0BM version 6.13.0.0 or above is installed on all Exchange node with Mailbox role.


http://technet.microsoft.com/en-us/library/dd351278.aspx
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2. Login to the backup application’s user interface.

@ Online Backup Manager

Login Mame : |username
Password : |......
"] Save password

@ Forgotyour password?

| Ok || Cancel B ||@ Cptiohs

@ Online Backup Manager

Login Mame : |username
Passwaord : |......
] Save passwaord

@ Forgotyour password?

Language
[English

Backup Server
|http |'||hnsmame

% Proxy Setting
1 Use proxy to access the hackup server
Type : ® Progy

Sock
Address

Fort:

User Mame :
Password

| OK & | Cancel @ | = Options

3. Select the [Backup Settings] button and the [+/button to start the New Backup Set Wizard.

4. Enter the name of the backup set.

5. Create a MS Exchange Server Backup set by selecting [MS Exchange Server Backup] from the backup set type

dropdown menu.

E Backup Set

Mame : |ExchangeSewerDAG

Type . |File Backup

File Backup
Lotus Motes Client Backup
Lotus Darmino Server Backup

mME Exchange Mail Level Backup
mME 3L Server Backup

MySGL Backup

Oracle Database Server Backup

. Next » Cancel @
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6. Select the Microsoft Exchange Server 2013 Database Availability Group from the Microsoft Exchange Version dropdown
menu.

E Backup Set
Marme : |ExchangeSewerDAG
Type : |MS Exchange Server Backup

Microsoft Exchange

Warsion o Microsoft Exchange Server 2013 (Database Availability Group)
Microsoft Exchange 2000 Server post-3F3

Mictosoft Exchange Server 2003

Mictosoft Exchange Server 2007

Microsoft Exchange Server 2010

Microsoft Exchange Server 2013

Microsoft Exchange Server Datahase Availability Group
Microsoft Exchande Server 2013 (Database Availability Group)

Mext » || Cancel E!i|

7. Select [Next] to proceed.

8. In the backup source selection screen, select the Information Store for backup.

E|--- Microsoft Exchange
= [ DAGT
o Mailbox Database 17378690145
o DA Mailhox Database
3 Mailbox Database 0818540886
[ 22 Public Folder

4 Previous  Mext »  Cancel &
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9. Configure a backup schedule (required).

Database Backup Schedule Properties -

Mame: Database Backup Schedule
1) Backup
- Full
) Copy (does not fruncate the transaction logs)
) Incremental
) Differential {does not truncate the transaction logs)

& Tvoe
Ciaily A
Backup everyday
(D Time
At A

Start: |23 = 00 >
Stop: on completion (Full Backup)

"1 Skip backup if previous joh is still running

(8] 74 Cancel £

MENU ITEMS DESCRIPTION
Name Enter a backup schedule name of your choice.
Backup Select backup type [Full/Copy/Incremental / Differential].
Type Select backup schedule type [Daily/Weekly /Monthly / Custom].
Time Select backup schedule time type [At/Periodically].
Note:

Select backup schedule time at to perform backup at a certain time, or select backup
schedule time periodically to perform backup every X minutes/hours.

All the Exchange server within the same DAG group will be base on this universal time
to backup at the same time.

Skip backup if previous Select whether to stop the backup job from running if a previous backup job is still
job is still running running.
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Further details on Backup Type:

BACKUP TYPE DESCRIPTION

Full Backup the databases, transaction logs, checkpoint files and then truncates the
transaction logs.

Copy Backup the databases, transaction logs, checkpoint files but does not truncate the
transaction logs.

Incremental Backup the transaction logs to record changes since the last full or incremental backup
and then truncates the transaction logs.

Differential Backup the transaction logs to record changes since the last full or incremental backup
and does not truncate the transaction logs.

10. Select an encryption setting for your backup set.

11. Press the [OK] button to complete the configuration of the [New Backup Size Wizard].

12. Fill in the domain administrator username and password in the [User Authentication for Windows].

[} General
Backup Source

l_’:“_; Backup Schedule
|[:l: Encryption

[}, in-File Detta
el

& Retention Palicy
%= Command Line Tool
t

t: Extra Backup

r

& Lacal Copy

't:dﬁ Options

ExchangeSererDAG 'E| General

Backup Setting .

E) Backup Set
Mame: | ExchangeSenerDAG
Type: M3 Exchange Server Backup

Uszer Authentication for Windows
Domain QAZD

UserMame : | administrator
Passwaord - ......|

& Microsoft Exchange
version : Microsoft Exchange Server 2013 (Database Availahility Grougp)

Ok Cahcel E3
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13. Configure the temporary backup folder, select [Backup Setting], [Options].

\Exchange2013 = |[#][=] | Oticns

@ BemeE] @ Temporary Directory for storing backup files
|C:IUsersladministratnr.@AEDl.temp || Change % |
J—j'? Backup Source Femaove temporary files after backup
L"f Backup Schedule [ Advanced Options
. Compression Type : |Fast (Compressed size larger than normal) | hd |
[@; Encryption

Transfer Elock Size n khytes
& In-File Delta

e ' .
iy Retention Policy

= .
ar> | Command Line Tool

It)a- Exira Backup
'@ Lacal Copy
[Eg‘. Options

| oK & || cancel & |

Note:
The temporary directory can be set to a local or network path.

14. Scheduled backup will run automatically at the configured schedule time.
15. Click [Save Setting] button on the OBM main screen to save the settings.

16. On the next Exchange Server within the same DAG, open the OBM and click on the same backup set.
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17. Make sure you have checked the checkbox of the “Run scheduled backup on this computer.”

|ExchangeServetDAG |'|B Backup Schedule

[; Bl R)’\ scheduled backup on this computer
Database Backup Schedule (Type: Fulleekly - Friday)
J—]'? Backup Source Transaction log Backup Schedule (Type: Incremental Weekly - Sunday,Monday Tue

i‘f Backup Schedule

[@; Encryption
[}; In-File Delta

[ : )
iy Retention Policy

= .
ar> | Command Line Tool

t)a- Extra Backup
(22; Local Copy
[E;i Options

da | ’

| &dd [ || Remove 11 Properties |

| oK & || cancel & |

All the computers with in the DAG are required to click on this settings.
18. Modify the temporary directory settings for that was listed in step 13.
19. Click the [Save Setting] button on the OBM main screen.
20. Repeat step 16 until all the Exchange Servers within the same DAG have been configured to run the schedule backup.

Important:
For domain controller with Active Directory installed, a System State backup must be performed regularly with the MS
Exchange server backup.

Note:
Since 6.13.0.0 , 0BS0OBM supports multiple computers to backup on the same Exchange Sever 2013 DAG backup set.
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15.11 Restore Microsoft Exchange Server 2013 with database availability group (DAG)
Refer to the following instructions to restore Microsoft Exchange Server 2013 with database availability group:

The database restore is required to restore on the active database only. You can identify the Exchange server with the active
database from the Exchange Management Shell.

Type the following command in the Exchange Management Shell.

Get-MailboxDatabase | ft name, server

It will show which Exchange server is hosting the active mailbox database. le. Mailbox Database 01 and 02 are hosted on EX1,
while Mailbox Database 02 and 04 are hosted on EX2.

[PS] C:\>Get-MailboxDatabase | ft name, server
Name Server

Mailbox Database 02 EX2

Mailbox Database 01 EX1

Mailbox Database 03 EX1

Mailbox Database 04 EX2

When you can identify which Exchange server hosted the active database, you can logon to that Exchange server to restore the
database.

Restore Exchange Database to the Exchange with the active database.

1. Login to the backup application’s user interface.

(© Online Backup Manager \;‘i- (© Online Backup Manager \;‘i-

l@ Online Backup Manager

Login Mame © [username
Passward : o0008e
[ Save password
@ Forgotyour password?

OK Cancel £ Options

l@ Online Backup Manager

Login Mame : |username
Passward : 00089
[ Save password
@ Forgotyour password?

2 Languane
English

@ Backup Sernver
httn || lhosthame

Qﬂ Proxy Setting
[T Use prowy to access the hackup server
Type Frowy

Sock
Address :

Fart:

ser Mame
Password

0K Cancel B = Options
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2. Click on the [Restore] button on the left panel.

3. Select the backup set to be restored, and [Next].

Please selectthe hackup set

ExchangeSenerDAG

Delete all files T

Mext » | Cancel B |

4. Expand the server tree, select the database to be restored, and [Original Location] for the [Restore files to] option.

Folders

Showfiles as ofJob [2013i02113 | v | [Latest | =/

Marme

| Size |

Date Modified

..
B o @A Mailbox Dat:

= 5 Backup Server
= 2] Microsoft Exchange
=0 [ DAG1

& Mailhox Databa
O oz Mailbox Dataha

[E= Restorefiles to
® Original location

%] EO0.chk

|| EDNNONO0O0Y log
|| E0ONON00002.log
|| EDONON00003.log
| E0O0O0O0O04.Iog
|| E0O0O0O0O0S.log
|| E0O0O0O0O0E.log
__| ENO0O000007 Jog
| EN00000008 Iog
|| EN00O0000048.1og
|| EN00O00000A Iog
| EONNONO000E log
|| EONOONO0O0G log
|| EONNONO0O0D log
| EDNNONODO0E log
|| EN0000000OF. lod

Cialsersiadministrator. QAZ0

8KE
1,024 ..
1,024 ..
1,024 ..
1,024 ..
1,024 ..
1,024 ..
1,024 ..
1,024 ..
1,024 ..
1,024 ..
1,024 ..
1,024 ..
1,024 ..
1,024 ..
1.024 ..

ltems per page : Page :

20130216 04:26:30
201301011 15:52:43
201301011 16:02:44
201301011 16:02:45
201301011 16:29.37
201301011 16:44.47
201301011 16:59:48
2013011171709
20130111 173210
20130111 174710
20130213 19:32:01
20130213 19:32:02
2013021 3 20:59:39
20130213 21:14:40
20130213 21:29:41
20130213 21:44:42

Change %

4 Previous || StartRestore B || Cancel B
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5. Press the [Start Restore] button to begin the restore process.

6. The restore process is now completed.

Alternative solution to restore the database using shell commands

1. Login to the backup application’s user interface.

@ Online Backup Manager @ Online Backup Manager

Login Mame : |usemame Login Name : | usemame
Passward | |...... Passward © |......
[ save password [ save password
© Forgotyour password? © Forgotyour password?

| OK B || Cancel B | & Options Language
|English

Backup Server
Wﬂp | = [hostname

ﬁ Proxy Setting
] Use proxy to access the backup server
Type : & Praxy

Sock
Address

Fart:

User Mame
Password @

| OK @ | cancel @ | = Options

2. Click on the [Restore] button on the left panel.
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3. Select the backup set to be restored, and [Next].

Flease selectthe backup set

ExchangeServerDAG

e » | cancel 3

4. Expand the server tree, select the database to be restored, and [Original Location] for the [Restore files to] option.

Showfiles as of Job: [2013/0219 | | |Latest | v/

Folders Marme Size | Diate Modified
= 5 Backup Server %] E00.chk SKE 2013M216 04:26:30
£ Micrasoft Exchange u EOQ00000001.log O24 00 20131 19:52:43
=0 T DaG1 || E0000000002.0g 024 . 201301711 16:02:44
i Mailbox Databa || E0O00000003.log 024 . 201301711 16:02:45
#- [ 5 Mailbox Databa || ED000000004 log 024 201301011 16:28:537
0 gy QA Mailbox Date || E0O0O00000S log 024 201301011 16:44:47
|| E0000000006.Iog 024 201301011 16:50:48
|| E00O0000007 Jog 024 20130141 17:17:09
|| E0000000008.10g 024 201301011 17:32:10
|| E0000000009.10g 024 . 201301011 17:47:10
|| E0O0000000A.Iog 024 . 201302113 19:32:01
|| E0O00O0000E. g 024 . 2013002013 19:32:02
|| E000000000C log 024 . 2013002013 20:58:39
|| E000000000D Jog 024 . 2013002013 21:14:40
|| ED0O0DO000E.Iog 024 .. 2013002013 21:28:41
e || EN0O00000OF.loo 1.024 ... 20130213 21:44:42

[E= Restorefiles to
® Original location

Callserstadministrator. 2A20 Change %

| « Previous || StartRestore » | Cancel 3 |

5. Press the [Start Restore] button to begin the restore process.

6. For further operations on the Exchange server, please refer to Appendix B for details.

Page 457 of 610



ONLINE BACKUP MANAGER USER GUIDE

16 Brick-Level Backup/Restore Microsoft Exchange Server

This chapter describes in details how to backup and restore individual mail items stored in Microsoft Exchange Server with
0BM.

16.1 Supported versions

16.2 Requirements
Please ensure that following requirements are met by the MS Exchange server:
1. OBM version 6.15.0.0 or above is installed on all MS Exchange node with Mailbox role.

2. Microsoft Messaging Application Programming Interface (MAPI) is installed on the MS Exchange server. (Microsoft
Exchange Server MAPI Client and Collaboration Data Objects Version 1.2.1 May 2013 Update or later)

3. The operating system account to be running the Brick-Level backup (e.g. administrator) must have a mailbox and is not
hidden from the Global Mailbox List.

For OBM version 6.5.4.0 or above, scheduled backup can be performed without changing the scheduler service’s log on
setting.

Scheduled backup is performed using the operating system account configured in the [User Authentication for Windows]
field.

If such setting is not configured, the scheduled backup would precede with the default Local System account (default
log on account for OBM scheduler).

In this case, the backup will most likely fail with permission denied error.

For OBM version 6.9.2.0 or above, mailbox items can be restored to a different Exchange Server on the same version or
to a different Exchange Server on different version.

4. For the backup with DAG option, scheduled backup is required, as all the 0BM on different Exchange servers will base
on the scheduled backup time to activate all the backups at the same time, even all these Exchange servers are located
at different timezones. When the backup on all Exchange servers are finished, a single email report will be generated.

Manual backup is not considered, as this will be considered as individual Exchange mail level backup not an Exchange
mail level DAG backup.
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16.3 Overview

Brick-Level backup for Microsoft Exchange Server is not designed to fully protect an Exchange Server, but to facilitate easy
backup and fast restore of individual emails, contacts or calendars, etc.

A Brick-Level restore cannot fully recover the Information Store after a disaster.

Important:
If used, a Brick-Level Backup must be utilized in conjunction with full Information Store Backup, in order to fully protect the
Exchange Server.

16.4 Granting Privileges
Brick-Level backup requires “Full Mailbox Access” permission for the user running OBM.

Please refer to the following instruction for granting permission to the operating system account to be running the Brick-Level
backup:

For one specific mailbox

Use the following procedure to grant access to Exchange 2003 /2007 mailbox:
1. Start the [Active Directory Users and Computers] applet.

2. On the [View] menu, ensure that the [Advanced Features] option is selected.

-.{; Active Directory Users and Computers

@ File  Action | wiew Window  Help |;|i|£|
- - | |E AddfRemove Colurmns. .. F’ @ T’
@ Active Director Large Icons
B[] Saved Que  Small Icons —
E| shsaymail, List Tvpe Description |
&[] Builkin | ® E)etail builkinDomain
D Compu — Cantainer Default container For upgr. ..
@ Domair | Hsers, Groups, and Computers as containers Crganizational Unit Default cantainer For dom. ..
D [ v Advanced Features Container Default container For secu, ..
-] Lostan  Filker Optians. .. lostAndFound Default container For orph,..
[:I Micros ) m Objects misExch3ystemObjectksConkainer
Cl NTDS €, Ut msDS-QuotaContainet Quota specifications cont...
D Program Data [CAProgram Data Container Ciefault location for storag. ..
D System [(Asystem Cantainer Builtin syskem settings
B[] Users gUsers Container Default container for upgr. ..

3. Right click the user whose mailbox you want to give permissions to and choose [Properties].
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4. On the [Exchange] Advanced tab, click [Mailbox Rights].

Published Certificates | MemberOf | Diakin | Object | Securiy
Environment I Sessions I Remote control I Teminal Services F'rofilel COk+

Exchange General I E-mail Addreszes
General I Address I Accaunt I Profile | Telephores | Organization
Exchange Features Exchange Advanced

Simple dizplay name:

™ Hide fram Exchange address lists
[~ Downgrade high priority mail bound for g 400

Wiew and modify cugtom attributes Truiam Aiies |

Configure zerver and account information ILS Settings... |
far Internet locator service =

Wiew and modify permigzions to access
thiz mailbox

Adminiztrative Group: First ddministiative Group

0K | Cancel | Apply | Help |

5. Notice that the Domain Admins and Enterprise Admins have both been given Deny access to Full Mailbox access.

Permissions for User Name Eq

Mailbox Rights |

Group o User names:
€3 Administrator [AHSAYMAILAdrministratar) j

ﬂi AMONYROUS LOGON
!ﬁ Daomain Adming [ABHSAYMAILAD omain Admins)

Eicicine el
i -

Add. | Remove |

Permizzions for Enterprize Admins Al Dery

Delete mailbox storage
Read permiszions

Change permizzions

Take ownership

Full mailbox access:
Aszzociated external account

OdEEEEa
EOO0O0

=
Far special permissions ar for advanced settings, Advanced |
click &dvanced. —

ak. I Cancel | Ll |
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6. Click [Add], click the user or group who you want to have access to this mailbox, and then click [OK].
7. Ensure that the user or group is selected in the Name box.

8. In the [Permissions] list, click [Allow] next to [Full Mailbox Access], and then click [OK].

9. Click [OK] all the way out.

10. Restart the [Microsoft Exchange Information Store] service.

For mailboxes located within a specific mailbox store

Use the following procedure to grant access to Exchange 2003 /2007 mailbox found on a specific mail store:
1. Start the [Exchange System Manager] applet.

2. Navigate to the server object within the appropriate Administrative Group.

8= Exchange System Manager M=l 3
% File  Action Wiew Window Help | _Iﬁllﬂ

= | Bm 4 ERXEFEDR| 2 E

’l:-] First Crganization (Exchange) Mailbox Store (MAIL)

--ﬁ Global Settings -
-0 Redpients SIIE:

EIE Adrninistrative Groups = Logons
B0 First Administrative Group Camaiboxes
S0 Servers LA Ful-Text Indexing
B3 maL

-1 Queues

S-£=)) First Storage Group
Mailbox Store (MAIL)
. {25 Public Folder store (MaIL)
{1 Pratocals

- Conneckors

[+ Folders

- Tools

3. Expand the server object and find the required mailbox store within the appropriate Storage Group. Right click it and
choose [Properties].
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4. In the [Properties] window, go to the [Security] tab.

Mailbox Store {MAIL) Propetties EH
General I [Databaze | Lirnitg | Full-Text Indesxing |
Details | Policies Security

Group or uger names:

.-"J'l.n:lr;'nir'ui:z:l..r.:.ur [AHSATMA
ﬁEANDNYMDUS LOGAM
ﬁ Domain Adming [AHSAYMAILD amain Admitsg)

m Enterprize Adming [AHSAYMAIL\E nterprize Adming)

mEveryc-ne
gm e oooy Gaaamaes r . oo 1N
Add.. | Bemaove |
Permizsions for Adminiztrator Allowy Deny
Full contral o =
Fead O
Wwirite O
Execute a
Delete O
Fead permizsions a LI

For special permissions or for advanced settings. Advanced |
click Advanced. ~
QK I Cancel | Apply | Help |

5. Click [Add], click the user or group who you want to have access to the mailboxes, and then click [OK].
6. Be sure that the user or group is selected in the Name box.

7. Inthe [Permission] list, check [Allow] next to [Full Control], and then click [OK].

8. Click [Apply] and [OK].

9. Restart the [Microsoft Exchange Information Store] service.

For mailboxes located within a specific server

For Exchange 2003, please refer to the following instructions:

1. Add an operating system account to the Add an operating system account to the Exchange 2003 server.

This account must be a member of the following groups in the Active Directory:

e Domain Users group

e Administrators group
2. Right click [Exchange System Manager] > [Domain Name] > [Server] > [Exchange Server Name], select [Properties].
3. Choose the [Security] tab.

4. Add the newly created user to the list, and then check the [Full Control] checkbox for this user.
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5. Click [OK] all the way out.

6. Reboot the server or restart the [Microsoft Exchange Information Store] service, wait for at least 15 minutes for the
changes to be applied to the Exchange server.

For Exchange 2007, please refer to the following instructions:

1. Add an operating system account to the Add an operating system account to the Exchange 2007 server.
This account must be a member of the following groups:
* Local Administrators (Built in)
e Domain Admins group
e Enterprise Admins group

2. Enter the following command in Exchange Management Shell:

Get-MailboxServer | Add-ADPermission -User “%USER%” -AccessRights
GenericAll -ExtendedRights ms-exch-store-admin,receive-as,send-as
-InheritanceType All

Example, to grant the permission for local account “system”

Get-MailboxServer | Add-ADPermission -User “system” -AccessRights
GenericAll -ExtendedRights ms-exch-store-admin,receive-as,send-as
-InheritanceType All

To show added permission for an AD account

Get-MailboxServer | Get-ADPermission -User “3%USER%”

Example, to show added permission for local account “system”

Get-MailboxServer | Get-ADPermission -User “system”

To remove permission from an AD account

Get-MailboxServer | Remove-ADPermission -User “%USER%” -AccessRights
GenericAll -ExtendedRights ms-exch-store-admin,receive-as,send-as

-InheritanceType All
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Example, to remove permission from local account “system”

Get-MailboxServer | Remove-ADPermission -User “minimal” -AccessRights
GenericAll -ExtendedRights ms-exch-store-admin,receive-as,send-as
-InheritanceType All

For Exchange Server 2010DAG, please refer to the following instructions:

1. Add an operating system account to the Exchange 2010 server.
This account must be a member of the following groups:
* Local Administrators (Built In)
« Qrganization Management group (Exchange Security Groups)
* Domain Admins group
e Enterprise Admins group
2. Ensure that Update Rollup 3 for Exchange Server 2010 (KB981401) is installed.

3. Enter the following command in Exchange Management Shell:

Get-Mailbox | Add-MailboxPermission -User “3%USER%” -AccessRights
FullAccess

Example:

Get-Mailbox | Add-MailboxPermission -User “system” -AccessRights
FullAccess

Other useful commands:

Remove permission from an AD account

Get-Mailbox | Remove-MailboxPermission -User “$%USER%” -AccessRights
FullAccess

Example:

Get-Mailbox | Remove-MailboxPermission -User “system” -AccessRights
FullAccess



http://www.microsoft.com/en-us/download/details.aspx?displayLang=en&id=415
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To view the mailbox permission of a user

Get-Mailbox | Get-MailboxPermission -User *“%USER%”

Example:

Get-Mailbox | Get-MailboxPermission -User “SYSTEM”

For Exchange Server 2013DAG, please refer to the following instructions:

1. Add an operating system account to the Exchange 2013 server.
This account must be a member of the following groups:
* Local Administrators (Built In)
* Organization Management group (Exchange Security Groups)
e Domain Admins group
e Enterprise Admins group

2. Enter the following command in Exchange Management Shell:

Get-Mailbox | Add-MailboxPermission -User “3%USER%” -AccessRights
FullAccess

Example:

Get-Mailbox | Add-MailboxPermission -User “system” -AccessRights
FullAccess

Other useful commands:

Remove permission from an AD account

Get-Mailbox | Remove-MailboxPermission -User “%USER%” -AccessRights
FullAccess

Example:

Get-Mailbox | Remove-MailboxPermission -User “system” -AccessRights
FullAccess
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To view the mailbox permission of a user

Get-Mailbox | Get-MailboxPermission -User *“%USER%”

Example:

Get-Mailbox | Get-MailboxPermission -User “SYSTEM”

For details on how to troubleshoot for issue encountered when creating a mail level backup set or during backup, please
refer to FAQ: Troubleshooting MS Exchange mail level backup (MS Exchange mail level backup) (2644)

16.5 How to perform Brick-Level backup
Refer to the following instructions to backup individual items within your Microsoft Exchange Server:

1. Login to the backup application’s user interface.

©) Online Backup Manager (= ]2 %] Jll © online Backup Manager =13
@Online Bockup Manager @ Cnline Bockvp Manager
Login Mame : |username Login Mame © username
Fasswoard 20080008 Password 20008008
["] Save passward ["] Save passward
@ Forgot your password? @ Forgotyour password?
Ok Cancel 8 |+ Options 3 Language
English -

[ﬂ Backup Server
hitp | = | |hostname .

%E Froxy Setting
[ Use proxy to access the hackup server

® Proyy
Sock

Ok Cancel £ = Options

For OBM installation on 64 bit machines, please start the backup application by running the RunOBC32.bat file found
under the application installation bin directory:

${OBM-InstallHome}\bin\RunOBC32.bat

2. Select the [Backup Settings] button and the |+ button to start the New Backup Set Wizard.


https://forum.ahsay.com/viewtopic.php?f=43&t=9833
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3. Create a MS Exchange mail level backup set by selecting [MS Exchange Mail Level Backup] from the backup set type

dropdown menu.

4. Enter the backup set name

Mew Backup Set Wizard | x| |

[E; Backup Set

Marme . | Mail Backup Set
Type . |File Backup A
File Backup =

Lotus Domina Server Backup
Lotus Motes Client Backup
M3S Exchange Server Backup

MS Exchange Mail Level Backup
MS SQL Server Backup

MySGL Backup

Cracle Database Server Backup

Mext

5. Select [Next] to proceed.

6. Expand the Mailbox Store to select the corresponding mailboxes for backup.

New Backup Set Wizard Ed |

Folders From/iTo | Subject Received .. Size
=3 WM 2KE
-] (2 Mailbox Stare
- &9 Public Folder Stare
ltermns perpage : 40 - FPage: -
1 Previous [t

w

3
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7. Configure a backup schedule for unattended backups.

Note:
Multiple backup schedules of different types can be configured for the same backup set.

8. Select an encryption setting for your backup set.
9. Press the [OK] button to complete the configuration of backup set.
10 Scheduled backup will run automatically at the configured schedule time.

11. Click [Backup] button on the left panel to perform a backup immediately.

16.6 How to perform Brick-Level restore
Refer to the following instructions to restore individual items to the original Microsoft Exchange Server

Note:
Please note that individual Brick-Level backup can only be restored using OBM client (e.g. cannot perform web restore).

1. Login to the backup application’s user interface.

(@) Online Backup Manager [=](0/X] [l © online Backup Manager =3
@Online Bockup Manager @ Cnline Bockvp Manager
Login Mame : |username Login Mame © username
Fasswoard 20080008 Password 20008008
["] Save passward ["] Save passward
@ Forgot your password? @ Fargatyour password?
Ok Cancel 8 |+ Options 3 Language
English -

[ﬂ Backup Server
hitp | = | |hostname .

‘ﬂﬂ Provy Setting
[ Use proxy to access the hackup server
® Proyy
Sock

Ok Cancel £ = Options
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For OBM installation on 64 bit machines, please start the backup application by running the RunOBC32.bat file found
under the application installation bin directory:

${OBM-InstallHome}\bin\RunOBC32.bat
2. Select the [Restore] button on the OBM main menu.

Select the corresponding backup set to be restored.

FPlease selectthe backup set

Mail Backup Set

Mext » Cancel E3
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3. Select the individual mail item to be restored.

™ Show files as of Job 2012704505 | = |Latest i i Show all files Filter [#
Fnld_ers FrarmiTo Subject Received/Sent Size
= o Backup Server -

EF O o WER 23-0-41
- 2 Mailbox Stare
) 25 WeR Z-0-41 AE
HH calendar
[ 3 Conflicts
G4 Contacts
[ [ Conversatial
(&) Deleted lterr

[l Cd Folder72h4t
[l 3 Folder3ae?s
[ 1 Falderdd1 ec
[ Cd Falderefddk
[l L3 Folderfags?l &

PN N e N

3
Delete 10T [terms per page ;. |50 hd Page: 111 | =

[E= Restorefilesto
® Original location
) Alternate location

4 Previous Start Restore B Cancel £
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You can restore to the original mail box by selecting the “Original location”, alternatively, you can now restore individual
items to another mail box by selecting “Alternate location”.

® Show files as of Job ;20120405 «  Latest - Show all files Filter '+
Folders From Suhject Received Size
B g WERZH-0-41 = || WEBR2ZX-0.. Bump message  Wed 314020121 210 ~
Eu:?ﬂ tailbox Store i || wWaR2ZH-0.. that Wed 31420121 20K ...
E--I:I"E_éff WBRZH-0-41 AE|[] || WBR2H-0.. state she Wed 31420121 43k
=-0 E Calendar [ | | WBR2ZH-0.. his has two once  Wed 31142012 1. 16k
- 3 conflicts | WEBRZK-0.. usetolost Wed 31420121 A0k
B+ 8 Contacts [ | | weR2Z¥-0.. between car Wed 311420121 B3k
F-C 3 conversation. [ || WSRZH-0... we over number to wWed 3142012 1:... 16k
&+ (& Deleted lerr L WBRZH-0.. iffirst did Wed 31452012 1. Gk
#- LA Dratts || wWaR2Z-0.. make lot Wed 31420121 Gdk
H- 3 Faolder72h4s L | WWEBRZH-0.. train Wed 31420121 30k
G- [ Folder83e7s [ || WBR2H-0... could be drink Wed 31420121 a4k
=[] 4 Folderdfilec || WERZH-0.. your spread Wed 311452012 1:.. 18k
G- Folderegdde,. [ || WeR2X-0... strange usual Wed 314520121 Gk
- [ Folderfasa7l | WBRZK-0.. repeathas see Wed 31420121 11k
- L Inbox - | WBRZG0.. arethen please  Wed 311452012 1. 21K
= e O || WeR2:¢-0... said eat WWed 31412012 1. 25K
]| LadarmSes a [EERTEENCRTEN B PR N Lidm el Sl AdT0A A . ERa 1P
Delete 11 [terms per page : 50 hd Page: (111 |=
FE= Restorefilesto
Qriginal location
& Alternate location . WERZ-0-41WWailbox Storetddministrator -
WER2H-0-4 1 Mailbox Stareldministratar -
WERZ-0-41\Mailbox Stare\Eleanoryvoo £
[ 0-41Mailbox StarelFirstname Lastname

WER2H-0-4 1 Mailbox StarelFirsthame Lasthame

WERZH-0-41\Mailbox StarelFirsthame Lasthame
WERZH-0-41Mailbox Storellason Au
WERZH-0-41\Wailhox Starelkelson Mg

WERZ-0-41Mailbox StorelPD

User can restore mailbox items to a different Exchange server on the same version or to a different Exchange server
on different version. For example: An email message from a mailbox backed up from an Exchange 2003 server can be
restored to another mailbox on another Exchange 2010 server.

Limitation:

If you are trying to restore the mailbox item to a destination mailbox which has a different language setting than the
original mailbox, OBM will attempt to restore the folder names of in accordance to destination mailbox language settings;

e |nbox

e Qutbox

Sent ltems

e Drafts

Junk E-Mail

Deleted Items
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For other folders such as ‘Calendar’ or ‘Notes’, a new folder ‘Calendar’ or ‘Notes’ will be created.

BACKUP SOURCE ACTION DESTINATION MAILBOX WITH CHINESE
(ENGLISH) AS DEFAULT LANGUAGE SETTINGS
Inbox Merge WEFE

Outbox Merge FiHE

Sent ltems Merge FiFwts

Deleted ltems Merge R EYEB {4

Drafts Merge 815

Junk E-Mail Merge NItR EEED

Calendar Create new folder Calendar

Notes Create new folder Notes

4. Press the [Start Restore] button to restore.

16.7 How to perform Brick-Level backup with database availability group (DAG)

Refer to the following instructions to backup individual items within your Microsoft Exchange Server:

1. 0BM version 6.15.0.0 or above is installed on all Exchange node with Mailbox role.
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2. Login to the backup application’s user interface.

(@) Online Backup Manager = |[51/[X| B @ online Backup Manager H=3
@Online Backup Manager @ Omnline Bockup Manager
Login Mame : |username Login Mame © username
Fasswoard 20080008 Password 20008008
["] Save passward ["] Save passward
@ Forgot your password? @ Fargatyour password?
Ok Cancel £ | # Options i3 Language
Enalish -

[ﬂ Backup Server
hitp | = | |hostname .

‘ﬂﬂ Provy Setting
[ Use provy to access the hackup server
& Prowy
Sock

Ok Cancel £ = Options

For OBM installation on 64 bit machines, please start the backup application by running the RunOBC32.bat file found
under the application installation bin directory:

${OBM-InstallHome}\bin\RunOBC32.bat

3. Select the [Backup Settings] button and the |+ button to start the New Backup Set Wizard.



ONLINE BACKUP MANAGER USER GUIDE

4. Create a MS Exchange mail level (DAG) backup set by selecting [MS Exchange Mail Level Backup] from the backup set
type dropdown menu, then select the version of the Microsoft Exchange server to [Microsoft Exchange Server Database

Available Group]

Mew Backup Set Wizard E

[ Backup Set
Marme © | Mail Level DAG
Type .  |MS Exchange Mail Level Backup -

4 Microsoft Exchange
Yersion . Microsoft Exchange Server Database Availahility Group -
Microsoft Exchange 2000 Server post5P3 -
Microsoft Exchange Server 2003
Microsoft Exchange Server 2007
Microsoft Exchange Server 2010 HE

Microsoft Exchange Semer Databhase Availability Group

et » Cancel E

5. Enter the backup set name
6. Select [Next] to proceed.

7. Expand the Mailbox Store to select the corresponding mailboxes for backup.

Mew Backup Set Wizard E |

= Microsoft Exchange

E- 7] 3 DAG
- o Mailbox Database 0913884514
@[ 85 Administrator
@A 86t user14
El o Mailbox Database 1419724526
. B[ 25t Discovery Search Mailbox
. - €5t usert 3
[ @A Mailbox Database
&[] 27 Public Folder

Advanced »

4 Previous Mext  » Cancel E
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8. Configure a backup schedule for unattended backups (required).

9. Select an encryption setting for your backup set.

10. Press the [OK] button to complete the configuration of backup set.

11. Scheduled backup will run automatically at the configured schedule time.

12. Click [Save Settings] button on the OBM main screen to save the settings.

13. On the next Exchange Server within the same DAG, open the 0BM (RunOBC32.bat) and click on the same backup set.

14. Make sure you have checked the checkbox of the “Run scheduled backup on this computer.”

Mail Level DAG ﬂE Backup Scheduls

|J BenzEl Run scheduled backup on this computer

Backup Schediie
[ Backup Source

i f_‘_"? Backup Schedule
el Encryption

). In-File Delta

Ll

& Retention Policy
% Command Line Tool
. Eutra Backup

L 3

%, Local Copy

l!;';} Options

Add Remove 1 Properties f

(]'4 Cancel 3

15. Click the [Save Setting] button on the OBM main screen.

16. Repeat step 13 until all the Exchange Servers within the same DAG have been configured to run the schedule backup.

Note:

Since 6.11.0.0 , 0BS0OBM supports multiple computers to backup on the same Exchange mail level DAG backup set.
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15. Click the [Save Setting] button on the OBM main screen.

16. Repeat step 13 until all the Exchange Servers within the same DAG have been configured to run the schedule backup.

Note:
Since 6.11.0.0 , 0BSOBM supports multiple computers to backup on the same Exchange mail level DAG backup set.

16.8 How to perform Brick-Level restore with database availability group (DAG)

Refer to the following instructions to restore individual items to the active database on the relevant Microsoft Exchange Server
within the DAG.

Note:
Please note that individual Brick-Level backup can only be restored using OBM client (e.g. cannot perform web restore).

The brick-level restore is required to restore on the active database only. You can identify the Exchange server with the active
database from the Exchange Management Shell.

Type the following command in the Exchange Management Shell.

Get-MailboxDatabase | ft name, server

It will show which Exchange server is hosting the active mailbox database. le. Mailbox Database 01 and 02 are hosted on EX1,
while Mailbox Database 02 and 04 are hosted on EX2.

[PS] C:\>Get-MailboxDatabase | ft name, server

Name Server

Mailbox Database 02 EX2
Mailbox Database 01 EX1
Mailbox Database 03 EX1
Mailbox Database 04 EX2
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1. Login to the backup application’s user interface.

(@) Online Backup Manager (@) Online Backup Manager
@Online Backup Manager @ Omnline Bockup Manager

Login Mame : |username Login Mame © username

Fasswoard 20080008 Password 20008008
["] Save passward ["] Save passward
@ Forgot your password? @ Fargatyour password?
Ok Cancel £ | # Options i3 Language

Enalish -

[ﬂ Backup Server
hitp | = | |hostname .

‘ﬂﬂ Provy Setting
[ Use provy to access the hackup server
& Prowy
Sock

Ok Cancel £ = Options

For OBM installation on 64 bit machines, please start the backup application by running the RunOBC32.bat file found
under the application installation bin directory:

${OBM-InstallHome}\bin\RunOBC32.bat
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2. Select the [Restore] button on the 0BM main menu.

Select the corresponding backup set to be restored.

Resture E
FPlease selectthe backup set
Backup Set

et » Cancel B
3. Select the individual mail item to be restored.

@) restore
® Show files as of Job ;200121010 | = | Latest - Show all files Filter |+
Folders FramiTa Subject ReceivediSent Size

B0 & Mailbax Dat; = [ Jusert3 Please send methe d.. Wed 1001072012 5:07 PM 1k
-] E5F Administ | lusert3  RE:lunch meeting Wed 1001072012 5:09 PM 2k
E|D 2t userd [ Jusertd  RE:Meeting cancelled. Wed 10/10/2012 510 PM 2K
B cale L usert3  Call Ahsaytomorrow.  Wed 1011002012 510 P 1k
"I:| 3 canf | user13  RE:Send cheque to Ah.Wed 1011002012 512 P 2k
--D &9 Cont [ Jusert3  Marketing materials.  Wed 101 0/2012 512 PM 1k
"D 3 Coar O | |usert4 RE:Send cheque to Ah.Wed 10102012 513 P 2k

= & Dele

"I:| L7 Drafl =

B [ 3 Folde

- 3 Folds

B ) 3 Folde

e 3 Folds

B[ 3 Folde

-0 L Inboy ™
| i »
Delete I lterms per page : |50 - Page: 111 =
[F= Restorefiles to
& Original lacation
Alternate location

4 Previous Start Restore P | Cancel B
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You can restore to the original mail box by selecting the “Original location”, alternatively, you can now restore individual
items to another mail box by selecting “Alternate location”.

Resture
& Showfiles as of Job ;201201010 (= Latest
Folders R
B0 & Mailbox Date~ L || user13
-0 €48 Administ | Juser13
B0 St userts | O | user3
E-C 2 cale | Jusert3
- 53 Conf || usert3
w0 85 cont. O L user3
"D [ Cony | usertd
= & Deley
w0 [ Drafl=
- 3 Fold
B 3 Folds
B 3 Folds
m- [ £3 Fold
) 3 Folde
B [ Inboy =
+ [ui ~
Delete 1

[Fx Restorefilesto
Qriginal location
& Alternate location :

- Show all files

Suhbject
Flease send methe d...
RE: lunch meeting
RE: Meeting cancelled.
Call Ahsay tamorrow,
RE: Send chegue to Ak
Marketing materials.
RE: Send cheque to AR...

lterms per page ;

4 Previous

RecaivediSent
YWed 101 0/2012 5:07 PM
Wed 101 0/2012 5:09 PM
YWed 101 0/2012 510 PM
YWed 10M10/2012 510 PM
Wed 101 0/2012 512 PM
Wed 101 0/2012 512 PM
Wed 101 0/2012 513 PM

50 =

Microsoft ExchangelDAGT\Mailhox Database 1419724526 Wser1s

Start Restore

Filter '+

Size

Page: |11

b Cancel E3

1K
2K
2K
1k
2k
1K
2K

Limitation:

If you are trying to restore the mailbox item to a destination mailbox which has a different language setting than the
original mailbox, OBM will attempt to restore the folder names of in accordance to destination mailbox language settings;

* Inbox

* Qutbox

* Sent ltems

* Deleted Items
* Drafts

* Junk E-Mail

For other folders such as ‘Calendar’ or ‘Notes’, a new folder ‘Calendar’ or ‘Notes’ will be created.
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BACKUP SOURCE ACTION DESTINATION MAILBOX WITH CHINESE
(ENGLISH) AS DEFAULT LANGUAGE SETTINGS
Inbox Merge WFE

Outbox Merge FHE

Sent ltems Merge Fitmin

Deleted Items Merge fRUBREVER {4

Drafts Merge 515

Junk E-Mail Merge NItK ZEED

Calendar Create new folder Calendar

Notes Create new folder Notes

4. Press the [Start Restore] button to restore.
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17 Backup/Restore Oracle Database Server

This chapter describes how to backup and restore Oracle database server.
17.1 Supported versions

17.2 Requirements and recommendations
Please ensure that the following requirements are met by the Oracle database server:
1. OBM is installed on the Oracle database server.

2. The Oracle databases selected for backup will be temporarily spooled to a temp directory before being uploaded to the
backup server.

It is recommended that the temporary directory have disk space of at least 120% of the total database size (e.g. total size
of all database files).

3. All database selected for backup, must be in ARCHIVELOG mode.
ARCHIVELOG mode guarantees complete data recoverability, and must be enabled to perform online backups.
To enable ARCHIVELOG mode, please refer to the following instruction:

« Set the parameters below in the PFILE to enable automatic archiving.

LOG_ARCHIVE DEST = ${Storage path of archive redo logs}

LOG_ARCHIVE FORMAT = ‘log%t %s %r.arc’

LOG_ARCHIVE START = true

« Set the parameters below in the PFILE to enable automatic archiving.

Windows:
set ORACLE SID=${database SID}

Linux:
export ORACLE SID=${database_ SID}

e Connect to database as SYSDBA.

sglplus “/ as sysdba”
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¢ Shutdown database.

SQL> shutdown immediate

« Start and mount database.

SQL> startup mount

 Switch database to archived log mode.

SQL> alter database archivelog;

« Open database.

SQL> alter database open;

Example:

$ export ORACLE_SID=GDB1

$ sglplus “/ as sysdba”

SQL*Plus: Release 10.2.0.1.0 - Production on Thu Nov 8 15:08:57 2007
Copyright (c) 1982, 2005, Oracle. All rights reserved.

Connected to:

Oracle Database 10g Enterprise Edition Release 10.2.0.1.0 - Production
With the Partitioning, OLAP and Data Mining options

SQL> shutdown immediate

Database closed.

Database dismounted.

ORACLE instance shut down.

SQL> startup mount
ORACLE instance started.
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Total System Global Area 285212672 bytes
Fixed Size 1218992 bytes

Variable Size 96470608 bytes

Database Buffers 184549376 bytes

Redo Buffers 2973696 bytes

Database mounted.

SQL> alter database archivelog;

Database altered.

SQL> alter database open;

Database altered.

4. Grant JAVASYSPRIV to the system account.

SQL> grant javasyspriv to system;

Example:

SQL> grant javasyspriv to system;
Grant succeeded.

5. Archived logs are not deleted automatically after an Oracle database backup. On the next backup job, the script file
“UpdateQOracleRmanRecords.bat” (Windows) or “UpdateOracleRmanRecords.sh” (Linux) in 0BM_HOMEbin will be
executed to remove these archived logs. To grant the privilege for the script to run. Please do the following.

Windows

Assume the path “D:\oracle\product\10.2.0\db_1\bin” is the path for the Oracle binaries.

Example:

D:

cd \oracle\product\10.2.0\db_1\bin

sqlplus “/ as sysdba”

SQL> grant sysdba to system;

SQL> quit

set ORACLE_HOME=D:\oracle\product\10.2.0\db_1
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Linux

Assume the path “/oraclefroduct/10.2.0/db_1/bin” is the path for the Oracle binaries.

Example:

$ su - oracle (or other users that have enough privileges)
$ cd /oracle/product/10.2.0/db_1/bin

$ sqglplus “/ as sysdba”

SQL> grant sysdba to system;

SQL> quit

$ export ORACLE_HOME=/oracle/product/10.2.0/db_1

Note: Please also restart your scheduler to ensure the OBM scheduler is running with the above ORACLE_HOME.
Warning messages may be shown in the backup report if the 0BM scheduler starts before the above ORACLE_HOME
statement when machine reboots.

To restart the scheduler, please run the following commands.

OBM_HOME/bin/StopScheduler.sh
OBM_HOME/bin/Scheduler.sh
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17.3 Overview

The following steps are performed during a backup job:
1. Connection from the backup client to the backup server is established.
2. Download the server file list from the backup server.
3. Connection to the Oracle database is established using SQL*NET.

4. For backup type [Database Backup], commands are issued for the following data to be spooled to the temporary spool
path:

All tablespace selected for backup

All non default initialization parameters
All control files

All archived log files

5. For backup type [Archived Log Backup], commands are issued for archived logs to be spooled to the temporary spool
path.

6. Server and local file lists are compared to determine which file will be uploaded.
7. Delta file is generated for modified file (if necessary).

8. Data are encrypted, compressed, and uploaded to the backup server.

9. Data are removed from the temporary spool path.

10. Backup completed successtully.
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17.4 How to backup an Oracle database (Windows)
Refer to the following instructions to backup Oracle database installation on Windows:
1. Login to the backup application’s user interface.
Double-click on the OBM desktop icon or right-click on the system tray icon:

o - o 5
(@) Online Backup Manager H =] B (@) Online Backup Manager M=
@ Online Bockup Manager @ Online Bockup Manager

Login Mame : | username Lagin Marme © |username

Fassword : e Password e
"] Save password ["] Save password
@ Forgotyour password? @ Forgot your password?
8]7¢ Cancel B+ Options T Language

English Ll

Egj Backup Server

hitp LI hostname LI

U= Prowy Setting
] Use proxy to access the hackup server

Type Frosy
Sock
Address
Fort:
User Mame :
Faszsword :

0K Cancel B = Options

Note:
OBM must be installed on the Oracle database server.
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2. Select the [Backup Settings] button and the |+/ button to start the New Backup Set Wizard.

Mew Backup Set Wizard E |

[:; Backup Set

Mame : |BackupSet

Type . |File Backup -
MS Exchange Server Backup "
M3S Exchange Mail Level Backup
M5 SCL Server Backup
MySQL Backup

ver Backup

ShadowProtect System Backup
ME Windows System Backup -

Mext » Cancel £

3. Create an Oracle Database Server Backup set by selecting [Oracle Database Server Backup] from the backup set type
dropdown menu.

4. Enter the corresponding information required:

Mew Backup Set Wizard E |

% Backup Set
Mame . |Backup Set
Type . |CQracle Datahase Server Backup -

ORACLE
Login D system
Password | | #

Host: | hosthame

Fort: 1521
sio: | SID

[ext  » Cancel £
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MENU ITEMS DESCRIPTION

Name Enter a backup set name of your choice.

Type Select backup set type [Oracle Database Server Backup].

Login ID Enter the Login ID of the Oracle system account.

Password Enter the password of the Oracle system account.

Host Enter the IP address or hostname of the Oracle database server.
Note:
0BM must be installed on the Oracle database server.

Port Enter the Oracle TNS port.

SID Enter the Oracle SID.

5. Select [Next] to proceed.

6. Select the corresponding tablespace for backup.

Mew Backup Set Wizard E |

=-0 [i Oracle Database Server
[ Vg SYSTEM
-] Bl svsaux
OBy UNDOTES
-2 Bl TEMP
-] g USERS
- [ Big EXAMPLE

1 Previous et » Cancel £

7. Configure a backup schedule for unattended backups.

Note:
Multiple backup schedules of different types can be configured for the same backup set.
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8. Select an encryption setting for your backup set.

9. Press the [OK] button to complete the configuration of backup set.

10. Scheduled backup will run automatically at the configured schedule time.
11. Click [Backup] button on the left panel to perform a backup immediately.
12. Select the backup type to be performed:

Backup Options

.E? Backup Set
Backup Set -

I] Backup

® Database Tablespaces, Cantral & Init File, Archived Logs)
0 Archived Log

Ok Cancel B & Options

MENU ITEMS DESCRIPTION

Database (Tablespaces, Control & Init File, Archived Logs) Backup the following:

All tablespace selected for backup

All non-default initialization parameters
All control files

All archived log files

Archived Log Backup the archived log.

17.5 How to backup an Oracle database (Linux)
Refer to the following instructions to backup Oracle database installation on Linux:
1. Install 0BM on the Qracle database server.

Note:
OBM must be installed on the Oracle database server.

2. Create a new Oracle Database Server Backup set on the web interface.

3. Login to the OBS web console, select [Backup Set].
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4. Press the [Add] button to access the Add New Backup Set menu.

Festore | Install Software FagQs | Help | Select Language

Add New Backup Set

Type
O B rile © 8 microsoft sqL server € % Microsoft Exchange Server ( |P|9359 select one ofthe following [= )

ol E Cracle Database Server © 2"&1‘_ My=QL Database Server

e @ Lotus Domino © Lotus Motes € :E!. Systemn State

(ol ! Microsoft Exchange Mail Level Backup (@ E ShadowProtect System Backup

© B microsoft windows Systern Backup € Y wMware WM Backup (IVMW@T'E vSphere ESX 3514 x|y
C {ﬁ:n Microsoft Windows Virtualization § IMinUSUﬂ Hyper-y Server ;I 3

5. Select the [Oracle Database Server] radio button and [Update].

6. Enter the Name and Database Backup Setting required:

Restare | Install Software FaQs | Help | Select Lanquage

[Help] Name
|Backupset
[Help] Type

E] Oracle Database Server
[Help] Database Backup Setting

Admin User

Admin Password

THS Port

Hostnarme :I

Oracle SID

CDelete archived logs older than = IED days { -1 = Do not delete )
[Help] Backup Source

Backup the fallowing files/directories :

1.] [add]

Exclude the following files/directories :
1] [add]

[Help] Backup Schedule [4dd]
Mo schedules defined

MENU ITEMS DESCRIPTION

Name Enter a backup set name of your choice.

Admin User Enter the Login ID of the Oracle system account.
Admin Password Enter the password of the Oracle system account.

Page 490 of 610
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Hostname Enter the IP address or hostname of the Oracle database server.

Note:
OBM must be installed on the Oracle database server.

TNS Port Enter the Oracle TNS port.

Oracle SID Enter the Oracle SID.

Delete archived logs older than Option to delete archived log exceeded x days.

7. Enter the Backup Source required:

To backup all tablespaces, enter ‘Oracle Database Server’ in the [Backup the following files/directories] field:

[Heln] Backup Source
Backup the following files/directories

hE |Orac|e Databasze Server [Remove]
z.] [2dd]
Exclude the fallawing files/directaries :

1. [add]

To backup or exclude individual tablespace, enter ‘Oracle Database ServerDatabase_Name’ (e.g. Oracle Database
Server/SYSTEM):

[Help] Backup Source
Backup the following files/directories
1. |Orac|e Datahase ServerfSYSTEM [Remove]

2. [dd]

Exclude the fallawing files/directaries
i | [Add]

8. Configure a backup schedule for unattended backups.

Note:
Multiple backup schedules of different types can be configured for the same backup set.

9. Press the [Update] button to save the newly created backup set.
10. Login to the Oracle database server with OBM installed.

11. Start the Configurator.sh script by accessing the backup client installation bin folder:

>sh OBM_HOME/bin/Configurator.sh
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12. Follow the instructions provided in the Gonfigurator to complete the configuration of the backup set.

For Linux with GUI installed, backup set can also be created using the OBM user interface, similar to the procedures
provided in the Windows section.

Launch the OBM user interface:

>sh OBM_HOME/bin/RunOBC.sh

13. Scheduled backup will run automatically at the configured schedule time.

14. To perform a backup immediately, execute the RunBackupSet.sh script with the backup set name or ID:

>sh OBM_HOME/bin/RunBackupSet.sh BackupSet Name

Important:

Before executing the script, please edit the BACKUP_TYPE parameter within the RunBackupSet.sh script file from -
BACKUP_TYPE="FILE”

to

BACKUP_ TYPE="DATABASE"”

17.6 How to restore an Oracle database

Refer to the following instructions to backup Oracle database installation on Linux:
1.Install OBM on the Oracle database server (if required).
2. Restore the Oracle database backup files from the OBS server.
3. For restore of an existing database, first shutdown the database:

 Set ORACLE_SID to your database System Identifier (SID):

Windows:
set ORACLE_ SID=${database SID}

Linux:
export ORACLE SID=${database SID}
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¢ Connect to database as SYSDBA.

sglplus “/ as sysdba”

» Shutdown the database.

SQL> shutdown immediate

Example:

$ export ORACLE_ SID=GDBl

$ sqlplus “/ as sysdba”

SQL*Plus: Release 10.2.0.1.0 — Production on Thu Nov 8 17:04:57 2007
Copyright © 1982, 2005, Oracle. All right reserved.

Connected to:

Oracle Database 10g Enterprise Edition Release 10.2.0.1.0 — Production
With the Partitioning, OLAP and Data Mining options

SQL> shutdown immediate

Database closed.

Database dismounted.
ORACLE instance shut down.

4. For restore of a non-existing database, first create a password file:

orapwd file=$ORACLE HOME/dbs/orapw${database SID}
password=${password}

Example:

$ orapwd file=/oracle/OraHomel/dbs/orapwBGDB1
password=pwdl1l23
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5. Place the restored backup files to their original directory path:
Control files, datafiles and archived logs are stored on OBS along with their full path information.

For example with the data restored to the directory /obm_restore:

/obm_restore/Oracle Database Server/oracle/product/10.2.0/db_1/admin/
GDB1/

/obm_restore/Oracle Database Server/oracle/product/10.2.0/db_1/dbs/
initGDBl.ora

/obm_restore/Oracle Database Server/oracle/product/10.2.0/db_1/dbs/
spfileGDBl.ora

/obm_restore/Oracle Database Server/oracle/product/10.2.0/db_1/flash_
recovery area/GDB1

/obm_restore/Oracle Database Server/oracle/product/10.2.0/db 1/
oradata/GDB1

These files should be moved to:

/oracle/product/10.2.0/db_1/admin/GDB1l/
/oracle/product/10.2.0/db_1/dbs/initGDBl.ora
/oracle/product/10.2.0/db_1/dbs/spfileGDBl.ora
/oracle/product/10.2.0/db 1/flash recovery area/GDB1l/

/oracle/product/102.0/db_1/oradata/GDB1/
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6. Rename database files (for database restore to a new location):
¢ Modify the PFILE file to update file path.
Modify all file paths to reflect the change to the new location, and then save.

For example from:

background dump dest = /oracle/OraHomel/admin/GDB2/bdump

control files = (/oracle/OraHomel/oradata/GDB2/controlOl.ctl, /oracle/
OraHomel/oradata/GDB2/control02.ctl,
/oracle/OraHomel/oradata/GDB2/control03.ctl)

core dump dest /oracle/OraHomel/admin/GDB2/cdump

user dump dest /oracle/OraHomel/admin/GDB2/udump

Change to:

background dump dest = /new_db location/OraHomel/admin/GDB2/bdump
control files = (/new_db location/OraHomel/oradata/GDB2/control0Ol.ctl,

/new_db_ location/OraHomel/oradata/GDB2/control02.ctl,
/new_db_location/OraHomel/oradata/GDB2/control03.ctl)

core dump dest /new_db_ location/OraHomel/admin/GDB2/cdump

user dump dest /new_db_ location/OraHomel/admin/GDB2/udump

* Quote the values of Dispatchers as a single argument:

Dispatchers = “(PROTOCOL=TCP) (SERVICE=GDB1XDB)"

* Delete the SPFILE file.
* Set ORACLE_SID to your database System Identifier (SID).

Windows:

set ORACLE_SID=${database_ SID}
Linux:

export ORACLE SID=${database SID}
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¢ Run SQL Plus and connect to the database as SYSDBA

sglplus “/ as sysdba”

« Start and mount the database.

SQL> startup mount

« Create a backup of the control file to trace file.

SQL> alter database backup controlfile to trace as ‘New DB_Location/
CONTROL.TRC' reuse;

* Rename each of datafile, log file and temp file.
 Open the newly created trace file and check for the filename of each datafile, log file and tempfile.

Rename each of these files:

SQL> alter database rename file ‘xxx’ to ‘yyy’;

Where xxx is the old filename found in the trace file, and yyy is the
new filename with the updated path.

Example:

SQL> alter database rename file ‘/oracle/product/10.2.0/db_1l/oradata/
GDB1l/system01l.dbf’ to ‘/new_db location/oradata/GDBl/system01l.dbf’;

SQL> alter database rename file ‘/oracle/product/10.2.0/db_1l/oradata/
GDB1l/undotbs0l.dbf’ to ‘/new db location/oradata/GDBl/undotbs0l.dbf’;

SQL> alter database rename file
‘*/oracle/product/10.2.0/db_1/oradata/GDBl/sysaux0l.dbf’ to ‘/new_db
location/oradata/GDBl/sysaux01l.dbf’;

SQL> alter database rename file ‘/oracle/product/10.2.0/db_1l/oradata/
GDBl/users0l.dbf’ to ‘/new _db location/oradata/GDBl/users0l.dbf’;

SQL> alter database rename file ‘/oracle/product/10.2.0/db_1l/oradata/
GDB1/TS1’ to ‘/new db location/oradata/GDBl/TS1’;
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SQL> alter database rename file ‘/oracle/product/10.2.0/db_1/oradata/
GDBl/redo0l.log’ to ‘/new _db location/oradata/GDBl/redo0l.log’;

SQL> alter database rename file ‘/oracle/product/10.2.0/db_1l/oradata/
GDBl/redo02.log’ to ‘/new db location/oradata/GDBl/redo02.log’;

SQL> alter database rename file ‘/oracle/product/10.2.0/db_1l/oradata/
GDBl/redo03.log’ to ‘/new _db location/oradata/GDBl/redo03.log’;

SQL> alter database rename file ‘/oracle/product/10.2.0/db_1l/oradata/
GDB1l/temp0l.dbf’ to ‘/new db location/oradata/GDBl/tempOl.dbf’;

Example:

$ export ORACLE SID=GDBl

$ sqglplus “/ as sysdba”

SQL*PLUS: Release 10.2.0.1.0 — Production on Fri Nov 9 17:50:30 2007
Copyright © 1982, 2005, Oracle. All rights reserved.
Connected to an idle instance.

SQL> startup mount

ORACLE instance started.

Total System Global Area 285212672 bytes

Fixed Size 1218992 bytes

Variable Size 92276304 bytes

Database Buffers 188743680 bytes

Redo Buffers 2973696 bytes

Database mounted.

SQL> alter database backup controlfile to trace as ‘/new_db_ location/

control.trc’ reuse;
Database altered.

SQL> alter database rename file ‘/oracle/product/10.2.0/db_1l/oradata/
GDB1l/system01l.dbf’ to ‘/new_db location/oradata/GDBl/system01l.dbf’;
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Database altered.

SQL> alter database rename file ‘/oracle/product/10.2.0/db_1/oradata/
GDB1l/undotbs0l.dbf’ to ‘/new db location/oradata/GDBl/undotbs01l.dbf’;

Database altered.

SQL> alter database rename file ‘/oracle/product/10.2.0/db_1l/oradata/
GDB1l/sysaux01l.dbf’ to ‘/new db location/oradata/GDBl/sysaux0l.dbf’;

Database altered.

SQL> alter database rename file ‘/oracle/product/10.2.0/db_1l/oradata/
GDBl/users0l.dbf’ to ‘/new _db_ location/oradata/GDBl/users0l.dbf’;

Database altered.

SQL> alter database rename file ‘/oracle/product/10.2.0/db_1l/oradata/
GDB1/TS1’ to ‘/new db location/oradata/GDBl/TS1’;

Database altered.

SQL> alter database rename file ‘/oracle/product/10.2.0/db_1/oradata/
GDBl/redo0l.log’ to ‘/new _db location/oradata/GDBl/redo0l.log’;

Database altered.

SQL> alter database rename file ‘/oracle/product/10.2.0/db_1l/oradata/
GDBl/redo02.log’ to ‘/new db location/oradata/GDBl/redo02.log’;

Database altered.

SQL> alter database rename file ‘/oracle/product/10.2.0/db_1l/oradata/
GDBl/redo03.log’ to ‘/new _db location/oradata/GDBl/redo03.log’;

Database altered.

SQL> alter database rename file ‘/oracle/product/10.2.0/db_1l/oradata/
GDB1/temp0l.dbf’ to ‘/new db location/oradata/GDBl/tempOl.dbf’;

Database altered.
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7. Restore the database.
Perform the following steps to restore database using Recovery Manager:

* Set ORACLE_SID to your database System Identifier (SID).

Windows:
set ORACLE_ SID=${database SID}

Linux:
export ORACLE SID=${database SID}

* Run Oracle Recovery Manager (rman) and connect to the target database.

rman target /

« Start and mount the database.

RMAN> startup mount

 Apply all transactions from the archived log files to the last sequence.

RMAN> recover database until sequence=4 thread=1;

The above command assumes that the sequence number of the last archived log is 3.

The sequence numbers can be found on the filename of the archived log:

${Oracle Home}/dbs/ol mf 1 2 3XXXXXXX_.arc

${Oracle Home}/dbs/ol mf 1 3 3XXXXXXX_.arc

 Open the database.

RMAN> alter database open resetlogs;

Example:

$ export ORACLE SID=GDBl

$ rman target /

Recovery Manager: Release 10.2.0.1.0 -Production on Thu Nov 8
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17:46:27 2007

Copyright (c) 1982, 2005, Oracle. All rights reserved.

connected to target database (not started)

RMAN> startup mount

Oracle instance started
database mounted

Total System Global Area 285212672 bytes

Fixed Size 1218992 bytes
Variable Size 113247824 bytes
Database Buffers 167772160 bytes
Redo Buffers 2973696 bytes

RMAN> recover database until sequence=4 thread=1;

Starting recover at 08-NOV-07

Starting implicit crosscheck backup at 08-NOV-07

using target database control file instead of recovery catalog
allocated channel: ORA _DISK 1

channel ORA DISK 1: sid=157 devtype=DISK

Finished implicit crosscheck backup at 08-NOV-07

Starting implicit crosscheck copy at 08-NOV-07
using channel ORA DISK 1
Finished implicit crosscheck copy at 08-NOV-07

searching for all files in the recovery area
cataloging files...
cataloging done

List of Cataloged Files

File Name: /oracle/product/10.2.0/db_1/flash recovery area/GDB1l/
archivelog/2007_11 08/0l mf 1 3 3m5hlyby .arc

using channel ORA DISK 1

starting media recovery
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archive log thread 1 sequence 2 is already on disk as file /oracle/
product/10.2.0/db_1/flash recovery area/GDBl/archivelog/2007_ 11 08/0l
mf 1 2 3mShlsvs_ .arc

archive log thread 1 sequence 3 is already on disk as file /oracle/
product/10.2.0/db_1/flash recovery area/GDBl/archivelog/2007 11 08/0l1
mf 1 3 3m5hlyby .arc

archive log filename=/oracle/product/10.2.0/db 1/flash recovery area/
GDBl/archivelog/2007_11 08/o0l1 mf 1 2 3m5hlsvs_.arc thread=1 sequence=2

archive log filename=/oracle/product/10.2.0/db_1/flash recovery_ area/
GDBl/archivelog/2007 11 08/0l1l mf 1 3 3m5hlyby .arc thread=1 sequence=3
media recovery complete, elapsed time: 00:00:01

Finished recover at 08-NOV-07

RMAN> alter database open resetlogs;

database opened

8. Optional - Create the Net Service Name and Database Service Listener.

To create a Net Service Name
Start Net Manager:

Windows
Click on the [Start Menu], select [Programs].

Select [Oracle - ${Home_Name}], in [Configuration and Migration Tools], choose [Net Manager].

Linux
Run netmgr from ${Oracle_Home }in:

netmgr

* Expand [Oracle Net Configuration], [Local].
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* Select [Service Naming] and expand the sub tree on the left toolbar.

;r:-.‘ Oracle Net Manage! \app\product\11.2.0\dbhome_1\NETWORK\ADMINY,

B aracle Net Corfiguration
é‘- Local
& Profile

oraclr_connection_data

arcl

Listeners

laming" in the help cantents.

 The [Net Service Name] wizard will be launched to guide you through the procedure to create a net service name.

li:'.' Net Service Name Wizard: Welcome ] x|

To access an Oracle database, or other service, across the network
you use a net service name. This wizard will help you create a net
Senice name.

Enter the name you want to use to access the database or service. |t
can be any name you choose.

Met Serdce Mame: ||

Cancel < Back ] MNet 2 )

Note:
Ensure that the setting is saved afterward.

On the menu bar, click [File], then [Save Network Configuration].
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To create a Database Service Listener
Start Net Manager:

Windows
Click on the [Start Menu], select [Programs].

Select [Oracle - ${Home_Name}], in [Configuration and Migration Tools], choose [Net Manager]

Linux
Run netmgr from ${O0racle_Home}/bin:

netmgr

* Expand [Oracle Net Configuration], [Local].
* Under the [Listeners] sub tree, choose [LISTENER].
« Select [Database Services] from the combo box, then click [Add Database].

;r:% Oracle Net Manager - C:\app\product\11.2.0\dbhome_1\NETWORK\ADMIN
File Edit Command Help
%8 Oracle Net Configuration

'é- Local

&5 Profile
& Service Naming
Listeners

B ISTENER - Network Address

General Parameters

Protocol: [TCPJ’IF‘

Host: |qa—w8x—ex1 O-aralt

Show Advanced

Patt: |1 571

[ statically dedicate this address far JSener connections
(for hackward compatibility with Oracle JSener release
8.1.9)

Add Address | Remave Address

* Enter the Global Database Name and SID.

Note:
Ensure that the setting is saved afterward.

On the menu bar, click [File], then [Save Network Configuration]
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17.7 How to restore individual tablespace

Restoring a tablespace required a backup of datafiles consistent with the existing archived logs and control files, as REDO will
be applied during the restore operation.

Refer to the following instructions to restore tablespace of an Oracle database
1.Install OBM on the Oracle database server (if required).
2. Restore the Oracle database backup files from the OBS server.

3. Set ORACLE_SID to your database System Identifier (SID).

Windows:
set ORACLE SID=${database SID}

Linux:
export ORACLE SID=${database SID}

4. Connect to database as SYSDBA.

sqlplus “/ as sysdba”

5. Shutdown the database.

SQL> shutdown immediate

6. Place the restored tablespace datafiles to the correct directory path.
The Datafile name and path can be found by using the REPORT SCHEMA command:

* Run Oracle Recovery Manager (rman) and connect to the target database.

rman target /

« Start and mount database.

RMAN> startup mount

« List the names of all datafiles and tablespaces.

RMAN> report schema;
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Example:

Report of database schema

File K-bytes Tablespace RB segs Datafile Name

419840 SYSTEM *** /oracle/OraHomel/oradata/GDBl/system0Ol.dbf
204800 UNDOTBS1 *** /oracle/OraHomel/oradata/GDB1l/undotbs01l.dbf
20480 CWMLITE *** /oracle/OraHomel/oradata/GDBl/cwmlite(0l.dbf
20480 DRSYS *** /oracle/OraHomel/oradata/GDB1l/drsys01l.dbf
141440 EXAMPLE *** /oracle/OraHomel/oradata/GDBl/example0l.dbf
25600 INDX *** /oracle/OraHomel/oradata/GDB1l/indx01.dbf

20480 ODM *** /oracle/OraHomel/oradata/GDBl/odm01l.dbf

10240 TOOLS *** /oracle/OraHomel/oradata/GDBl/tools01l.dbf
25600 USERS *** /oracle/OraHomel/oradata/GDBl/users0l.dbf

10 39040 XDB *** /oracle/OraHomel/oradata/GDB1l/xdb01l.dbf

11 0 TS1 *** /oracle/OraHomel/oradata/GDB1/TS1 datafilel.dbf

12 0 TS1 *** /oracle/OraHomel/oradata/GDB1/TS1_datafile2.dbf

13 0 TS1 *** /oracle/OraHomel/oradata/GDB1/TS1 datafile3.dbf

0 g o Uk W N

O

* Place all restored datafile that constitute the tablespace to the listed location.

For example with the data restored to/obm_restore:

/obm_restore/Oracle Database Server/oracle/OraHomel/oradata/GDB1/TS1_
datafilel.dbf

/obm_restore/Oracle Database Server/oracle/OraHomel/oradata/GDB1/TS1_
datafile2.dbf

/obm_restore/Oracle Database Server/oracle/OraHomel/oradata/GDB1/TS1_
datafile3.dbf

These files should be moved to:

/oracle/OraHomel/oradata/GDB1/TS1_datafilel.dbf
/oracle/OraHomel/oradata/GDB1/TS1_datafile2.dbf

/oracle/OraHomel/oradata/GDB1/TS1_datafile3.dbf
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6. Restore tablespace.

RMAN> recover tablespace TS1;

Note:
The above command assumes that the tablespace name is TS1.

If the datafiles are consistent with the database, the following messages will be displayed:

Example:

RMAN> recover tablespace TS1;

Starting recover at 19-JUL-07
allocated channel: ORA_DISK 1
channel ORA DISK 1: sid=156 devtype=DISK

starting media recovery

archive log thread 1 sequence 1 is already on disk as file D:\ORACLE\
PRODUCT\10.

2.0\FLASH RECOVERY AREA\GDB1\ARCHIVELOG\2007 07 19\01

MF_1 1 39Y98FOH_.ARC

archive log thread 1 sequence 2 is already on disk as file D:\ORACLE\
PRODUCT\10.

2.0\FLASH RECOVERY AREA\GDB1\ARCHIVELOG\2007 07 19\01

MF_1 2 39Y98JSD_.ARC

archive log thread 1 sequence 3 is already on disk as file D:\ORACLE\
PRODUCT\10.

2.0\FLASH RECOVERY AREA\GDB1\ARCHIVELOG\2007 07 19\01

MF_1 3 39Y9SW4D_.ARC

archive log filename=D:\ORACLE\PRODUCT\10.2.0\FLASH RECOVERY AREA\GDB1\
ARCHIVELO

G\2007_07_19\01 MF 1 1 39Y98F0H_.ARC thread=1 sequence=1

media recovery complete, elapsed time: 00:00:01

Finished recover at 19-JUL-07
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If the datafiles are not consistent with the database, the following messages will be displayed:

Example:

RMAN> recover tablespace TS1;

Starting recover at 19-JUL-07

allocated channel: ORA _DISK 1

channel ORA DISK 1l: sid=156 devtype=DISK

RMAN-00571: ==========================================================

RMAN-03002: failure of recover command at 07/20/2007 12:24:49
RMAN-06163: some datafiles cannot be recovered, aborting the RECOVER
command

RMAN-06166: datafile 7 cannot be recovered

RMAN-06166: datafile 6 cannot be recovered

RMAN-06166: datafile 5 cannot be recovered

In this event, please attempt the restore process again with a set of consistent datafiles.

The following error messages Wwill be returned if there is archive log missing:

Example:

RMAN> recover tablespace TS1;

Starting recover at 20-JUL-07
using channel ORA DISK 1

starting media recovery

archive log thread 1 sequence 12 is already on disk as file D:\ORACLE\
PRODUCT\10

.2.0\FLASH RECOVERY AREA\GDB1\ARCHIVELOG\2007 07 18\01

MF_1 12 39VF4JNJ_.ARC

RMAN-00571: =======================S==S==S=S=S==S==S==S==S==S==================
RMAN-00569: =============== ERROR MESSAGE STACK FOLLOWS
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RMAN-03002: failure of recover command at 07/20/2007 12:28:52
RMAN-06053: unable to perform media recovery because of missing log
RMAN-06025: no backup of log thread 1 seq 13 lowscn 660617

found to restore

In this event, please attempt the restore process again after the missing archive log file is found.

8. Open database.

RMAN> alter database open;

Example:

$ export ORACLE_ SID=GDBl

$ rman target /

Recovery Manager: Release 9.2.0.1.0 - Production

Copyright (c) 1995, 2002, Oracle Corporation. All rights reserved.

connected to target database (not started)

RMAN> startup mount

Oracle instance started
database mounted

Total System Global Area 235999352 bytes
Fixed Size 450680 bytes

Variable Size 201326592 bytes

Database Buffers 33554432 bytes

Redo Buffers 667648 bytes

RMAN> report schema;

using target database control file instead of recovery catalog
Report of database schema
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using target database controlfile instead of recovery catalog
Report of database schema

File K-bytes Tablespace RB segs Datafile Name

419840 SYSTEM *** /oracle/OraHomel/oradata/GDBl/system0l.dbf
204800 UNDOTBS1 *** /oracle/OraHomel/oradata/GDBl/undotbs01l.dbf
20480 CWMLITE *** /oracle/OraHomel/oradata/GDBl/cwmliteOl.dbf
20480 DRSYS *** /oracle/OraHomel/oradata/GDB1l/drsys01l.dbf
141440 EXAMPLE *** /oracle/OraHomel/oradata/GDBl/example0l.dbf
25600 INDX *** /oracle/OraHomel/oradata/GDB1l/indx01.dbf

20480 ODM *** /oracle/OraHomel/oradata/GDBl/odm0O1l.dbf

10240 TOOLS *** /oracle/OraHomel/oradata/GDBl/tools0l.dbf

9 25600 USERS *** /oracle/OraHomel/oradata/GDBl/users0l.dbf

10 39040 XDB *** /oracle/OraHomel/oradata/GDB1l/xdb01l.dbf

11 0 TS1 *** /oracle/OraHomel/oradata/GDB1/TS1 datafilel.dbf

12 0 TS1 *** /oracle/OraHomel/oradata/GDB1/TS1l_datafile2.dbf

13 0 TS1 *** /oracle/OraHomel/oradata/GDB1/TS1 datafile3.dbf

0 N o U b W N -

List of Temporary Files

1 20 TEMP 32767 D:\ORACLE\PRODUCT\10.2.0\ORADATA\
GDB1\TEMPO1.DBF

RMAN> recover tablespace TS1;
Starting recover at 30-AUG-07
allocated channel: ORA DISK 1

channel ORA DISK 1l: sid=11 devtype=DISK

starting media recovery
media recovery complete

Finished recover at 30-AUG-07

RMAN> alter database open;

database opened
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17.7 How to restore individual tablespace

Restoring a tablespace required a backup of datafiles consistent with the existing archived logs and control files, as REDO will
be applied during the restore operation.

Refer to the following instructions to restore tablespace of an Oracle database
1.Install OBM on the Oracle database server (if required).
2. Restore the Oracle database backup files from the OBS server.

3. Set ORACLE_SID to your database System Identifier (SID).

Windows:
set ORACLE SID=${database SID}

Linux:
export ORACLE SID=${database SID}

4. Connect to database as SYSDBA.

sqlplus “/ as sysdba”

5. Shutdown the database.

SQL> shutdown immediate

6. Place the restored tablespace datafiles to the correct directory path.
The Datafile name and path can be found by using the REPORT SCHEMA command:

* Run Oracle Recovery Manager (rman) and connect to the target database.

rman target /

« Start and mount database.

RMAN> startup mount

« List the names of all datafiles and tablespaces.

RMAN> report schema;
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Example:

Report of database schema

File K-bytes Tablespace RB segs Datafile Name

419840 SYSTEM *** /oracle/OraHomel/oradata/GDBl/system0Ol.dbf
204800 UNDOTBS1 *** /oracle/OraHomel/oradata/GDBl/undotbs01l.dbf
20480 CWMLITE *** /oracle/OraHomel/oradata/GDBl/cwmlite(0l.dbf
20480 DRSYS *** /oracle/OraHomel/oradata/GDBl/drsys01l.dbf
141440 EXAMPLE *** /oracle/OraHomel/oradata/GDBl/example0l.dbf
25600 INDX *** /oracle/OraHomel/oradata/GDBl/indx01l.dbf

20480 ODM *** /oracle/OraHomel/oradata/GDBl/odm0O1l.dbf

10240 TOOLS *** /oracle/OraHomel/oradata/GDBl/tools0l.dbf
25600 USERS *** /oracle/OraHomel/oradata/GDBl/users0l.dbf

10 39040 XDB *** /oracle/OraHomel/oradata/GDB1l/xdb01l.dbf

11 0 TS1 *** /oracle/OraHomel/oradata/GDB1/TS1_datafilel.dbf

12 0 TS1 *** /oracle/OraHomel/oradata/GDB1/TS1_datafile2.dbf

13 0 TS1 *** /oracle/OraHomel/oradata/GDB1/TS1_datafile3.dbf

0 g o Uk W N

O

* Place all restored datafile that constitute the tablespace to the listed location.

For example with the data restored to/obm_restore:

/obm_restore/Oracle Database Server/oracle/OraHomel/oradata/GDB1/TS1_
datafilel.dbf

/obm_restore/Oracle Database Server/oracle/OraHomel/oradata/GDB1/TS1_
datafile2.dbf

/obm_restore/Oracle Database Server/oracle/OraHomel/oradata/GDB1/TS1_
datafile3.dbf

These files should be moved to:

/oracle/OraHomel/oradata/GDB1/TS1_datafilel.dbf
/oracle/OraHomel/oradata/GDB1/TS1_datafile2.dbf

/oracle/OraHomel/oradata/GDB1/TS1_datafile3.dbf
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7. Restore tablespace.

RMAN> recover tablespace TS1;

Note:
The above command assumes that the tablespace name is TS1.

If the datafiles are consistent with the database, the following messages will be displayed:

Example:

RMAN> recover tablespace TS1;

Starting recover at 19-JUL-07
allocated channel: ORA_DISK 1
channel ORA DISK 1: sid=156 devtype=DISK

starting media recovery

archive log thread 1 sequence 1 is already on disk as file D:\ORACLE\
PRODUCT\10.

2.0\FLASH RECOVERY AREA\GDB1\ARCHIVELOG\2007 07 19\01

MF_1 1 39Y98FOH_.ARC

archive log thread 1 sequence 2 is already on disk as file D:\ORACLE\
PRODUCT\10.

2.0\FLASH RECOVERY AREA\GDB1\ARCHIVELOG\2007 07 19\01

MF_1 2 39Y98JSD_.ARC

archive log thread 1 sequence 3 is already on disk as file D:\ORACLE\
PRODUCT\10.

2.0\FLASH RECOVERY AREA\GDB1\ARCHIVELOG\2007 07 19\01

MF_1 3 39Y9SW4D_.ARC

archive log filename=D:\ORACLE\PRODUCT\10.2.0\FLASH RECOVERY AREA\GDB1\
ARCHIVELO

G\2007_07_19\01 MF 1 1 39Y98F0H_.ARC thread=1 sequence=1

media recovery complete, elapsed time: 00:00:01

Finished recover at 19-JUL-07
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If the datafiles are not consistent with the database, the following messages will be displayed:

Example:

RMAN> recover tablespace TS1;

Starting recover at 19-JUL-07

allocated channel: ORA _DISK 1

channel ORA DISK 1l: sid=156 devtype=DISK

RMAN-00571: ==========================================================

RMAN-03002: failure of recover command at 07/20/2007 12:24:49
RMAN-06163: some datafiles cannot be recovered, aborting the RECOVER
command

RMAN-06166: datafile 7 cannot be recovered

RMAN-06166: datafile 6 cannot be recovered

RMAN-06166: datafile 5 cannot be recovered

In this event, please attempt the restore process again with a set of consistent datafiles.

The following error messages Wwill be returned if there is archive log missing:

Example:

RMAN> recover tablespace TS1;

Starting recover at 20-JUL-07
using channel ORA DISK 1

starting media recovery

archive log thread 1 sequence 12 is already on disk as file D:\ORACLE\
PRODUCT\10

.2.0\FLASH RECOVERY AREA\GDB1\ARCHIVELOG\2007 07 18\01

MF_1 12 39VF4JNJ_.ARC

RMAN-00571: =======================S==S==S=S=S==S==S==S==S==S==================
RMAN-00569: =============== ERROR MESSAGE STACK FOLLOWS
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RMAN-03002: failure of recover command at 07/20/2007 12:28:52
RMAN-06053: unable to perform media recovery because of missing log
RMAN-06025: no backup of log thread 1 seq 13 lowscn 660617

found to restore

In this event, please attempt the restore process again after the missing archive log file is found.

8. Open database.

RMAN> alter database open;

Example:

$ export ORACLE_ SID=GDBl

$ rman target /

Recovery Manager: Release 9.2.0.1.0 - Production

Copyright (c) 1995, 2002, Oracle Corporation. All rights reserved.

connected to target database (not started)

RMAN> startup mount

Oracle instance started
database mounted

Total System Global Area 235999352 bytes
Fixed Size 450680 bytes

Variable Size 201326592 bytes

Database Buffers 33554432 bytes

Redo Buffers 667648 bytes

RMAN> report schema;

using target database control file instead of recovery catalog
Report of database schema
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using target database controlfile instead of recovery catalog
Report of database schema

File K-bytes Tablespace RB segs Datafile Name

419840 SYSTEM *** /oracle/OraHomel/oradata/GDBl/system0l.dbf
204800 UNDOTBS1 *** /oracle/OraHomel/oradata/GDBl/undotbs01l.dbf
20480 CWMLITE *** /oracle/OraHomel/oradata/GDBl/cwmliteOl.dbf
20480 DRSYS *** /oracle/OraHomel/oradata/GDB1l/drsys01l.dbf
141440 EXAMPLE *** /oracle/OraHomel/oradata/GDBl/example0l.dbf
25600 INDX *** /oracle/OraHomel/oradata/GDB1l/indx01.dbf

20480 ODM *** /oracle/OraHomel/oradata/GDBl/odm0O1l.dbf

10240 TOOLS *** /oracle/OraHomel/oradata/GDBl/tools0l.dbf

9 25600 USERS *** /oracle/OraHomel/oradata/GDBl/users0l.dbf

10 39040 XDB *** /oracle/OraHomel/oradata/GDB1l/xdb01l.dbf

11 0 TS1 *** /oracle/OraHomel/oradata/GDB1/TS1 datafilel.dbf

12 0 TS1 *** /oracle/OraHomel/oradata/GDB1/TS1l_datafile2.dbf

13 0 TS1 *** /oracle/OraHomel/oradata/GDB1/TS1 datafile3.dbf

0 N o U b W N -

List of Temporary Files

1 20 TEMP 32767 D:\ORACLE\PRODUCT\10.2.0\ORADATA\
GDB1\TEMPO1.DBF

RMAN> recover tablespace TS1;
Starting recover at 30-AUG-07
allocated channel: ORA DISK 1

channel ORA DISK 1l: sid=11 devtype=DISK

starting media recovery
media recovery complete

Finished recover at 30-AUG-07

RMAN> alter database open;

database opened
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17.8 Export and Import a database (logical backup)
For logical database backup and recovery, one can also utilize Oracle’s built-in export/import utilities.

When exporting, database objects are dumped to a binary file which can then be imported into another Oracle database (e.qg.
database migration).

Note:
Data exported are in proprietary binary file format; therefore, they can only be used between Oracle databases. One cannot
export data and expect to import it into a non-Oracle database.

Refer to the following instructions to perform a logical backup (export):

For example to export the database -

1. Export the database to a dump file with the following command.

exp username/password FULL=y FILE='/export-destination/data.dmp’
L.0G='/log-destination/export.log’

Example:

$ exp system/pwdl23 FULL=y FILE='/oracle/data.dmp’ LOG=’'/oracle/
export.log’

Connected to: Oracle Database 10g Enterprise Edition Release
10.2.0.1.0 - Production

With the Partitioning, OLAP and Data Mining options

Export done in WEBMSWIN1252 character set and AL16UTF16 NCHAR
character set

About to export the entire database ...
exporting tablespace definitions
exporting profiles
exporting user definitions
exporting roles
exporting resource costs
L1777 77777777777777777
// ... exporting ... //
L1777 77777777777777777
exporting dimensions
exporting post-schema procedural objects and actions
exporting user history table
exporting default and system auditing options
exporting statistics
Export terminated successfully without warnings.
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2. Backup the exported dump file to OBS.
Create a file type backup set to backup the newly exported dump file to an off-site server.

Note:
For more details, please refer to the File Backup chapter of this same guide.

Refer to the following instructions to perform a logical restore (import):

For example to import a database -
1. Restore the exported dump file from OBS.

2. Import the database with the following command.

imp username/password FULL=y FILE='/import-source/data.dmp’ LOG='/log-
destination/import.log’

Example:

$ imp system/pwdl23 FULL=y FILE='/oracle/data.dmp’ LOG='/oracle/
import.log’

Connected to: Oracle Database 10g Enterprise Edition Release
10.2.0.1.0 - Production
With the Partitioning, OLAP and Data Mining options

Export file created by EXPORT:V10.02.01 via conventional path
import done in WE8B8MSWIN1252 character set and AL16UTF16 NCHAR
character set
importing SYSTEM’s objects into SYSTEM
importing OLAPSYS’s objects into OLAPSYS
importing SYSMAN’s objects into SYSMAN
importing SYSTEM's objects into SYSTEM
importing OLAPSYS’s objects into OLAPSYS
11777777 717777777777777
// ... exporting ... //
11777777 717777777777777
importing OLAPSYS’s objects into OLAPSYS
importing SYSTEM's objects into SYSTEM
importing OLAPSYS’s objects into OLAPSYS
importing SYSMAN's objects into SYSMAN
importing SCOTT’s objects into SCOTT
Import terminated successfully without warnings.
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18 Backup/Restore Microsoft SQL Server

This chapter describes how to backup and restore Microsoft SQL Server with OBM.
18.1 Supported versions

18.2 Requirements and recommendations
0BM can be installed on the SQL server, or a separate backup client machine.

For 0BM installation on the SQL Server

Please ensure that the following requirements are met by the SQL Server:
1. OBM version 5.5.8.0 or above is installed on the SQL server.

Note:
MS SQL 2008 R2 is only supported for OBM version 5.5.8.0 or above.

2. Databases files are spooled to a temporary directory before being uploaded to the offsite backup server.
It is recommended that the temporary directory have disk space of at least 120% of the total database size.
3. It is recommended that the temporary directory be configured on a local drive.
4. The SQL Windows service must have read write permission to the temporary directory.
5. For database with simple recovery model, only full database and differential database backups are allowed.

To perform a transaction log backup, please change the corresponding databases’ recovery model from simple to full.

For OBM installation on a separate Backup Client Machine

Please ensure that the following requirements are met by the Backup Client Machine:
1. OBM version 5.5.8.0 or above is installed on the dedicated machine for backup.

Note:
MS SQL 2008 R2 is only supported for OBM version 5.5.8.0 or above.

2. Databases files are spooled to the temporary directory before being uploaded to the offsite backup server.

It is recommended that the temporary directory have disk space of at least 120% of the total database size.
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3. Since OBM is not installed directly on the SQL server, the temporary directory configured for the backup set must be a
network path that is accessible by the SQL server.

Backup Setting [ x|

BackupSet - DB Options
~ = = =
IJ Gl == Temporary Directory for storing backup files
- N182 1685 M Temp Change %
Backup Source | Remave temparary files after hackup
7 Backup Schedule (f Advanced Options

-4 Transfer Block Size : (128 = | khwtes
|[:]:. Encryption "

[}, in-File Delta

[

&, Retention Policy
@ Command Line Taal
5% Edra Eackup

r

¥ Local Copy

'L"f Options

Ok Cancel £

4. The SQL Windows service must have read write permission to the network temporary directory.

Please update the service’s [Log On] setting of the services if required.

SQL Server (MSS0L) Properties {Local Computer) [ x|

General Loaln | He-:c-veryl Dependenciesl
Log on as

" Local System account

[T &llove service to interact with deskbop

&% This account; Iusemame Browss. .. |

PaSSWD[d: I...............

Confirm pazsword: Iooooooooooooooo

Help me configure user account log ok options.

QK I Cancel Apply
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5. For database with simple recovery model, only full database and differential database backups are allowed.

To perform a transaction log backup, please change the corresponding databases’ recovery model from simple to full.

Considerations for backup and restore of system databases

Refer to the following tables for considerations for backup and restore of system databases:

Considerations for backup of system databases:

SQL server maintains a set of system level database which are essential for the operation of the server instance.

Several of the system databases must be backed up after every significant update, they includes:

e master
¢ model

e msdb

For SQL database with replication enabled.

e distribution

This table summarizes all of the system databases.

SYSTEM
DATABASE

DESCRIPTION

BACKUP
REQUIRED

SUGGESTION

master

The database that records all of the system
level information of a SQL server system.

Yes

Back up the master database as often
as necessary to protect the data
sufficiently for your business needs.

Microsoft recommends a regular
backup schedule, which you can
supplement with manual backup after
any substantial update.

model

The template for all databases that are created
on the instance of SQL server.

Yes

Backup the model database only
when necessary, for example, after
customizing its database options.

Microsoft recommends that you create
only full database backups of model,
as required. Because model is small
and rarely changes, backing up the log
iS unnecessary.
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msdb

The msdb database is used by SQL Server
Agent for scheduling alerts and jobs, and for
recording operators.

It also contains history tables (e.g. backup/
restore history table).

Yes

Back up msdb whenever it is updated.

tempdb

A workspace for holding temporary or
intermediate result sets.

This database is recreated every time an
instance of SQL server is started.

No

The tempdb system database cannot
be backed up.

distribution

The distribution database exists only if the

server is configured as a replication distributor.

It stores metadata and history data for all
types of replication, and transactions for
transactional replication.

Yes

Replicated databases and their
associated system databases should
be backed up regularly.

Considerations for restore of system databases:

SYSTEM DATABASE = RESTORE SUGGESTION

master

To restore any database, the instance of SQL server must be running. Startup of an instance of
SQL server requires that the master database is accessible and at least party useable.
Restore or rebuild the master database completely if master becomes un-useable.

model

Restore the model database if:

model.

 The master database has been rebuilt.
* The model database has been damaged, for example due to media failure.

* The model database has been modified, in this case, it is necessary to restore model from
a backup when you rebuild master, because the Rebuild Master utility deletes and recreates

msdb

Restore the msdb database if:

* The master database has been rebuilt.

distribution

Microsoft for more details:

For restore strategies of distribution database, please refer to the following online document from

httpZmsdn.microsoft.com/en-usdibraryms152560.aspx
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18.3 Overview
The following steps are performed during a backup job:
1. Connection from the backup client to the backup server is established.
2. Download the server file list from the backup server.
3. Connection to the SQL server is established.
4. Commands are issued for the database or transaction log backup files to be spooled to the temporary spool path.
5. Server and local file lists are compared to determine which file will be uploaded.
6. Delta file is generated for modified file (if necessary).
7. Data are encrypted, compressed, and uploaded to the backup server.
8. Data are removed from the temporary spool path.

9. Backup completed successfully.

18.4 How to backup Microsoft SQL Server database
Refer to the following instructions to backup Microsoft SQL Server database:
1. Login to the backup application’s user interface.

Double-click on the OBM desktop icon or right-click on the system tray icon:

{®) online Backup Manager M=l = {@ online Backup Manager M= E
l@l@lnline Backup Manager @ Online Backup Manager
Login Mame : (username Login Mame : |username
Fassward b Password b
[7] Save passwoard [”] Bave passward
@ Forgot your passward? @ Faorgot vour passward?
oK Cancel B [ Options i Language
Enaglish LI
E] Backup Server
hitp ll hasthame ll

‘ag Proxy Setting
[ Use provy to access the backup server

Type: Frozy
Sock
Address
Fart:
UserMame :
Fassword

Ok Cancel B = Options
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2. Select the [Backup Settings] button and the |+/ button to start the New Backup Set Wizard.
3. Create a MS SQL Server Backup set by selecting [MS SQL Server Backup] from the backup set type dropdown menu.
Mew Backup Set Wizard |

M Backup Set

Mame: BackupSet

Type:  |File Backup -
File Backup -
Lotus Motes Client Backup .555555
Lotus Domino Server Backup
M Exchange Server Backup
MS Exchange Mail Level Backup

MS SAL Server Backup
MySCL Backup
Qracle Database Server Backup %

Mext b Cancel £

4. Enter the corresponding information required:
New Backup Set Wizard |

M Backup Set
Mame : | BackupSet

Type: |MS S0L Server Backup -
MEEEE

Server: |Server Name -
Login D : E]

Passwaorg | | e

Mext » Cancel E3

MENU ITEMS DESCRIPTION

Name Enter a backup set name of your choice.
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Backup Select backup set type [MS SQL Server Backup].
Server Select the server instance to be backed up.
Login ID Enter the Login ID of the MS SQL administrator account.

(Only for SQL Server database set to SQL Server and Windows Authentication mode)

Password Enter the password of the MS SQL administrator account.

(Only for SQL Server database set to SQL Server and Windows Authentication mode)

5. Select [Next] to proceed.
6. Select the corresponding database for backup.

New Backup Set Wizard |

=~ a Microsoft SQAL Server WIMN2008-RIE)
=2 gl (local)

-2 |l master

- ] termpdb

- [l model

-~ |l msdb

-~ |l Adventureiworks
-~ |l Morthwind

[ |l Ahsay

4 Previous Mext b Cancel E3

7. Gonfigure a backup schedule for unattended backups.

Note:
Multiple backup schedules of different types can be configured for the same backup set.

8. Select an encryption setting for your backup set.

9. Press the [OK] button to complete the configuration of backup set.
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10. For SQL Server database with Windows Authentication mode:

Configure the [User Authentication for Windows] setting.

Enter the login credentials of a Windows account with sufficient permission to access the MS SQL databases server.

Backup Setting |
QL Backup Set =|[[=] | General
[J General [E;' Backup Set
Mame: BackupSet
Backup Source Type M3 SQL Server Backup
l__'i; Backup Schedule User Authentication for Windows
|:]: . ; Dornain : Server Mame
e nc 1an
= it User Mame : |Administratar
| -] In-File Delta Paggward . | =
ol
o Retention Palicy M Corver
Server: Server Mame
E'-;" Camimand Line Taal
Login 1D : EE]
"% Edra Backup Pasgward ; | e
.1" Local Copy
“z:f Options
DK Cancel B
MENU ITEMS DESCRIPTION
Domain SQL server under a domain:
Enter the name of the domain which the MS SQL server reside in.
SQL server under a workgroup:
Enter the computer name of the MS SQL server
User Name Enter the username of the SQL administrator Windows account.
Password Enter the username of the SQL administrator Windows account.
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11. For OBM not installed on the MS SQL Server:

Configure the temporary directory to a network path that is accessible by the SQL database server.

Backup Setting [ x|

BackupSet =z E| Options

- - . n

[] General == Temporary Directary for storing backup files

W192.168.5.9 Temp Change &
y

| Backup Source Remove temporary files after backup

l__'f.; Backup Schedule [Ch Advanced Options

- ’ Transfer Block Size . (128 > kintes

|r]: Encryptian

[}, In-File Delta

-

& Retention Palicy
@] Command Line Tool
%9 Eutra Backup

L 2

% Local Copy

“,xa} Options

Ok Cancel £

Important:
Please ensure that the MS SQL Server's SQL Windows service has read write permission to the network temporary
directory.

Please update the service’s [Log On] setting of the services if required.

S0L server (M550L) Properties {Local Computer)
General LogOn I Fecovern I D ependencies |

Log an as:

" Local System account

™| llow service to interact with desktop

& This accourt: Iusername Browse... |

Paszsward: I...............

Confirm password: I...............

Help me configure user saccount log on options.

aK I Cancel Apply
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12. For OBM installed on the MS SQL server;

Configure the temporary directory to a local, USB or network path.

Backup Setting |
BackupSet - B Options
[] General E' Tempaorary Directory for staring backup files
CiATemporaryBackupData Change %
y
| Backup Source Remave tempaorary files after hackup
l_f’ Backup Schedule [ Advanced Options
~ _ Transfer Block Size . 128 = | klnytes
|r]: Encreptian

[}, In-File Delta

)

& Retention Paolicy
%= Command Ling Tool
8. Eutra Backup

L 5

1" Local Copy

i3 Options

Ok Cancel E3

Important:

Please ensure that the MS SQL Server’s SQL Windows service has read write permission to the network temporary
directory.

13. Scheduled backup will run automatically at the configured schedule time.
14. Click [Backup] button on the left panel to perform a backup immediately.
15. Select the backup type to be performed:
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15. Select the backup type to be performed:

BockupOptions ——_________[|
[E; Backup Set
BackupSet -
_t) Backup

® Database - Complete
i) Database - Differential
i Transaction Log

ik Cancel B & Options

MENU ITEMS DESCRIPTION

Database - Complete Perform a complete database backup.
Database - Differential Perform a differential database backup.
Transaction Log Perform a transaction log backup.

18.5 How to restore Microsoft SQL Server database
Refer to the following instructions to restore Microsoft SQL Server database:
1. Prepare the operating system for the MS SQL Server restore (if required).

Install the original version of Windows and SQL Server (with the same level of service pack installed as in the original
system).

2. Ensure that all SQL related Windows services are up and running.

3. Install OBM (if required).

4. Restore the SQL databases from backup; restore the database backup files from the OBS server.
5. Continue with the following steps to restore the system database and the user databases.

Important:
It is not necessary to restore the system databases for user database recovery.

Please refer to the requirements and recommendations (considerations for backup and restore of system databases)
section in the above for details.
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18.5.1 Restore Microsoft SQL Server 2000 database

18.5.1.1 Restore master database

Refer to the following instructions to restore the master database:

1.
2.

Stop the SQL instance.

Restart the SQL instance in single-user mode.

From a command prompt, browse to the appropriate directory for the instance of SQL to start

Enter the following command.

For default instance

>sglservr.exe -c -m

For named instance

>sglservr.exe -c -m {instance name}

Important

Only perform Step 1 and 2 if you are restoring the master database.

MNew Database. ..

e

. Open SQL Server Enterprise Manager; connect to the server where the backup is to be restored.

. Right click the master database and select [All Tasks], then select [Restore database].

Import Daka. ..
Export Data. ..

Maintenance Flan. ..
Generate S0L Scripk...

|--{:| Daka Tre
H:l %nagm Mew \Window From Here
-4 50L
i, Delete
..... ﬁ i Refresh
I}l‘ Properties

[EI--E]h Curr Help

..... Dk
[+ S0L Server Logs

@ Log Shipping Monitor
[-{Z7 Replication

H:l Securiby

|20 support Services

Backup Database. .,

Restore Database. ..

shrink Database. ..
Detach Database. .,
Take Offline

Copy. Subscription Database, .,

Wiews Replication Conflicts. .,
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5. Select the [From device] radio button and [Select Devices].

Restore database [ x|

General | Options |

Bestore as database: Imastel j
Restore: " Database " Filegraups or files ¢ From device
— Parameters
Dewices:

Select Devices... |
Backum numtien |1 Wiew Contents... |

=" Restore backup set

¢ Database - complete
" Databage - differential
" Tranzaction log

£ File or filegroup

" Read backup set information and add ta backup history

0K I Cancel | Help

6. In the [Choose Restore Devices] dialog box, select the [Disk] radio button.

[ x|

Choose Restore Devices

‘wihen the backup iz restored, SOL Server will attempt ta restare fram the
devices listed below.

Backup zet; [Unknown]

Restaore from: " Tape

Device name |

Edit
Bemove

Hemawve &l

III I:I}
=5
[

tdedia verification optian

[ Only restore from media with the fallowing name:

Media name;

ak. I Caticel
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7. Click the [Add] button to display the dialog box, enter the file name of the backup file (restored from 0BS) that is to be
restored.

If the file exists on a network share, provide the UNC share name in the File name text box.

Choose Restore Destination ﬂ

Select the file name or backup device to uze for the restore
E operation. Backup devices can be created for files that pou
uze frequently.

¢ File name:

ID:\backups\master.bak

" Backup device:

| =

K | Cancel |

8. Click the Options tab and select appropriate options for the restore operation.
9. Click OK in the Restore Database dialog box to begin the restore process.
10. Restart the SQL instance in multi-user mode afterward.

Restart the SQL Windows services, or enter the following command.

For default instance

>sglservr.exe -cC

For named instance

>sglservr.exe -c {instance_ name}

11. Continue with the following steps to restore other system database and the user databases.
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18.5.1.2 Restore other system or user database (complete backup)

Refer to the following instructions to restore a complete backup:
1. Open SQL Server Enterprise Manager; connect to the server where the backup is to be restored.
2. Right click the corresponding database and select [All Tasks], then select [Restore database].

W el
7 nwir Mew Database. ..

b
: e e 3
j temy Import Diat
|20 Data Trz EmpDrt Datam
xport Data. ..
|{:| Manadel  plew Window From Here p
E""@%" Delet Maintenance Plan. ..
; elete
! Generate SOL Scripk...
g i Refresh “ P
| i Backup Dakabase.. .
P t
@ Back e T Restore Database. ..
-5 Curr Hel
E]h Diak i Shrink Database. ..
[3--%% SOL Server Logs Detach Dfatal:uase...
@ Lag Shipping Manitar Take Cffline
I--g Replic.atinn Copy. Subscription Database, .,
. gy ) Wiew Replication Conflicts. ..
|20 Support Services

Note:
SQL Server databases may be backed up on one server and restored to another server.

If the target database does not exist on the server, right click on any database instead. A new database can be created
while restoring the backup.

3. Select the [From device] radio button and [Select Devices].

Restore database [ x|

General | Options |

FRestore as database: Imastel j
Restore: " Database " Filegroups or files ¢ From device
— Parameters
Dewices:

Select Devices... |
Backup number: |1 Wiew Contents.., |

=" Restore backup set

¢ Database - complete
" Database - differential
" Tranzaction log

£ File or filegroup

" Riead backup set information and add ta backup history

Ok I Cancel Help
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4. In the [Choose Restore Devices] dialog box, select the [Disk] radio button.

Choose Restore Devices E

Wwhen the backup is restored, SOL Server will attempt ta restore from the
devices listed below.

Backup zet: [Unknown]

Restare from:

) Tape

Device name | Add..

Edit

Hemave

Eemove &l
tedia werification option

[ Only restore from media with the fallowing name:

Media name;

ak. I Caticel

5. Click the [Add] button to display the dialog box, enter the file name of the backup file (restored from 0BS) that is to be
restored.

If the file exists on a network share, provide the UNC share name in the File name text box.

Choose Restore Destination il

Select the file name or backup device to uze for the restore
E operation. Backup devices can be created for files that pou
uze frequently.

¢ File name:

ID Abackupshmazterbak

" Backup device:

| =
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6. Select the [Restore backup set] radio button, and [Database - complete].

Restore database E

General | Options I

FRestare as database: Imaster j
Restare: " Database ¢~ Filegroups or files £+ From device
— Parameters
Dewices:

Select Devices... |
Backup numbern I'I Yiew Contents... |

&+ Restore backup set

¢ Database - complete
" Databage - differential
" Transaction log

" File or filegroup

" Read backup st information and add ta backup history

Ok I Cancel | Help |

7. Click the Options tab and select appropriate options for the restore operation.

For the [Recovery completion state] setting:

Restore database |

General Dptions |

[~ Eject tapes [if any] after restoring each backup

[~ Prompt before restoring each backup
[~ Force restore over existing database

Restore database files as:

Festore Az
AW ;. Progran Fi $IMS | h
dh.. dWProgram Files\Microsoft SQL Serverb SSOLENS T 1hdatahnwind_rnew. mdf

— Recovery completion state

+ | eave database operational. Mo additional transaction logs can be restored,
" Leave database nonoperational but sble to restore additional tranzaction logs.

" Leave database read-only and able to restore additional ransaction logs.

i filie: d:\Program FileshMicrozoft SOL ServersWSSOLEINSTIABACK] J

Ok I Cancel | Help |




ONLINE BACKUP MANAGER USER GUIDE

Important:
If this is the final backup to be restored, select -

[Leave database operational. No additional transaction logs can be restored]

If there are further differential or transaction log to be applied, selection one of the other two options for the Recovery
completion state

8. To start the restore operation, click OK.

9. Continue to the next section to restore differential or transaction log backup.

18.5.1.3 Restore other system or user database (differential /transaction log backup)
Refer to the following instructions to restore a differential or transaction log backup:

1. Open SQL Server Enterprise Manager.

2. Right click the corresponding database, select [All Tasks], and then select [Restore database].

MNew Database. ..

e 3

Imnpoart Data. ..

|--l:| Daka Tr: z i
wpork Daka. .,
H:I Manadel  plews Window From Here 2
El"'%%" oL Maintenance Plan. ..
elete
! Generate SOL Scripk. ..
@ i\ Refresh Q i
| ) Backup Database. .,
@ Back b st Restore Database. ..
[+ Curt Hel
E]h Diat =h shrink Database. ..
[3--% 50U Server Logs Detach Dfatabase...
@ Log Shipping Manitar Take Offline
- Replication Copy. subscription Database. ..,

|23 Security
|20 Suppart Services

View Replicakion Conflicts. ..

3. In the window that is displayed, select the [From device] option.
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4. Add the backup device (restored from OBS), refer to the procedure explained in previous section.

Choose Restore Devices E

Wwhen the backup is restored, SOL Server will attempt ta restore from the
devices listed below.

Backup zet: [Unknown]

Restare from:

) Tape

Device name | Add..

Edit

Hemave

Eemove &l
tedia werification option

[ Only restore from media with the fallowing name:

Media name;

ak. I Caticel

5. Select [Database - differential] or [Transaction log] according to the

backup file you are restoring.

x
General | Dp[iongl General | Dptionsl
Bestore as databaze: INwind_New j Bestore az database: INwind_New j
Restore: " Database " Filegroups or files % From device Restore: " Database " Filegroups or files ' From device
Devices: D:Abackupsinwindslog. bak Devices: D:\backupshrmindsrwind_diff. bak

Select Devices... |
Backup number: |1 Wiew Contents... |

' Restore backup set
" Database - complete
" Databage - differential
' Tranzaction log

" File or filegroup I

' Read backup set information and add to backup history

Backup number: |1 Wiew Contents... |

' Restore backup set
" Database - complete
*' Database - differential
" Tranzaction log

" File or filegroup I

' Read backup set information and add to backup histary

Select Devices. .. |

QK I Cancel Help

o]

Cancel

Help
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6. Click the Options tab and select appropriate options for the restore operation.

For the [Recovery completion state] setting:

Restore database |

General Dptions |

[~ Eject tapes [if any] after restoring each backup

™ Prompt before restoring each backup
[~ Force restore over existing database

Restore database files as:

Festore Az
[N I:.Frogram File C L SOL Server’y IMST 1 databmwind_new_log.idf
dh.. dWProgram Files\Microsoft SAL Serverb SSOLENS T 1 hdatahnwind_rnew. mdf

— Recovery completion state

+ | eave database operational. Mo additional transaction logs can be restored,
" Leave database nonoperational but sble to restore additional tranzaction logs.

" Leave database read-only and able to restore additional ransaction logs.

Wd file: d:\Program FileshMicrozoft SOL ServersWSSOLEINSTI1ABACK] J

Ok I Cancel | Help |

Important:
If this is the final transaction log to be applied, select -

[Leave database operational. No additional transaction logs can be restored]

If there are further backups to be applied afterward, one of the other two options for the Recovery completion state.

7. To start the restore operation, click OK.

18.5.2 Restore Microsoft SQL Server 2005/2008 database

18.5.2.1 Restore master database
Refer to the following instructions to restore the master database:

1. Stop the SQL instance.
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2. Restart the SQL instance in single-user mode.
* In SQL Server Configuration Manager, click [SQL Server Services].

* |n the right pane, right-click SQL Server, and then click [Properties].

F= Sql Server Configuration Manager

Help

&= 2|EH= HI®WE@

File  Action  Wiew

‘@ 30L Server Configuration Manager {Local)

[ame

| state

= SOL Server Services

JSGL Server Metwork Configuration (32hit)
> SGL Mative Client 10,0 Configuration (32bit)
4 S0L Server Metwork Configuration

> 0L Mative Client 10,0 Configuration

[+ #H H

aywindows Internal Database (MICROSOFT##55EE)

#3500 Fulltext Filter Daemon Launcher (MSSQLSERVER)

Server (MSSCLSERYER)

ﬁSQL Server Browser
EsaL Server Agent (MSSOLSEF

Stark
Skop
Pause
Resume
Restart

Help

l

Stopped
Funning
Running
Running
Funning

|O|:uens the properties dialog box For the current selection, | |

* On the Advanced tab, in the Startup Parameters box, type the parameters -m separated by semicolons.

SOL Server {MSSQLSERYER) Properties 2 | x|

‘Log On | Service | FILESTREAM  Advanced |

Durnp Directary

Etror Reporting

File Version

Install Path

Instance ID

Language

Reqgistry Roaok

Running under 64 bit O35
Service Pack Level

SGL States

Startup Parameters
Stock Keeping Unit 1D
Stock Keeping Unit Mame
Yersion

wirtual Server Mame

Cv\Program Files\Microsoft 0L S -
Mo

2007.100,25351.0

d:\Program Files\Microsoft S0L Se
MSSOLI0 SOLERS

1033
SoftwarelMicrosof b Microsoft 0L
Mo

1

2053

-m;-d0:\Program FiIes'l,Michsnf;l
1804530536

Enterprise Edition

10.1.2531.0

4]

Startup Parameters

Parameters used by SQL Server at service startup

o]

Cancel Apply Help
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* Restore the database engine afterward.

Important:
When you start SQL Server in single-user mode, first stop SQL Server Agent.

Otherwise, SQL Server Agent might connect first, preventing you from connecting as a second user.

3. To restore a full database backup of master, use the following RESTORE DATABASE Transact-SQL statement:

>RESTORE DATABASE master FROM ${backup device} WITH REPLACE

${backup device} is the database file restored from OBS:

C:\>sglcmd

1>RESTORE DATABASE master FROM DISK = ‘C:\temp\master.bak’ WITH
REPLACE;

2>GO

4. After master is restored, the instance of SQL Server shuts down and terminates the sqlcmd process.

Before you restart the server instance, ensure to remove the single user startup parameter that you have added
previously in Step 2.

5. Restart the server instance and continue other recovery steps such as restoring other databases.

18.5.2.2 Restore other system or user database (complete backup)

Refer to the following instructions to restore a complete backup:

1. Open SQL Server Management Studio; connect to the server where the backup is to be restored.
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2. Expand [Databases].

Depending on the database, either selects a user database or expands [System Databases], and then selects a system
database.

t_::.:_:- Microsoft SQL Server Management Studio

File Edit Wew Tools ‘Window Community Help

f 5 ewouery | [y |t B | |15 I & | ) o

Object Explorer
Conneck ~ | !E !E T
= Server 10,

S ThEO0E- R
= [ Databases
[l Svstem Databases
[l Database Snapshats

| AdventurewarksLT2008
U Ahsay
U Morthwind
U pubs
[ Security
[ Server Chjects
[ Replication
[ Management
|E) S0L Server Agent

1]

Ready

3. Right click the database, point to [Tasks], clicks [Restore], and then click [Database].

Note:
SQL Server databases may be backed up on one server and restored to another server.

If the target database does not exist on the server, right click on any database instead. A new database can be created
while restoring the backup.

Mew Database...

Mew Cuery

Script Database as 3

Tasks 4 Detach. ..

Palicies 4 Take Offline

Facets Ering Online

Skart PowerShell Shrink,

Reports 3 Back Lp...

Rename Restore > | Database. ..
Delete Mirrar. .. Files and Filegroups...
Refresh Launch Database Mirraring Monitar, ., Transaction Log...
Properties Ship Transaction Logs...

Generate Scripks...

Publish using Web Service...
Irnpork Data, .,
Export Data, ..

Copy Database...

Manage Database Encryption. ..

Page 540 of 610
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4. On the General page, the name of the restoring database appears in the [To database] list box..

To create a new database, enter its name in the list box.

' Restore Database - Northwind [_ O]
Selectapag L8 Seript + [ Help

24 General

12 Dplions

Deztination for restore

Select or type the name of a new or exizting databaze for your restore operation,

To database: |Northwind j
Ta a paint in time: |Mc-st recent possible |

Source for restare

Specify the gource and location of backup zets to restore,

" From database: INc-rthwind j

& From device: I _I

Select the backup sets to restare:

Restare I Mame | Component I Type I Server I D atabase

Connection

Semver
WIN2008-F2b

Connection:
WK 2008-F 28 WA dminiztrator

44 View connection properties

Ready

| | i
Ok I Cancel |

A

5. Select [From device]; click the browse button to open the [Specify Backup] dialog box. Click [Add].
6. Browse to the backup file (restored from OBS) that is to be restored.

== Specify Backup

Specify the backup media and itz lacation for your restare operation.

Backup e -
Backup location:
D:MtemphDATABASE _AdventursbworksLT 2008 bak Add

Remave |
Contents |

ak. I Cancel Help |
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7. After adding the complete database file to the [Backup location] list box, click [OK] to return to the General page.

8. In the [Select the backup sets to restore] grid, select the backups to restore.

I Restore Database - Northwind =
Selectapage 6 gerpt + I3 Help

24 General

12 Dplions

Deztination for restore

Select or type the name of a new or exizting databaze for your restore operation,

To database: |Northwind j
Ta a paint in time: |Mc-st recent possible |

Source for restare

Specify the gource and location of backup zets to restore,

" From database: INc-rthwind j
% From device: ID:\temp\DATABASE_ﬂdventureWolksLT2EIDS.bak |
Select the backup sets to restare:
Restare I Mame | Component I Type I Server I D atabase
v Databaze Ful  wWIM2008-R2E  AdventureiworksLT 2008
Connection
Semver
WIN2008-R2b
Connection:
WK 2008-F 28 WA dminiztrator
y Wiew connection properties
Ready
| | i
Ok I Cancel |
A

9. Click the Options page and select appropriate options for the restore operation.
For the [Recovery state] setting:

Important:
If this is the final backup to be restored, select -

[Leave database ready to use by rolling back uncommitted transactions. Additional transaction logs cannot be restored]

If there are further differential or transaction log to be applied, selection one of the other two options for the Recovery
completion state.
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' Restore Database - Northwind =]
5 Seript = m Help

Restore options

[~ Ovenarite the existing databaze [WITH REPLACE)

™ Preserve the replication settings [wITH KEEP_REPLICATION)

[~ Prompt before restoring each backup

[” FReshict access to the restored database [ TH RESTRICTED _LISER)

Restare the databaze files az:

Original File Mame I File Type I Restore As I
Adventurew'orksL T2008_D ata Fows Data D:%Program Files\Microsaft SOL... _I
AdventuretworksLT2008_Log Log D:\Program Files\Microzoft SOL... _I

Recovery state

I Leave the database ready to use by rolling back uncommitted tranzactions. Additional
tranzaction logs cannot be restored [RESTORE “wITH RECOWERY]

e Leave the database non-operational, and do nat roll back uncommitted transactions. Additional
tranzaction logs can be restored [RESTORE wWITH NORECOVERY)

Server
W 2008-F 2b

o s ¢~ Leave the database in read-only made. Undo uncommitted transactions, but save the undo
"IN Z05-E 28 A drministratr actions in a standby file 2o that recovery effects can be reverzed [RESTORE *WITH STAMNDEY)

Standby file: |

2¢ View connection properties

Ready

( i The Full-Text Upgrade Option server property controls whether full-text indexes are imported.,
rebuilt, or reset.

Ok I Cancel

10. To start the restore operation, click OK.

11. Continue to the next section to restore differential or transaction log backup.

18.5.2.3 Restore other system or user database (differential /transaction log backup)
Refer to the following instructions to restore a differential or transaction log backup:
1. Open SQL Server Management Studio; connect to the server where the backup is to be restored.

Important:
Backups must be restored in the order in which they were created.

Transaction log can only be applied to database in WITH NORECOVERY recovery state.

If the database to be restored is not in NORECOVERY recovery state, restore the previous backup using the following
recovery state option:

[Leave the database non-operational, and do not roll back the uncommitted transactions. Additional transaction logs can
be restored].
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2. Expand [Databases].

Select the corresponding user database or system database.

t,::.,_:- Microsoft SOL Server Management Studio

File Edit Wiew Tools ‘Window  Community  Help

e Hew query | [0y | {2 25 5 |y |5 H & [

Cbject Explorer

Connect = | !E !E T ﬁ
= LB WINZO00S-RZb (SQL Server 10.0.2531 - WINZ005-R2E Administrator)
[ [ Databases
[ System Databases
[l Database Snapshats
| AdventurewarksL 72008
U Ahsay
horthwind (Restoring. ..
L__I pubs
[ Security
[ Server Objects
[ Replication
[ Management
|f) SGL Server Agenk

4« I

Ready

3. Right click the database, [Tasks], [Restore], and then click [Database] or [Transaction Log] according to the backup file
you are restoring.

Mew Database...

Mew Quety

Scripk Database as 3

Tasks 4 Detach...

Palicies 4 Take Offling

Facets Bring Crline

Start PowerShell Shrirk ¥

Reports » Back Up...

Rename Restore 4 | Database. ..
Delete Mirrar. .. Files and Filegroups. ..
Refresh Launch Database Mirroring Maritar.. Transaction Log...
Properties Ship Transaction Logs...

Generate Scripts. ..

Publish using Web Service. ..
Irmport Data. ..

Export Data. ..

Copy Database. ..

Manage Database Encryption...

4. Select [From file or tape]; click the browse button to open the [Specify Backup] dialog box. Click [Add].
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5. Browse to the backup file (restored from OBS) that is to be restored.

=i Specify Backup E

Specify the backup media and it lacation for your restare operation.

Backup media -
B ackup locatior;
D:ttemph2012-01-16(13-30-16)_LOG_adventure'f orksL T 2008 bak Add

Remave

Cantents

il

ak. I Cancel Help

A

6. After adding the differential database or transaction log file to the [Backup location] list box, click [OK] to return to the
General page.

7. Inthe [Select the backup sets to restore] grid, select the backups to restore.

I Restore Transaction Log - Northwind M=l E3
Select apage 8 Seript + L2 Help

124 General

“F Dptions

— P Database: INDrthwind j

Restore source

Specify the source and location of the tranzaction log backups.

™ From previous backups of database: I j

' From file or tape: ID:\temp\2D12-D1 SB[13-30-16)_LOG_. ... |

Select the tranzaction log backups to restore:

Restare | RENE] I Componetit I Databaze
: Tranzaction Log Backup of AdventureforksLT2008  AdventuretwforksLT 20

Server

I 2008-F 2b

Connection: 7 I I _FI
(1 2008-F 2B A dministrator

4y View connection properties Restare ta

You can restore to the most recent available state, a specific paint in time, or a marked tranzaction.

Ready &+ Paint in time: IMost recent possible |

" Marked tranzaction I |
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8, Click the Options page and select appropriate options for the restore operation.
For the [Recovery state] setting:

Important:

If this is the final backup to be restored, select [Leave database ready to use by rolling back uncommitted transactions.
Additional transaction logs cannot be restored].

If there are further differential or transaction log to be applied, selection one of the other two options for the Recovery
completion state.

' Restore Transaction Log - MNorthwind _ O] =]

Seectapagﬁ S Seript - m Help
A4 Genera

Options

Restore options

[” Preserve replication settings [wITH KEEP_REPLICATION)
[~ Prompt before restaring each backup
™ Restict access to the restored database [wITH RESTRICTED_USER)

Recovery state

I Leave the databaze ready to use by rolling back uncommitted transactions. Additional
tranzaction logs cannot be restored [RESTORE "WITH RECOVER™Y)

Leave the databasze non-operational, and do not roll back uncommitted transactions. Additional
tranzaction logs can be restored [RESTORE WITH NORECOVERY)

e Leave the databasze in read-only mode. Undo uncommitted branzactions, but zave the undo
actions in a file g0 that recovery effects can be reversed [RESTORE WITH STANDEY)

Connection Standby file: |

Server
WM Z2008-R 2b

Connection:
WM 2008-R 2B WAdrinistrator

4y View connection properties

Ready

] I Cancel |

9. To start the restore operation, click OK.
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18.5.3 Restore Microsoft SQL Server 2012 database

18.5.3.1 Restore master datahase
Refer to the following instructions to restore the master database:
1. Stop the SQL instance.
2. Restart the SQL instance in single-user mode.

« In SQL Server Configuration Manager, click [SQL Server Services].

* In the right pane, right-click SQL Server, and then click [Properties].

F= 5ql Server Configuration Manager

File  Action Yiew Help

e 2 RSB IERENN ? NICAORONG!

‘@ 3L Server Configuration Manager {Local) Mame | Skate | Skark Mode | Log
o] 50L Server Services SGL Server Inteqgration Services 11,0 Running Autarnatic WT
2., 5L Server Mebwork Configuration (328i) | #4950 Full-text Filter Dasman Launcher (MSSQLSERY...  Running Marual T ¢
& S0L Mative Client 11,0 Configuration {32bit) S0l Server (M5 e RUNMing Automnatic
" " = 4 = =

2 Servar it Confiansstion (oL server ana g SERVER) Running Autamatic T ¢
2. 50l Native Client 11.0 Configuration EbsqLserverRep o L SERVER) Running Automatic NT
ﬁSQL ServerBrov o o Stopped Other {Boat, System,.. MNTJ

‘

@SQL Server Age  poo Stopped Manual NT ¥

Help

Jl [

|O|:ens the properties dialog box For the current selection,
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 On the Startup Parameters tab, type the parameter —m in the specify startup parameter box and click on [Add] and

click on [OK]
SQL Server (MSSQLSERYER) Properties 2 | x|
Log On | Service | FILESTREAM
BlwaysOn High Svailability Startup Parameters | Advanced

Specify a skarkup parameter:

|m| Add

Existing parameters:

-dD:\Microsoft SQL ServeriMSS0L11.MSSQLSERVERM:
-elniMicrosoft 30L ServeriM3a0L1 1 MISGLSERYERM:
-D:WMlicrosoft SOL Server\MSS0L1 1 MSSOLSERVERMS

Remowve |

Ok I Cancel | Apply | Help

« Restore the database engine afterward.

Important:
When you start SQL Server in single-user mode, first stop SQL Server Agent.

Otherwise, SQL Server Agent might connect first, preventing you from connecting as a second user.

3. To restore a full database backup of master, use the following RESTORE DATABASE Transact-SQL statement:

>RESTORE DATABASE master FROM ${backup device} WITH REPLACE

${backup device} is the database file restored from OBS:

C:\>sglcmd

1>RESTORE DATABASE master FROM DISK = ‘C:\temp\master.bak’ WITH
REPLACE;

2>GO
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4. After master is restored, the instance of SQL Server shuts down and terminates the sqlcmd process.

Before you restart the server instance, ensure to remove the single user startup parameter that you have added
previously in Step 2.

5. Restart the server instance and continue other recovery steps such as restoring other databases.

18.5.3.2 Restore other system or user database
Refer to the following instructions to restore a backup:
1. Open SQL Server Management Studio; connect to the server where the backup is to be restored.

2. Expand [Databases].

Depending on the database, either selects a user database or expands [System Databases], and then selects a system
database.

‘\Q Microsoft SL Server Management Studio {Administrator)

File Edit Wew Cebug Tools  Window  Help
P S | Aoy LRABG| 4 RBR[-0-F-5E] -
Cbject Explorer ~ 0 x

Connect = 3 & @ EQ
= Lﬁ WERZE-0-35 (0L Server 11.0,2100 - '
= [ Databases
=] [ Swster Databases
| QR
| model
| ) msdb
| ) tempdb
|1 Database snapshots
|| reportserver
l_,J ReportServerTempDB

| Security

1 Server Objects

1 Replication

3 Abwavs0n High Availabilicy
| Management

1 Integration Services Catalogs
|_% SGL Server Agent
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3. Right click the database, point to [Tasks], clicks [Restore], and then click [Database].

Note:
SQL Server databases may be backed up on one server and restored to another server.

If the target database does not exist on the server, right click on any database instead. A new database can be created
while restoring the backup.

“.1 Microsoft 0L Server Management Studio {Administrator)

File Edit Wiew DCebug Tools  Window  Help
P i S @ S ewouery [y R TE | & S8 B
Chiject Explorer v 01 X

Connect = 3Y &Y @ F E ;
= Lﬁ WERZX-0-85 (SQL Server 11.0.2100 - '
= [ Databases
= [ Svstem Databases
O
| mode
U msdl:| Tasks Shrink
| temp
[ Databas: Policies Back Up. ..
| | Reportse
| ] Reportse
[ Security Start PowerShell Generate Scripts. .. Files and Filegroups. ..
1 Server Objec
[l Replication
|__:,i Alwastn Hi Refresh Export Data... Page...
[ Managerment
[ Integration < Properties
I_% SOL Server Agent

4l =

5 - o - (-3 | )

Mew Query

Facets Restare b || Database. ..

Transaction Log. ..

Reports Impart Data. ..
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4. On the General page, the name of the restoring database appears in the [To database] list box.

To create a new database, enter its name in the list box.

‘g. Restore Database -

M=l
'@' Mo backupset selected ko be restored.
Select a pag: & Script - u Help
g General
Files
==
[ Options Source
' Database: I -
% Device: I D
Database: I
Destination
Database: I j
Restore kot I

Timeline: .. |

Restore plan

Backup sets to restore:

Restare I arne I Compaonent I T_l,lpel Server I Database | Position I First LS I Last LSM | Checkpoint LSH | Full L

Connection

33 wWeR2K-0-85
[W8R.2%-0-55%qa-administrator]

Wigw connection propettiss

Ready J I I

i
Werify Backup Media |

[a]4 | Cancel | Help |
4

5. Select Source > Device and click the browse button to open the [Select backup device] dialog box. Click [Add].

6. Browse to the backup file (restored from OBS) that is to be restored.

= Select backup devices

I[=1 B3

Specify the backup media and its location for your restore operation.

Backup media ype: I -

Backup media:

C:\Microsoft SOL SerserdVWWER 24-0-85 local N TTLL201 2-10-16(21-00- Add
C:\Microsoft SOL ServerdVwBR 24-0-85 local \TTLVDATABASE_TTL.

C:\Microsoft SOL Serverd'wiBR 2<-0-854local A TTLA2012-10-17(14-43
Femove |
Cantents |

1] | |
Ok I Cancel | Help |

4
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7. After adding the complete database file and transaction log files to the [Backup media] list box, click [OK] to return to the
General page.

8. In the [Backup sets to restore] grid, select the backups to restore.

'_:E:.:_:. Restore Database - TTL

Select a page S Script - Iﬁ Help

f General

f Files 5

& Options auree
" Database: | j
' Device: |CiiMicrosoft SQL Server4|W8R2x-0-85| ocalTTL{2012-10-16(21-00-00)_LOG_TTL. |

Database: ITTL j
Destination

Database: ITTL j
Restore to: |The last backup taken (Wwednesday, October 17, 2012 2:44:26 PM) Timeling. ., |

Restore plan

Backup sets ta restore:

Restare | [ame | Component | Type | Server | Databasze
v Database Full WaRZX-0-85  TTL
v Log Transaction Log ~ W3R2X-0-85  TTL

Connection

3 wer2y-0-85
[\WER 23:-0-85Yqa-administrator]

Wigw connection properties

@ Done ‘I I —'I
werify Backup Media |

(o] 4 I Cancel | Help |

4

9. To restore the backup to the last backup state click [OK] button. If you want to restore the backup to a specific time line
go to the next step.
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With Timeline option

10. Click on the [Timeline] button to restore the backup to a specific time line.

K Restore Database - TTL =]

SScript - mHelp

L:__: General

Files

E—, Options Source
" Database: I j
' Device: IC:'l,MicrosoFt SQL Serverd\WaR2X-0-85local)|\ TTL|2012-10-16(21-00-00)_LOG_TTL. _l

Database: ITTL j
Destination

Database: ITTL i

Restore to: IThe last backup taken (Wednesday, October 17, 2012 2:44:26 PM) @

Restore plan

Backup sets to restore:

Festore I Marme I Component | Type Server [atabaze
Database Full WER2X-0-85  TTL
Log Transackion Log ~ WERZ¥-0-85  TTL
Connection
23 wWeR2K-0-85
[\W8R.2x-0-554qa-administrator]
Wi connection properties
| | o

Done
© . _
Werify Backup Media
QK I Cancel | Help |

4

11. Choose the [Specific date and time] button, and you can select the specific time to restore. Click [OK] to confirm.

Backup Timeline: TTL

Y Ready

— Restorz to
" Last backup taken
% Spedific date and time
Date: 10/17/2012 vl
Time: 13617 PM
Timeline Interval: Day -
| , , , 1B
12:00 18:00 0-:00 6:00 12:00
L
Legend
v Full Database Backup . Transaction Log Backup
Y/  Differential Databsse Backup Tail-Log

Ok Cancel Help
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12. Click [OK] to start restore, or if you need to relocate the restore files on another folder, you can go to the next option.

With relocate all file and folder option

13. Click on the “Files” page on the left panel.

'fi:.:,:. Restore Database - TTL

Select a page

;SScript - iﬁHeIp

| =

Jecsimicrosoft SGL Server4\WeR2x-0-851localTTL{2012-10-16(21-00-00)_LOG_TTL,

1L =l

' General

5

¥ Options ource
" Datahase:
' Device!

Database:
Destination

Database:
Restore bo:

Restore plan

ITTL |

IThe last backup taken (Wednesday, October 17, 2012 2:44:26 PM) Timeline. .. |

Backup sets to restore:

Restare | Iame | Campohent | Type

| Server | Databaze

v Log

Connection

B3 waRzy-0-85
['\WER 2-0-85Yqa-administrator]

Wigw connection properties

4

| T Database Full

WEREX-0-85  TTL

Transaction Log ~ WSRZX-0-83  TTL

| |

@ Done

werify Backup Media |

Ok I Cancel | Help |

4
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14. Click on the check box “Relocate all files to folder” and you can select the folder path by clicking the folder selection
button on the right hand side.

Select a pag B seript - | B Help
2 General
A Files
= ’
) Restare database files as
1 Options

[ v Relocate all files ta folder ]

Data File Folder : ID:'l,MicrosoFt S0L Server\M3SOLL L MSSQLSERYER\MSSOL UserData

Log file falder : ID: \Microsaft SOL Server\MSSQLL1MSSOLSERVER\MSSOL UserDatalog

Logical File Mame I File Tupe I Original File M ame I Restore As
i Rows Data Du\Microsoft SOL ServeriMSSQL...  DiiMicrosoft SOL ServeriMSSOL... ...

DiiMicrosoft SOL ServeriMSSGQL..  DiiMicrosoft SQL Server\MSacL... ...

Log

Connection

33 wWeR2K-0-85
[W8R 2x-0-55Yqa-administrator]

Wiy connection properties

@ Done

[o]4 I Cancel Help

15. Choose the folder path that you need the files to relocate and click OK.

Locate folder

Select the falder:

=3t

=im b

- $RECYCLE.BIN

=-3 Microsoft SEL Server

-0 MSAS11.MSSOLSERVER
E1-{3 MSSOL11.MSSOLSERVER

- Leg

[ repldata
- TempData
-4 TempDatalog

] LseDats|
[ UserDatalog
BE- Systern Valume Infomation

D:\Microsoft SOL ServerMSSALT1.MSSOLSERY

Cancel

Selected path:
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16. Click [OK] on the ‘Files’ page to start the restore. If Taillog backup restore is required, go to the next option.

With Taillog backup restore option

17. Click on the “Option” page on the left panel.

“» Restore Database - TTL

;SScript - iﬁHeIp

Select a page

& General

“ Files

Restare database files as

¥ Relocate all files o Folder

Data File Folder : ID:'l,MicrosoFt SGL ServeriMSSoLL 1 MSSOLSERYERMSSQL  UserData |
Log file Falder : ID:'l,MicrosoFt SGL ServeriMSsoLL 1 MSSOLSERYERMSSOL  UserDatalog |
Logical File Mame | File Type I Original File Mame I Festore Az I
TTL Rows Data DiiMicrosoft SQL Server\MSSQL..,  Di\Microsoft SOL ServeriM3agL, .,
TTL_lag Log DiiMicrasoft SOL Server\MSSGQL...  DriMicrasoft SOL ServeriMSSOL

Connection

B3 waRzy-0-85
['\WER 2-0-85Yqa-administrator]

Wigw connection properties

@ Done

Ok I Cancel Help
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18. Click on the check box of the “Take tail-log backup before restore” option, and also select the backup file destination
from the right hand side.

Select a pag S Scripk - u Help
2 General
A Files
[y )
. Restore options
1 Options

™ overwrite the existing database {"WITH REPLACE)
" Preserve the replication setkings {WITH KEEP_REPLICATION)
™ Restrict access to the restored database (\WITH RESTRICTED_LISER)

IRESTORE WITH RECOVERY j

Recovery state:
|D:'I,Microsoft 0L ServeriMasoLl 1 MISOLSER VERMSSQL Backup TTL

Standby File:
Leave the database ready to use by rolling back uncommitted transactions. Additional transaction logs cannot be restored.

Tail-Log backup
V' Take tail-log backup before restare

™ Leave source database in the restoring state
{WITH NORECOVERY)

Backup file: ID:'l,MicrosoFt SGL ServertMSSoLL 1 MSSQLSER YERMSSOLBackup TTL

Server connections
[T Close existing connections to destination database

Prompt
Connection : [l Prompt befare restoring each backup
s The Full-Text Upgrade server property controls whether full-text indexes are imported, rebuil, or reset For the

23 yER2x-0-85 l‘\:)
[WER2¥-0-85\qa-administratar] fes oot b o

Wiy connection properties

@ Done

[o]4 I Cancel Help
A

19. Click [OK] to start the restore.
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19 Backup/Restore Lotus Domino and Notes

This chapter describes how to backup and restore Lotus Domino Server and Notes Client with OBM.
19.1 Supported versions

19.2 Limitation

Backup of Lotus Notes is only supported for installation on Windows.

19.3 Requirements and recommendations
Please ensure that the following requirements are met by the Lotus Domino server or Lotus Notes client computer:
1. OBM is installed on the Lotus Domino server or Lotus Notes client machine.
2. Data selected for backup will be temporarily spooled to a temp directory before being uploaded to the backup server.
Please ensure that the temporary directory configured for the backup have sufficient disk space for the backup operation.

3. For backup of Lotus Domino Server, if you have setup a password for the secure console, please clear the password
before you do the backup.

4. For backup of Lotus Domino server, all database selected for backup must have transaction logging (archive mode)
enabled.

Note:
Ensure that all databases to be logged reside in the Domino data directory, either at the root or in sub directories
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To configure transaction logging, please refer to the following instruction:

* Login to the Domino administration console; select the [Configuration] tab.

=) na-wB-sql08-1d85 - Mozilla Firefox

Ble Edk  Mew Hgtory Bookmarks Tools Help

@'\ c x (g\ @hﬁm:nmmmhamnm Lf - IT'— Google L

|8 Most Visted | Getting Started 5 Lakest Headines

J[ ( qa-ws-sqlDs-Idss =

Files. m Mezzaging... Replication i (™) Logout M) Preference
fits  Server qa-wB-sql8-1485 &
i I Reloase 5.1 on Windaws Viska Revesnili T

# [] Server
& B4 Messagng
|3 & Replcation
= [l Directory

@ (g Pelicies
% @ E Web
& g Monteing Configuration
F g1 Cluster
G Offfne Services
F ] Cenificates
# ) Miscslzneous

| Transferring data from locahost .. Ir

* Expand [Server], then [Current Server Document].

=) na-wB-sql08-1d85 - Mozilla Firefox

Ble Edk  Wlew Hstory Bockmarks Tools  Help

@;_r'\ C 7 [@]rwiocahostivebadinst PR B p

A Mosk Visited | Gekting Started 5 Labest Headines

J[ (5 qa-ws-sqlos-ldss -
People & Gioups m Mezzaging... Replication

i 7 Sener ga-wB-sql8-1d85 * b ot
. Ui Reloase €15 1 on Windaws Vista Aefiesh :
= [ Server =
- 1 Edit Sener Create Web... Cancel
Y Cutent Servs Document @ © &)
. ~[E] AlServer Documertz
it Server: qa-w8 -5ql08-1d85 qa-us-sqiosdsstest
% El Corvections
; Progiams Semer Irmeme! Tlall-::::':;nal Shale |_
I Esteral Domain M etwork Infom
- [E] nolesni fle Basics
o [E] Cleanup scipt fle
@ @%eaaag‘ng Transuchunu] logging: Enabled
& &* Replcation Log path: logdir
@ (i Directoy Logaing stde: Archived
& g Policies R
— Autamatic fixup of corrupt
@ 52 web o databasas: Enabled
# 2 Monkoing Configuration )
@ gl Cluster Ftuntlmefﬂes.isn Srandard
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am e Cuota enforcement Check file size when extending the file
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« Select the [Transaction Logging] tab, then [Edit Server].

“3) ga-w8-sql08-1d85 - Mozilla Firefox

Fle Edit Wiew History Bookmarks Tooks  Help

@ P o I@‘http:Hlocalhostfwebadmln‘nsf - I"_l"Goog\e o

2 Most Visited || Getting Started 5. Latest Headlines

| @ ga-wo-salos-iss EI—E

People & Groups es Server... Messaging. Replication i (™ Logout (M) Preferences.. [ Help
B Server: qa-w8-sql08-1d85 (=% b ol
E Release 8,51 on Windows Vista Refresh el
= Jj EEEE'—_‘ @Sa\te & Close @CrealeWeb . @Reﬁesh ®Cancel

: [E=] Al Server Documents 3 W ,ﬁ
5] Configurstions Server: qa-w8-sql08-1d85 gvo-sqiootdoseess ‘
; Parameters
% -5 Connections 5 | emet T tional Sh d Lotus

H erver nieme ransactional i ohus
Programs aslcs ecurlt Ports asks Frnlnn:u\s MTAs.. | M\scellaneous‘ Logaing Man\ DADS DB Traveler Admlnl
~[E] Extemnal Domain Network Informr
- (] notesini fie

2] Clearup script file

E’jaessaging Transactional logging Enabled =
& Replication Log path: logdir
[l Directory
Policies Logging style Archived =
i Web Automatic fixup of corrupt

oy Enabled -
&2 Monitoring Configuration datahases: nabe
gl Cluster Runtime/Restart m
& Offine Services perormance taridar =

[z] Certificates
[ Miscellaneous

Quota enforcerment: | Check file size when extending the file =

| Done

e Complete all required fields then save the document afterward.

FIELD ENTER

Transaction Logging Choose Enabled. The default is Disabled.

Log Path Path name location of the transaction log.
There should be at least 1GB of disk space for the transaction log.

If you are using the device solely for storing the transaction log, set the [Use all available
space on log device] field to “Yes”

Logging Style Choose [Archive]. The default is [Circular].

Maximum Log Space The maximum size in MB, for the transaction log. Default is 192MB. Maximum is
4096MB (4GB).

Domino formats at least 3 and up to 64 log files, depending on the maximum log space
you allocate.
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Use all available space = Choose one:

on log device
[Yes] -
To use all available space on the device for the transaction log. This is recommended if
you use a separate device dedicated for storing the log. If you choose [Yes], you do not
need to enter a value in the [Maximum Log Space] field.
[No] -
To use the default or specified value in the [Maximum Log Space] field.

Automatic fixup of Choose one:

corrupt databases
Enabled (default) -
If a database is corrupted and Domain cannot use the transaction log to recover it,
Domino runs the Fixup task, assigned a new DBIID, and notifies the administrator that a
new database backup is required.
Disabled -
Domino does not run the Fixup task automatically and notifies the administrator to run
the Fixup task with the -J parameter on corrupt logged databases.

Runtime /Restart This field controls how often Domino records a recovery checkpoint in the transaction

performance log, which affects server performance.
To record a recovery checkpoint, Domino evaluates each active logged database to
determine how many transactions would be necessary to recover each database after a
system failure. When Domino completes this evaluation, it:
1. Creates a recovery checkpoint record in the transaction log, listing each open
database and the starting point transaction needed for recovery.
2. Force database changes to be saved to disk if they have not been saved already
Choose one:
Standard (default and recommended) -
Checkpoints occur regularly.
Favor runtime -
Domino records fewer checkpoints, which requires fewer system resources and
improves server run time performance.
Favor restart -
Recovery time. Domino records more checkpoints, which improves restart recovery time
because fewer transactions are required for recovery.

Note:

Transaction log backup can only be performed if the transaction logging option is enabled in archive mode.
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19.4 Qverview

The following steps are performed during a backup job:

1

2.
3.

. Connection from the backup client to the backup server is established.

Download the server file list from the backup server.

For [Database] backup type, the following data are backed up to the temporary spool path:
* notes.ini

* Allfile selected

* All database selected

* Transaction log

The Domino server is notified of the filled log extends availability for reuse.

. Lotus Domino Server only - For [Transaction Log] backup type, only transaction logs are backed up to the temporary

spool path.

The Domino server is notified of the filled log extends availability for reuse

. Server and local file lists are compared to determine which file will be uploaded.
. Delta file is generated for modified file (if necessary).

. Data are encrypted, compressed, and uploaded to the backup server.

. Data are removed from the temporary spool path.

. Backup completed successfully.

19.5 How to backup Lotus Domino/Notes (Windows)

Refer to the following instructions to backup Lotus Domino/Notes installation on Windows:
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1. Login to the backup application’s user interface.

Double-click on the OBM desktop icon or right-click on the system tray icon:

(@) Online Backup Manager H =] {®) online Backup Manager =]
@Online Backup Manager @Online Backup Manager

Login Mame : |username LoginMame : | username

Fassword : R Password bk
["] Save passward || Save passward
@ Forgot your passward? @ Forgot your passward?
0K Cancel £ [ Options e Language

English Ll

@ Backup Server

hitp LI hostname LI

‘ﬂﬂ Proxy Setting
[] Use proxy to access the hackup server

Type : Proxy
Sock
Address
Fort:
User Mame :
Faszsword :

(o]4 Cancel B = Options

Note:
OBM must be installed on the Lotus Domino server or Notes client machine.

2. Select the [Backup Settings] button and the |+ button to start the New Backup Set Wizard.

3. Create a Lotus Domino Server or Notes Client Backup set by selecting [Lotus Domino Server Backup] /[Lotus Notes
Client Backup] from the backup set type dropdown menu.

New Backup Set Wizard

E Backup Set

MName: | Lotus BackupSet

Type:  File Backup

File Backup

Lotus Motes Client Backup
Lotus Domino Server Backup
M3 Exchange Server Backup
ME Exchange Mail Level Backup
M3 SaL Server Backup

MySaL Backup

CQracle Datahase Senver Backup

Mext Cancel £
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4. Configure the [Path to notes.ini] field, and then select [Next] to proceed.

New Bschup St Wizrd =

[E; Backup Set E; Backup Set

Mame : |Lotus BackupSet Mame ;| Lotus Backup Set

Type Lotus Domina Server Backup - Type [LDtUS Motes Client Backup i

i Lotus, @b Lotus,

Fath to notes.ini : Fath to notes.ini :

CAProgram FilesiBMILotusiDaminoinotes.ini Change % CillsersisupportdppDatailocallotusiMotes\Datainotes ini Change %

MNext » Cancel £ Mext » Cancel £

Note:

[Path to notes.ini] on Lotus Domino server:

Login to the Domino administration console, select the [Configuration] tab, and expand [Server], select [notes.ini file] to
display the directory path.

[Path to notes.ini] on Lotus Notes client machine:

By default, the path should be located under the corresponding operating system account profile:
${0S_Profile}\AppData\Local\Lotus\Notes\Data\notes.ini

5. Select the file and database for backup.

Folders Filename Title
=- (@) Lotus Damino « ¥ 1 Data
B4 ] Data
= (0

&+ 1 daming
w4 (1 ete
&7 (] gtrhome
#=- C help
-7 1 IBM_TECGHMICS
F- A O iMotes
-7 (] linkfolder
- £ Ingdir
-4 £ mail

&2 C properties =
= =

ltems per page: (a0 - Page: - | =

4 Previous MNesxt » Cancel B

6. Configure a backup schedule for unattended backups.

Note:
Multiple backup schedules of different types can be configured for the same backup set.

7. Select an encryption setting for your backup set.
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8. Press the [OK] button to complete the configuration of backup set.

9. Scheduled backup will run automatically at the configured schedule time.

10. Click [Backup] button on the left panel to perform a backup immediately.

11. Select the backup type to be performed:
Backup Options

[E; Backup Set
Lotus BackupSet

I) Backunp

) Database (notes.ini, Databases, Files, Transaction Logs)

) Transaction Log

(o]’s Cancel B = COptions

MENU ITEMS

DESCRIPTION

Database (notes.ini, Database, Files, Transaction Logs) Backup the following:

notes.ini

All file selected

All database selected
Transaction log

Transaction Log

Backup the transaction log.

19.6 How to restore Lotus Domino (Windows)

After full backup and restore of Lotus Domino, data of “Mail’

L
)

Calendar” and “To do” are backed up and restored. Refer to the

following instructions to restore Lotus Domino installation on Windows:

1. Install OBM on the Lotus Domino server client machine (if required).

2. Ensure that ALL Lotus Domino services are shut down completely in Lotus Domino server machine

3. Shutdown the Lotus Domino services.

4. Gontinue to the next section for instruction to restore all databases or single database.
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Restore all databases and files
To perform a full Domino restore (restore all databases and files):

1. Place the restored backup files to their original directory path:
Database files, notes.ini and archived transaction logs are stored on OBS along with their full path information.
Place the files back to their original location (location where the backup was originally performed).

2. In the OBM installation bin folder, open “DominoRecover.bat” with a text editor.

Modify the User Defined Section according to your setup:

USER DEFINED PARAMETERS DESCRIPTION

PROGRAM_DIR (For all/single db restore) Directory containing the notes.ini file.

INPUT_FILE (For single db restore) Path to the input file.

RESTOREDB (For single db restore) Path to the database file.

RECDATE (For single db restore) The year, month day to recover database to.

RECTIME (For single db restore) The time in hour and minute to recover database to.
Example:

DominoRecover.bat:

REM ############ Start: User Defined Section ##HH#HH#HHH#HH#H#H

REM ##H#HH#HH#HHHHHRH#HHH###H PROGRAM _DIR #HAHHHAHHHHHRHHHHHHRHHHH
REM ## The Domino or notes program directory, which

REM ## contains notes.ini

SET PROGRAM DIR=C:\Program Files\Lotus\Domino

REM ##H#HAAHHAHHAHHHAHAA#HAA INPUT _FILE #H#HHHHHAHHAHHHHHRAHHAHH
REM ## The path to a input file if you want to restore one
REM ## database only. If you want to restore all databases,
REM ## leave INPUT_FILE blank.

SET INPUT_ FILE=

REM ##H#H#AHHAHHHH#HHH#HA#### RESTOREDB #HHAHHHH#HHAHHAHHHHHHAHHAHH
REM ## The path to a database file if you want to restore

REM ## one database only. If you want to restore all

REM ## databases, leave RESTOREDB blank.

SET RESTOREDB=
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REM
REM
REM
REM
REM
REM
REM
REM
SET

REM
REM
REM
REM
REM
REM
REM
REM
SET

RHAHAHHHRHRH AR AR HRHHHHH RECDATE #HAHHHHHHRHHHHRHRH AR AR AR

## The year, month and day you want to recover

## the database to. Set them according to the date

## format set in Windows.

## e.g. SET RECDATE=11/15/2006

## If you want to restore all databases, leave RECDATE
## blank.

## e.g. SET RECDATE=

RECDATE=

HARHHHBRARHHHRARAHHAAS RECTIME #ARHAHHHHAAHHHRAHHHH AR H

##
##
##
##
##
##
##

The time in hour and minute you want to recover the
database to. Set them according to the time format
set in Windows.

e.g. SET RECTIME=13:00

If you want to restore all databases, leave RECTIME
blank.

e.g. SET RECTIME=

RECTIME=

3. Save, and execute the “DominoRecover.bat” batch file afterward:

>C:\Program Files\OBM\bin\DominoRecover.bat

Media recovery is performed for all databases found within the Lotus data directory.

Content of all databases will be restored to the last committed transaction found in the archived transaction log.

Example:

2.
(e.

C:\Program Files\OBM\bin>DominoRecover.bat
Media Recovery Utility for Lotus Domino 5.0 or above

Please make sure that you have done the following:

1. Reinstall Lotus Domino on this computer in the same directory
Restore Notes.ini to the Lotus Domino installation directory

g. C:\Lotus\Domino)

3. Restore Domino Data directory back to the directory defined

in Notes.ini (e.g. C:\Lotus\Domino\Data)

4. Restore all archived transaction logs to the directory defined
in Notes.ini (e.g. C:\Lotus\Domino\Datallogdir)

Continue? (Y) or (N) y
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Running media recovery ...

Please wait, creating new transaction logs in directory: C:\logdir\
02/12/2003 14:39:19 Recovery Manager: Restart Recovery complete. (0/0
databases needed full/partial recovery)

Media Recovery Replay (122 MB): 10% 20% 30% 40% 50% 60% 70% 80% 90%
100%

02/12/2003 14:39:22 Recovery Manager: Media Recovery complete for
C:\Lotus\Domino\Dataladmin4.nsf, last update applied.

Backup file C:\Lotus\Domino\Data\admin4.nsf recovered.

Media Recovery Replay (122 MB): 10% 20% 30% 40% 50% 60% 70% 80% 90%
100%

02/12/2003 14:40:57 Recovery Manager: Media Recovery complete for
C:\Lotus\Domino\Data\statrep.nsf, last update applied.

Backup file C:\Lotus\Domino\Data\statrep.nsf recovered.

C:\program files\obm\bin>

4. Restart the Lotus Domino services.

Restore a single database
To restore a single database:

1. Shutdown Lotus Domino service.
2. Place the restored database file to the restore destination directory path:

Database and archived transaction logs are stored on OBS along with their full path information, place them back to their
original location (location where the backup was originally performed).

3. Optional for media recovery - Place the restored archived transaction logs to their original directory path.
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4. In the OBM installation bin folder, open “DominoRecover.bat” with a text editor.

Modify the User Defined Section according to your setup:

USER DEFINED PARAMETERS DESCRIPTION

PROGRAM_DIR (For all/single db restore) Directory containing the notes.ini file.

INPUT_FILE (For single db restore) Path to the input file.

RESTOREDB (For single db restore) Path to the database file.

RECDATE (For single db restore) The year, month day to recover database to.

RECTIME (For single db restore) The time in hour and minute to recover database to.
Example:

DominoRecover.bat:

REM ############ Start: User Defined Section ###HH#HH#HHAH#H#H#H

REM #####A#HAHHAH#HAA#AA###H PROGRAM DIR #H#HAHAHHAHHHHHHHHHAHHAHH
REM ## The Domino or notes program directory, which

REM ## contains notes.ini

SET PROGRAM DIR=C:\Program Files\Lotus\Domino

REM #####A##HHAA##HHAA##H INPUT FILE #HAHAAHHHHAAHHHHAAAH SRR
REM ## The path to a input file if you want to restore one
REM ## database only. If you want to restore all databases,
REM ## leave INPUT_FILE blank.

SET INPUT FILE=C:\restore dest\admin4.nsf

REM ## The path to a database file if you want to restore
REM ## one database only. If you want to restore all

REM ## databases, leave RESTOREDB blank.

SET RESTOREDB=C:\Lotus\Domino\Data\admin4.nsf
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REM #########AAA###AA#A#### RECDATE ##HAAH#HHHAAH#HHHAAH#HHHAA#H
REM ## The year, month and day you want to recover

REM ## the database to. Set them according to the date

REM ## format set in Windows.

REM ## e.g. SET RECDATE=11/15/2006

REM ## If you want to restore all databases, leave RECDATE
REM ## blank.

REM ## e.g. SET RECDATE=

SET RECDATE=18/01/2007

REM #########AAA###AAA###H RECTIME #H#HAAH#HHAAAH#HHHAAHHH A A HH
REM ## The time in hour and minute you want to recover the
REM ## database to. Set them according to the time format
REM ## set in Windows.

REM ## e.g. SET RECTIME=13:00

REM ## If you want to restore all databases, leave RECTIME
REM ## blank.

REM ## e.g. SET RECTIME=

SET RECTIME=00:02

4. Save, and execute the “DominoRecover.bat” batch file afterward.

>C:\Program Files\obm\bin\DominoRecover.bat

Media recovery is performed for the specified database.

Content of the database will be restored to the last committed transaction found in the archived transaction log.

Example:

C:\Program Files\OBM\bin>DominoRecover.bat
Media Recovery Utility for Lotus Domino 5.0 or above

Running media recovery ...

Restart Analysis (0 MB): 100%

18/01/2007 14:42:15 Recovery Manager: Restart Recovery complete. (0/0
databases needed full/partial recovery)

Media Recovery Replay (122 MB): 10% 20% 30% 40% 50% 60% 70% 80% 90%
100%

18/01/2007 14:42:17 Recovery Manager: Media Recovery complete for
C:\Lotus\Domino\dataladmin4.nsf, last update applied.

Backup file C:\Lotus\Domino\dataladmin4.nsf recovered.

C:\Program Files\OBM\bin>DominoRecover.bat
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5. Restart the Lotus Domino services.

19.7 How to restore Lotus Notes (Windows)

After full backup and restore of Lotus Notes, data of “Contacts” and “Notebook” are backed up and restored. Refer to the
following instructions to restore Lotus Notes on Windows:

1. Install OBM on the Lotus Notes client machine (if required).
2. Restore the Lotus databases/files from backup; restore the database backup files from the OBS server.
3. Ensure that ALL Lotus Notes services are shut down completely in Lotus Notes client machine.

4. Gontinue to the next section for instruction to restore all databases or single database.

Restore all databases and files
To perform a full Lotus Notes restore (restore all databases and files):

1. Place the restored backup files to their original directory path:
Database files and notes.ini are stored on OBS along with their full path information.
Place the files back to their original location (location where the backup was originally performed).

2. Restart the Lotus Notes services

Restore a single database
To restore a single database:

1. Place the restored database file to the original directory path:
Database file is stored on OBS along with its full path information.
Place the file back to its original location (location where the backup was originally performed).

2. Restart the Lotus Notes services
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19.8 How to backup Lotus Domino (Linux)
Refer to the following instructions to backup Lotus Domino installation on Linux:
1. Install OBM on the Lotus Domino server.

Note:
OBM must be installed on the Lotus Domino server

Important:
Please ensure that the operating system account to run OBM has sufficient permission to access the following file:

$0BM_HOMEAivhotesenv
2. Create a new Lotus Domino backup set on the web interface.
3. Login to the OBS web console, select [Backup Set].

4. Press the [Add] button to access the Add New Backup Set menu.

Restore | Install Software FaCs | Help | Select Lanquane

Add Mew Backup Set

Type
O @' File O a Microsoft SQL Server O 2, Microsoft Exchange Server | | Microsoft Exchange Server 2007 w | )]

O E Oracle Database Server O it MySQL Database Server

@ @ Lotus Doming O Lotus Motes O Systemn State

O B microsoft Exchange Mail Level Backup O ShadowProtect System Backup

O @ Microsoft Windows Systemn Backup O R yMware vM Backup € |VMWarE ywSphere ESX 3074 Vl 3

O i Microsaft windows Virtualization ¢ | Microsoft Hyper-v Server v

5. Select the [Lotus Domino] radio button and [Update].

Page 572 of 610
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6. Enter the Name and Backup Setting required:

Restore | Install Software Fads | Help | Select Language

Gl e i Domino BackupSet w | Add

[Help] Name
|D0minu BackupSet

[Help] Type
@ Lotus Doming
[Help] Database Backup Setting

Motes.ini :|Iln|:almotesdatamotes.ini |

[Help] Backup Source
Backup the fallowing files/directaries
1 . |Lotus DominofData |[Remove]
il | [Add]

Exclude the following files/directories
i | [Add]

[Help] Backup Schedule [4dd]
Mo schedules defined

Backup Set - Options

[Help] Enable In-File Delta

Block Size Auto w | Bytes
Minimum Size 24 Mbwtes

Ol Enable dekta merge

Default In-file Delta Type Differential » | [Advanced]
Upload Full File when Maximum Mo, of Delta greater than :|100 (-1 = Unlimnited)

R
Upload Full File when Celta Ratio greater than : Delta Size / File Size (%)

[Help] Temporary Directory

Termporary directory for storing baclkup files  [frooti.obmitemp |

[0 Enable Delets Temp. File

MENU ITEMS DESCRIPTION
Name Enter a backup set name of your choice.
Database Backup Setting Enter the directory path to the notes.ini file.

Default location is:
/localhotesdatahotes.ini

Temporary Directory Enter the directory path of the temporary spool path.

Please ensure that the user running OBM has sufficient
permission to access this location and sufficient space is
available.

Page 573 of 610
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7. Enter the Backup Source required:

To backup all data, enter “Lotus DominoData” in the [Backup the following files/directories] field:

[Help] Backup Source
Backup the following files/directories ;

1 . Lotus DominoiData | [Remove]
2. | add]
Exclude the following files/directories :

1. | add]

To backup or exclude individual data, enter the corresponding directory path (e.g. Lotus Domino/Datahelp):

[Help] Backup Source

Backup the following files/directories :

1 . |Lotus DaminofData | [Remove]
2. | [Add]
Exclude the following files/directories

1 . |Lotus DominofDataldfc [Remaove]
Z . |Lotus DominofDatathelp [Remaove]
3 . |Lotus DominofDatalatrtbome [Remaove]
4 [add]

8. Configure a backup schedule for unattended backups.

Note:
Multiple backup schedules of different types can be configured for the same backup set.

9. Press the [Update] button to save the newly created backup set.
10. Login to the Lotus Domino server with OBM installed.

11. Start the Configurator.sh script by accessing the backup client installation bin folder.

>sh OBM_ HOME/bin/Configurator.sh

12. Follow the instructions provided in the Configurator to complete the configuration of the backup set.

Note:

For Linux with GUI installed, you can also create a backup set via the OBM user interface (similar to the procedures
provided in the Windows section).

Launch the OBM user interface:

>sh OBM_HOME/bin/RunOBC.sh

13. Scheduled backup will run automatically at the configured schedule time.
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14. To perform a backup immediately, execute the RunBackupSet.sh script with the backup set name or ID:

>sh OBM_HOME/bin/RunBackupSet.sh BackupSet Name

Important:
Before executing the script, please edit the BACKUP_TYPE parameter within the RunBackupSet.sh script file from -

BACKUP_TYPE="FILE”
to

BACKUP_TYPE="DATABASE”

19.9 How to restore Lotus Domino (Linux)

Refer to the following instructions to restore Lotus Domino installation on Linux.
1. Install OBM on the Lotus Domino server (if required).
2. Restore the Lotus databases/files from backup; restore the database backup files from the OBS server.
3. Shutdown the Lotus Domino services.

4. Continue to the next section for instruction to restore all databases or single database.

Restore all databases and files
To perform a full Domino restore (restore all databases and files):

1. Place the restored backup files to their original directory path:

Database files, notes.ini and archived transaction logs are stored on OBS along with their full path information, place
them back to their original location (location where the backup was originally performed).

2. Ensure that the Lotus Domino user is the owner of all restored data, and has write permission to the files.

To assign such permission:

>chown —R notes:notes /local/notesdata
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3. In the OBM installation bin folder, open “DominoRecover.sh” with a text editor.

Modify the User Defined Section according to your setup:

USER DEFINED PARAMETERS DESCRIPTION

DATA_DIR (For all/single db restore) Directory containing the notes.ini file.

LOTUS (For all/single db restore) Directory which the Domino server is installed.

INPUT_FILE (For single db restore) Path to the input file.

RESTOREDB (For single db restore) Path to the database file.

RECDATE (For single db restore) The year, month day to recover database to.

RECTIME (For single db restore) The time in hour and minute to recover database to.
Example:

DominoRecover.sh:

HHAHHHHHH#H#HA#H#H### Start: User Defined Section #H#HHH#HHHHHH#H#HAH

# omm DATA DIR —-==—==—————————m - ———
# | The Domino directory which contains notes.ini,

# | the Domino databases, and templates. |

# | e.g. DATA DIR=/local/notesdata |

S LOTUS === == mmmmmmm e
# | The directory in which all Lotus products for |

# | UNIX are installed. |

# | e.g. LOTUS=/opt/ibm/lotus |

H e INPUT_FILE -----—=————————————————
# | The path to an input file if you want to restore |

# | one database only. If you want to restore all |

# | databases, leave INPUT FILE blank. |

SET INPUT_ FILE=
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#H e RESTOREDB —=——-—m e e e e
# | The path to a database file if you want to |

# | restore one database only. If you want to restore |

# | all databases, leave RESTOREDB blank. |

Hommm e RECDATE —=---—m e -
# | The year, month and day you want to recover |

# | the database to. Set them according to the date |

# | format set in your system. |

# | e.g. SET RECDATE=11/15/2006 |

# | If you want to restore all databases, leave

# | RECDATE blank. |
# | e.g. SET RECDATE= |

#Hommm e RECTIME —-----—mmmmm e -
# | The time in hour and minute you want to recover the

# | database to. Set them according to the time format

# | set in your system.

# | e.g. SET RECTIME=13:00

# | If you want to restore all databases, leave RECTIME

# | blank.
# | e.g. SET RECTIME=

SET RECTIME=

4. Save, and execute the “DominoRecover.sh” script file afterward:

>usr/local/obm/bin/DominoRecover.sh

Important:
Please ensure that you are running as the Domino user (e.g. notes)

Media recovery is performed for all databases found within the Lotus data directory.

Content of all databases will be restored to the last committed transaction found in the archived transaction log.
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Example:

bash-3.00$ cd /usr/local/obm/bin
bash-3.00$ ./DominoRecover.sh

Media Recovery Utility for Lotus Domino 5.0 or above

Please make sure that you have done the following:

1. Reinstall Lotus Domino on this computer in the same directory
2. Restore Notes.ini to the Lotus Domino installation directory
(e.g. /local/notesdata)

3. Restore Domino Data directory back to the directory defined

in Notes.ini (e.g. /local/notesdata)

4. Restore all archived transaction logs to the directory defined
in Notes.ini (e.g. /local/notesdata/logdir)

Continue ? (Y) or (N) y

Running media recovery ...

directory /local/notesdata// already exists

Please wait, creating new transaction logs in directory: /local/
notesdata/logdir/

02/01/2007 11:38:43 AM Recovery Manager: Restart Recovery complete.
(0/0 databases needed full/partial recovery)

02/01/2007 11:38:45 AM Recovery Manager: Assigning new DBIID for /
local/notesdata/names.nsf (need new backup for media recovery).
Media Recovery Replay (0 MB): 100%

02/01/2007 11:38:45 AM Recovery Manager: Media Recovery complete for /
local/notesdata/dfc/dfcl00.nsf, last update applied

Backup file /local/notesdata/dfc/dfcl00.nsf recovered.

Media Recovery Replay (0 MB): 100%

02/01/2007 11:38:46 AM Recovery Manager: Media Recovery complete for /
local/notesdata/help/decsdoc.nsf, last update applied .

Backup file /local/notesdata/iNotes/help70 iwa en.nsf recovered.

Media Recovery Replay (0 MB): 100%

02/01/2007 11:38:50 AM Recovery Manager: Media Recovery complete for /
local/notesdata/mail/notes.nsf, last update applied

Backup file /local/notesdata/mail/notes.nsf recovered.
bash-3.00$

5. Restart the Lotus Domino services.
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Restore a single database
To restore a single database:

1. Place the restored database file to the original directory path:

Database and archived transaction logs are stored on OBS along with their full path information, place them back to their
original location (location where the backup was originally performed).

2. Optional for media recovery - Place the restored archived transaction logs to their original directory path.
3. In the OBM installation bin folder, open “DominoRecover.sh” with a text editor.
Modify the User Defined Section according to your setup.

For example, to recover database “admin4.nsf”, with the backed up data was restored to directory path - festoredocal/
notesdata

DominoRecover.sh:

HHAHHHHHH#HAHAAH#H### Start: User Defined Section #HH#HH#HHHHHHHHHAH

H e DATA DIR —-=-=-==————— - —————
# | The Domino directory which contains notes.ini,

# | the Domino databases, and templates. |

# | e.g. DATA DIR=/local/notesdata |

e LOTUS —mmmm e
# | The directory in which all Lotus products for |

# | UNIX are installed. |

# | e.g. LOTUS=/opt/ibm/lotus |

H o INPUT _FILE -----———=——————————————
# | The path to an input file if you want to restore |

# | one database only. If you want to restore all |

# | databases, leave INPUT FILE blank. |

SET INPUT FILE=/restore/local/notesdata/admin4.nsf
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#H e RESTOREDB —=——-—m e e e e
# | The path to a database file if you want to |

# | restore one database only. If you want to restore |

# | all databases, leave RESTOREDB blank. |

Hommm e RECDATE —=---—m e -
# | The year, month and day you want to recover |

# | the database to. Set them according to the date |

# | format set in your system. |

# | e.g. SET RECDATE=11/15/2006 |

# | If you want to restore all databases, leave

# | RECDATE blank. |
# | e.g. SET RECDATE= |

#Hommm e RECTIME —-----—mmmmm e -
# | The time in hour and minute you want to recover the

# | database to. Set them according to the time format

# | set in your system.

# | e.g. SET RECTIME=13:00

# | If you want to restore all databases, leave RECTIME

# | blank.
# | e.g. SET RECTIME=

SET RECTIME=22:41

4. Save, and execute the “DominoRecover.sh” script file afterward:

>usr/local/obm/bin/DominoRecover.sh

Important:
Please ensure that you are running as the Domino user (e.g. notes)

Media recovery is performed for the individual database.
Content of the database will be restored to the last committed transaction found in the archived transaction log

Example:
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Example:

Media Recovery Example:

bash-3.00$ cd /usr/local/obm/bin
bash-3.00$ ./DominoRecover.sh
Media Recovery Utility for Lotus Domino 5.0 or above

directory /local/notesdata// already exists

Recovering backup file ...

Restart Analysis (0 MB): 100%

18/01/2007 03:35:56 PM Recovery Manager: Restart Recovery complete.
(0/0 databases needed full/partial recovery)

Media Recovery Replay (1 MB): 30% 50% 80% 100%

18/01/2007 03:35:57 PM Recovery Manager: Media Recovery complete for /
local/restore/local/notesdata/admind.nsf, last update applied .

Backup file /local/restore/local/notesdata/admin4d.nsf recovered.

Taking database /local/notesdata/admin4.nsf offline ...

Restoring database /local/notesdata/admind.nsf

from recovered backup file /local/restore/local/notesdata/admind.nsf
Database file /local/notesdata/admin4.nsf restored from /local/restore/
local/not esdata/admin4d.nsf

Bringing database /local/notesdata/admin4.nsf online ...

Program completed successfully.

5. Restart the Lotus Domino services.
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20 Backup/Restore MySQL Server

This chapter describes in details how to backup and restore MySQL server with OBM.
20.1 Supported versions

20.2 Requirements and recommendations
Please ensure that the following requirements are met by the MySQL server.
1. OBM is installed on the MySQL server.
2. Data selected for backup will be temporarily spooled to a temp directory before being uploaded to the backup server
Please ensure that the temporary directory configured for the backup have sufficient disk space for the backup operation.
3. A MySQL user with ALL PRIVILEGES must be prepared for the backup operation.

For example:

mysqgl> GRANT ALL PRIVILEGES ON *.* TO ‘username’@’localhost’
IDENTIFIED BY ‘password’;

mysgl> GRANT ALL PRIVILEGES ON *.* TO ‘username’@’localhost.
localdomain’ IDENTIFIED BY ‘password’;

mysql> FLUSH PRIVILEGES;

4. The ‘information_schema’ database is a virtual system database, which contains information about the user databases
on the MySQL instance.

It is read-only and cannot be backed up.
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20.3 Overview

The following steps are performed during a backup job:
1. Connection from the backup client to the backup server is established.
2. Download the server file list from the backup server.
3. Database (including stored routines) are backed up to the temporary spool path.
4. Server and local file lists are compared to determine which file will be uploaded.
5. Delta file is generated for modified file (if necessary).
6. Data are removed from the temporary spool path.

7. Backup completed successfully.

20.4 How to backup MySQL server (Windows)
Refer to the following instructions to backup MySQL database installation on Windows:
1. Login to the backup application’s user interface.

Double-click on the OBM desktop icon or right-click on the system tray icon:

|@| Online Backup Manager H =] B I@I Online Backup Manager M=
@Online Backup Manager @ Online Bockup Manager
Login Marne : | username Lagin Marme © |username
Fassword : e Password e
"] Save password ["] Save password
@ Forgotyour password? @ Forgot your password?
8]7¢ Cancel B+ Options T Language
Enalish LI
E% Backup Server
hitp Llhustname LI

U= Prowy Setting
] Use proxy to access the hackup server

Type Frosy
Sock
Address
Fort:
User Mame :
Faszsword :

0K Cancel B = Options

Note:
0BM must be installed on the MySQL server.
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2. Select the [Backup Settings] button and the |+ button to start the New Backup Set Wizard.
3. Create a MySQL Backup set by selecting [MySQL Backup] from the backup set type dropdown menu.

MNew Backup Set Wizard Ed

[ Backup Set
Mame : |BackupSet

Type: |MySQLBackup —
- File Backup s
musc ot Motes Client Backup

Usernarm atys Domino Server Backup
PassworhS Exchange Server Backup
Host: ] lS Exchange Mail Level Backup
MS SQL Server Backup
P hiySGEL Backup
Path 1o ,-,Qralcle Dgtabase Server Backup %

Change %

Mext» Cancel £

4. Enter the corresponding information required:
Mew Backup Set Wizard

E; Backup Set
Mame: |BackupSet

Type . | MySQL Backup -
'._'\"

LI

Username : |raot

Password ;| #re

Host: | localhost
Faort: | 3306

Fath to mysgldump ;
Change %

Mext Cancel B

MENU ITEMS DESCRIPTION

Name Enter a backup set name of your choice.

Type Select backup set type [MySQL Backup].
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Username Enter the username of the MySQL account with all privileges
Host Enter the IP address or hostname of the MySQL database server.
Note:
O0BM must be installed on the MySQL database server
Port Enter the TCPAP port for accessing the MySQL database server (default: 3306).
Path to mysgldump Enter the directory path of mysgldump.
Default location is:
${MySQL-Install-Home}\bin

5. Select [Next] to proceed.

6. In the backup source selection screen, select the database for backup.

Important:

Do not select the ‘information_schema’ database for backup, it is a read-only database and cannot be backed up.

7. Configure a backup schedule for unattended backups.

Note:

Multiple backup schedules of different types can be configured for the same backup set.

8. Select an encryption setting for your backup set.

9. Press the [OK] button to complete the configuration of backup set.

10. Scheduled backup will run automatically at the configured schedule time.

11. Click [Backup] button on the left panel to perform a backup immediately.
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20.5 How to backup MySQL server (Linux)
Refer to the following instructions to backup MySQL database installation on Linux:
1. Install OBM on the MySQL database server.

Note:
0BM must be installed on the MySQL database server

2. Create a new MySQL backup set on the web interface.
3. Login to the OBS web console, select [Backup Set].

4. Press the [Add] button to access the Add New Backup Set menu.

Restore | Install Software FaQs | Help | Select Language

Add New Backup Set

Type
3] @' File O %L Microsoft SQL Server O %x Microsoft Exchange Server | Flease select one of the following v| i
[ 4] E Oracle Database Server (& 24Q.:|._ MySQL Database Server
O @ Lotus Doming O @ Lotus MNotes O g Systermn State
O 5 microsoft Exchange Mail Level Backup [ 9] ShadowProtect System Backup
[ ] @ Microsoft windows System Backup O 0 ymware vm Backup |\Fru1ware wSphere ESX 3574 w | 1
O $n Microsoft windows Virtualization { | Microsaft Hyper-v Server v

5. Select the [MySQL Database Server] radio button and [Update].

6. Enter the Name and Database Backup Setting required:

Restore | Install Software Fads | Help | Select Language

Backup Set : FEM 1= Se

[Help] Mame
|Elackup89t |
[Help] Type

L
sal MySQL Database Server
[Help] Database Backup Setting

MySQL Username {e.g root) | root
MySQL Password i esssee
Hostnarme :[localhost
MySQL Connection TCP/IP Part 13306
Path to MySQL backup utility {mysgldump) :

[Help] Backup Source
Backup the following files/directories :

1. | [Add]
Exclude the following files/directaries ;
i | [Add]
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MENU ITEMS DESCRIPTION

Name Enter a backup set name of your choice.

MySQL Username Enter the username of the MySQL account with all privileges.

MySQL Password Enter the username of the MySQL account with all privileges.

Hostname Enter the IP address or hostname of the MySQL database server.
Note:

0BM must be installed on the MySQL database server

MySQL Connection TCPAP Enter the TCPAP port for accessing the MySQL database server (default: 3306).
Port

Path to MySQL backup utility | Enter the directory path of mysgldump.
(mysqldump)
Default location is:

${MySQL-Install-Home}\bin

7. Enter the Backup Source required:

To backup all databases, enter “MySQL” in the [Backup the following files/directories] field:

[Help] Backup Source
Backup the following files/directories
1. Myl | [Remove]
z. | [add]
Exclude the following files/directories
1. |MySaLlinformation_schema |[Remnve]
2 | add]

To backup or exclude individual database, enter “MySQL/Database_Name”.

Important:
The ‘information_schema’ database is a read-only database and cannot be backed up

8. Configure a backup schedule for unattended backups.

Note:
Multiple backup schedules of different types can be configured for the same backup set.

9. Press the [Update] button to save the newly created backup set.

10. Login to the MySQL database server with O0BM installed.
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11. Start the Configurator.sh script by accessing the backup client installation bin folder:

>sh OBM_HOME/bin/Configurator.sh

12. Follow the instructions provided in the Gonfigurator to complete the configuration of the backup set.

Note:
For Linux with GUI installed, you can also create a backup set via the 0BM user interface (similar to the procedures
provided in the Windows section).

Launch the OBM user interface:

>sh OBM_HOME/bin/RunOBC.sh

13. Scheduled backup will run automatically at the configured schedule time.

14. To perform a backup immediately, execute the RunBackupSet.sh script with the backup set name or ID:

>sh OBM_HOME/bin/RunBackupSet.sh BackupSet Name

Important:

Before executing the script, please edit the BACKUP_TYPE parameter within the RunBackupSet.sh script file from -
BACKUP_TYPE="FILE”

to

BACKUP_TYPE="DATABASE”

20.6 How to restore MySQL server
Refer to the follow instructions to restore MySQL database for both installation on Windows and Linux.
1. Install OBM on the MySQL database server (if required).

2. Restore the MySQL database file from backup; restore the database backup files from the OBS server (e.g. db_name.sql)
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3. For restore of a non-existing database, first create the database:

 Connect to the MySQL Server.

>mysqgl

« Create the database to be restored.

mysgl> CREATE DATABASE IF NOT EXISTS db_name

4. Restore the database backup file back into the MySQL server.

mysqgl> USE db name;

mysgl> SOURCE db name.sql;

Note:
You may need to specify the full directory path for “db_name.sql” in the above command.

5. Repeat the same procedure for each database to be restored.
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21 Email Reporting

O0BM users are kept informed with the status of their backup activities via email reports.

Please ensure that a valid email address is configured on the web console in order to receive the reports described in the
following sections.

Note:
Availability of the following reports may be service provider dependent. If a report is not available, please check with your
service provider for further details and availability.

21.1 New User Report
When a new backup account is created, a welcome email will be sent to the contact email address of the account.

A welcome email contains the following information:

Sample

Welcome to Online Backup Services

Generated at: Thu Jan 19 17:57:23 GMT+08:00 2012

Getting started: User Setting
Flease follow the instructions available in the installation Lagin Mame *USer-name
wizard to download and install GBI, ;
Alias -
Further Information: I(_:an?us[ge EEng“Sh 2K10.hsp test
If further assistance is required, please referto the FAQS. ontd rusemame@exki0.bsp tes
Backup Cuocta 150G
KEY DESCRIPTION
Login Name Login name of the backup account.
Alias Alias of the backup account.
Language Preferred language of the backup account.
Contact Email address of the backup account.
Backup Quota Backup quota allocated for the backup account.
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21.2 Forgot Password Report

User can retrieve his or her password by requesting the forgotten password email via the web console [Forgotten your
password].

An email will be sent to the backup account email address with the password in hashed format.

A request forgotten password email contains the following information:

Sample

Request for forgotten password

Generated at: Thu Jan 18 17:29:53 GMT+08:00 2012

FAQs:
1. Why are you receiving this report? Lagin Mame LUser-name
When a user visits the fergot password page and Fassword 4QrcOUmeWau+VuBxeg+IPg==
requests the password for this backup account, all Alias "
registered contacts for this account will receive a Language :English
passward reminder ermnail. If the password reminder Contact :username@ex2k10.bsp test

was notrequested by an authorized user, please
contact us immediately.

2. What should you do after reading this email ?
Your current password is shown under the user

setting. You are suggested to change your password to
amore easily remembered password and delete this

email to avoid any third party gaining your passwaord.

KEY DESCRIPTION

Login Name Login name of the backup account.

Password Password of the backup account in hashed format.
Note:

The hashed password can be used to login to the OBM user interface, where the
user will be prompted to change the password.

Alias Alias of the backup account.

Language Preferred language of the backup account.

Contact Email address of the backup account.
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21.3 Backup Job Report
Backup job report is sent to the corresponding backup account after each backup job performed.
The report is sent on the 57th minute of every hour by a system routine job, for all jobs performed during that hour.

A backup job report email contains the following information:

Sample

Online Backup Job Report - BackupSet

Generated atThu Jan 19 23:18:30 GMT+08:00 2012

Backup Time (201210119 1759 - 201201148 Login Mame TUSEer-name
17.59 Llias -
Job Status :Backup finished successfully Language :English
Mew Files® P30 [8.44M] Contact rusername@ex2k10 bsp test
Updated Fies* 0101
Lpdated Access “010] Backup Source :C\Backup Source
Fermissions® ’ But exclude the following:
Deleted Files* :0[0] C\Backup Source\Test.doc
Maved Files*® (0[0] C\Backup Source\Testldoc
Copied Files® 1010}
*Unit = Mo offiles [Total file size]  Data Area™ :30[8.44M /1 12.08M ]
Retention Area** r0[0/0]
Afull listing of all backup files is available in the attached file. ~ Backup Quota : 506G

Femaining Quota s 49.99G
FAQS: LInit = Mo offiles [Total file zipped size s'TntaSIiELe]
1. Why are you receiving this report?

Yau are receiving this report because you are registered

as one of the contacts of this Online Backup account and

this particular account has performed a backup job

recently.

2. What if you have exceeded your quota?
If your retenticn area is not empty, you can empty your
retention area to free up maore space. Please contact us for
mare infermation on how ta increase your storage quota.

If further assistance is required, please refer to the FAQS.

KEY DESCRIPTION

Backup Job Summary

Backup Time The time when the backup job ran.
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Job Status The overall status of the backup job:
* Backup finished successfully

* Backup finished with error

* Backup finished with warning

* Backup interrupted by system
* Backup interrupted by user

New Files Total number and size of new files uploaded.

Updated Files Total number and size of updated files uploaded.

Updated Access Permissions Total number and size of permission updated files uploaded.

Deleted Files Total number and size of files deleted.
Moved Files Total number and size of files relocated.
Copied Files Total number and size of files copied.
User Setting

Login Name Login name of the backup account.

Alias Alias of the backup account.

Language Preferred language of the backup account.
Contact Email address of the backup account.
Backup Setting

Backup Source Backup source selected for the job.
Backup Statistics

Data Area Total number and size of files stored in the data area.

Total number and size of files stored in the retention area.

Retention Area . . . L .
Previous copies of updated or deleted backup files are retained in the retention

area according to the retention policy configured for the backup set.

Backup Quota Backup quota allocated for the account.

Remaining Quota Remaining quota of the account.

A full backup job report, containing a listing of all files backed up by the corresponding job, is also attached to the email in
zipped format.
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A full backup job report email contains the following information:

Sample

Generated at: Thu Jan 19 23:18:30 GMT+08:00 2012

Full Backup Report

Login Name | user-nams Hew Files® 2 [8.4M /1210 (30%:)]
Backup Set BackupSet (132 53 Updated Files* O[040 (0%
Backup Job | 2012-01-19 (17:58) Permission Updated Files* | 0 [0/ 0 (0%}]
Job Status Backup finished successfully Deleted Files™ 0070 (0%
Backup Time | 2012/01/1% 17258 - 2012/01/18 17:5% (HKT) IMoved Files* 0 [0/ 0(0%)]
Copied Files* 0 [0/ 0(0%))

* Unit = No of files [Total file zipped size / Total file size (ratie)]

Backup Logs

Ho. Type Timestamp Backup Logs

1 Info 2012/0115 17:58 Start [ Windows XP,0BM 6.7.0.0 ]

2 Info 2012/01M19 17:59 Uzing Temporary Directory C\Documentz and Settinges\temp

3 Info 2012/0118 17:58 Start running pre-commands

4 Info 2012/0119 17:59 Finizhed running pre-commands

5 Info 2012/0118 17:59 Start creating Shadow Copy Set ...

-] Info 2012/0119 17:59 Shadow Cepy Set successfully created

ri Info 2012/0118 17:58 Deleting Shadow Copy =napshot for volume "C:A\"

8 Info 201210119 17.59 Start running post-cemmands

] Info 2012/0118 17:59 Finizhed running post-commands

No. Dirs i Files Zipped ! Size [Ratio] Last Modified
1 c 1.5k / 0 [0%] E
2 CABackup Source 1.5k /0 [0%] -
3 CABackup Source\Folders, 1.5k 7 0 [0%] -
4 CABackup Source\FolderB 1.5k / 0 [0%] -
5 CABackup Source\FolderB\Tezt.doc 28k/ 105k [75%] 2011/07/25 09:54
-] C:\Backup Source\FolderA\Test.doc 28k/105k[75%] 2011/07/25 09:54

Updated Files

No. Files Zipped ! Size [Ratio] Last Modified
Mo files have been updated.

Permission Updated Files

No. Dirs i Files Zipped ! Size [Ratio] Last Modified
No Permizzions have been updated.

Deleted Files

No. Dirs i Files Zipped ! Size [Ratio] Last Modified
No files have been deleted.

Moved Files

No. Files Zipped ! Size [Ratio] Last Modified
N files have been moved.

Copied Files

Ho. Dirs | Files Zipped ! Size [Ratio] Last Modified
Mo files have been copied.

Note: Thiz repert howse all information recorded for thiz backup job
Key:
Backup Logs Information / Warning / Error logged in thiz backup job
Hew Files Filez added since last backup job. Theze filez are now in the current data area.
Updated Files Filez updated gince lazt backup jeb. Theze filez are now in the current data area while the older verzion
of the =ame files are now in the retention area.
Deleted Files Filez deleted =ince last backup job. These files are now in the retention arsa.
Moved Files Files moved since last backup job. Theze file movements have been updated on the backup server.
Copied Files Files that are copied from aneother file with 2ame data in =erver. They are copied in 2erver ingtead of
being uploaded again.
[C] Checksum file
[o] Deta file
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KEY

DESCRIPTION

Backup Job Summary

Login Name Login name of the backup account.
Backup Set Name of the backup set.
Backup Job Time of the backup job in the following format:
Year-Month-Day (hour:minute)
Job Status The overall status of the backup job:
Backup finished successfully
Backup finished with error
Backup finished with warning
Backup interrupted by system
Backup interrupted by user
Backup Time Start and end time of the backup job.
Backup Job Statistics
New Files Total number and size of new files uploaded.

Updated Files

Total number and size of updated files uploaded.

Permission Update Files

Total number and size of permission updated files uploaded.

Deleted Files Total number and size of files deleted.
Moved Files Total number and size of files relocated.
Copied Files Total number and size of files copied.
Backup Job Statistics

Backup Logs Log messages of the backup operation.
File List

New File List List of all new files uploaded.

Updated File List

List of all updated files uploaded.

Permission Updated File List

List of all permission updated files uploaded.

Deleted File List

List of all files deleted.

Moved File List

List of all files relocated.

Copied File List

List of all files copied.
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21.4 Setting Change Report
Setting change report is sent to the corresponding backup account after any setting change.
This report allows users to keep track of changes made to their backup account.

A backup setting changes report email contains the following information:

Sample

Backup Setting Changes Report

Generated at Thu Jan 18 20:43:51 GMT+08:00 2012

Why are you receiving this report?
You are receiving this repont because your personal or backup  Login MName TUSer-name

settings have been updated. Please confirm the infermation Alias :

shown on the right is correct, and that these changes were Language 'English

requested by an authrozed user on your contact list. If the Contact :username@ex2k10.bsp test

changes were not made by an authorized user, change your
password, correct your settings and see ifthis happens again.
Ifthis happens again, please contact us for further
investigation.

Iffurther assistance is required, please referto the FACS.

Backup CQucta 150G

Backup Set - BackupSet

Sourcels) : ChBackup Source

But exclude the following:
CABackup SourceiTest.doc

Schedule(s) :Mone
Filter :Mone
Retention Customizalion .0, gelsted files for 7 day(s)
Palicy
Transfer Block Size 2128k bytes
Pre-Command(s) :Maone
Fost-Command(s) :Mone
KEY DESCRIPTION
User Setting
Login Name Login name of the backup account.
Alias Alias of the backup account.
Language Preferred language of the backup account.
Contact Email address of the backup account.
Backup Quota Backup quota allocated for the backup account.
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Backup Set

Source Backup source setting for the backup set.
Schedule Backup schedule setting for the backup set.
Filter Backup filter setting for the backup set.

Retention Customization Policy

Retention policy setting for the backup set.

Transfer Block Size

Transfer block size setting for the backup set.

Pre-Command

Pre-backup command setting for the backup set.

Post-Command

Post-backup command setting for the backup set.
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21.5 Inactive User Report
Inactive user report is sent to backup account inactive for more than 7 days.
The report serves as a reminder that no backup has been performed with this account for the specified period of time.

For trial account, the account may also be removed from the backup server automatically, depending on your service providers
setting.

An inactive user report email contains the following information:

Sample

Inactive User Report
Generated at: Tue Aug 12 18:21:45 CST 2008

Why are yvou receiving this report? User Setting
Login Mame : NewAccount
You are receiving this report because this backup account has ~ Alias :NewAccount Mame
been inactive for 20 days. Ifthis account stays inactive for Language :English
another 30 days, this account will be removed from our Contact Inew_account@your-company.com

systemn automatically without further notice. The following is
the backup activity of this account:

Last Login Time : 2008-08-12 05:07:04 PM
Last Backup Time : 2008-08-12 05:02:04 PM

If further assistance is required, please refer to the FAQs

section.
KEY DESCRIPTION

Login Name Login name of the backup account.

Alias Alias of the backup account.

Language Preferred language of the backup account.
Contact Email address of the backup account.
Last Login Time Last login time of the backup account.
Last Backup Time Last backup time of the backup account.
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22 Further Information

22.1 Contact Us

Refer to the following instruction to find our contact information:

1. Login to the backup application’s user interface.

©) Online Backup Manager

Co&]

(@ Online Backup Manager

CoX

@Online Bockup Manager

Login Mame : username
L 11111 1]]
["] Save passward

Fasswoard

@ Forgot your password?

Ok Cancel £ # Options

Pt

2. Click the ¥ button from the menu.

@ Cnline Bockvp Manager

Login Mame © username

Password L 1111 11]]

["] Save passward

@ Forgotyour password?
= Language
English

[ﬂ Backup Server
http | = | |hosthame

U= Proy Setting
[ Use proxy to access the hackup server
Type ™ Prowy

Sock

Address

Ok Cancel £ = Options

3. Contact us by using the information shown in the prompted dialog box.



ONLINE BACKUP MANAGER

USER GUIDE

Appendix

Appendix A - Supported Languages

0BM supports the following languages.

LANGUAGE CODE LANGUAGE

nl Dutch

no Norwegian

pt_BR Portuguese (Brazil)
pt_PT Portuguese (Portugal)
ro Romanian

r Russian

sl Slovenian

sV Swedish

th_th Thai (Thai Digit)

tr Turkish

zh CN Chinese (Simplified)
zh TW Chinese (Traditional)

LANGUAGE CODE LANGUAGE
bg Bulgarian
ca Catalan
cs Czech

da Danish

de German

el Greek

en English

el Spanish
eu Basque

fi Finnish

fr French

hu Hungarian
is Icelandic
it Italian

iw Hebrew

ja Japanese
ko Korean

It Lithuanian




ONLINE BACKUP MANAGER

USER GUIDE

Appendix B — How to recover mailboxes from the backup of a deleted Exchange database

This is an example to restore the mailbox/mail from the backup of a deleted Exchange database (2007 or above). You need
this article only if you don’t have mail level backups. For a more efficient restore, you are suggested to backup your mailboxes/

mails with our Exchange mail level backup module. Please contact your administrator for more details.

Key:

Example:

=
(@) Restore

<Log Prefix> — log prefix of the mail database restored

<Recovery DB Name> — name of the recovery database

D:\restore\Microsoft Exchange\DAG1\restore db

Showfiles as of Job : (2012021 |~ | |Latest | =

Folders

Name

%] E03.chk
.| E0300000019.l0g
|| E030000001Al0g

|:| o3 Mailbox Databa | E030000001B.10g
- o QA Mailbox Dati | | E030000001C.log

[ g Test

- v | g restore db

EIEm,

| Delete Ei-_

[E= Restore files to
3 Original location
@ Alternate location :

|-Search 4|

| E030000001D log
|| E030000001E log
| ED30000007F log
.| E0300000020I0g
| E0300000021 log
| E0300000022l0g
| E0300000023.log
| E0300000024 log
| E0300000025log
|| 0300000026 log

nnnnnnnnnnnnnn

Diirestore

<Restore DB Path> — the restore location of the mail database

<DB Prefix> — database prefix of the mail database restored

<Original DB Name> — name of the mail database restored

<Restore EDB Path> — the location of mail database .edb file restored

Size

<Restore LogPath> — the location of the mail database log folder restored

"

. Restore the Mail Database file to an alternate location using OBM. After the restore is completed, the <Restore DB
Path> would be <Restore Location>\Microsoft Exchange\< Server Name >\<Restore DB Name>"

¥ x|
Filter '=! |

Date Modified

BKB 201210/3117:0632 |«
1024 .. .
1024
1024 ..
1024 .
1024
1024 ..
1024
1024
1,024 ..
1024
1024 ..
1024 .
1024
1024 ..
1024

FREY.

ltems per page :

4 Previous

| StatRestore |

50

2012/10/26 14:34:01 |‘
201210126 14:49:11 ||
2012110126 15:04:11
2012/10/26 15:19:21
2012110126 15:34:22
2012110/26 15:49:31
2012/10/26 16:04:41
2012110129 12:11:59
201211030 10:34:20
201210/30 10:34:20
201210130 10:34:20
2012/10/30 10:34:20
2012110/31 11:20:45
201211031 17:06:32
201211031 17:07:00

AAMIA IS A AT, A

|=| Page: [171]=]

-

Change % |

Cancel £
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2. Open Exchange Management Shell

2 Mac wOBr2x-1-13.qa13.ahsay.com

Cmdlets that match a specific string: Help =string>=

Get general help: Help

Get help for a cmdlet: Help <{cmdlet name> or <cmdlet name> -7
Show guick reference guide: QuickRef

Exchange team hlog: Get—ExBElog

Show full output for a command: <command> | Format-List

Tip of the day H#71:

Do you want to create a new management role assignment policy that’s based on an existing policy. but you don’t want to
include all of the management roles? lUse the Get—ManagementRoleAssignment cmdlet and pipe the results to the Where cndle
t. The Yhere cmdlet excludes any role assignments that contain the roles you specify. The remaining role assignments are
piped to the New-ManagementRolefAssignment cmdlet. Type:

Mew—RoleAssignmentPolicy <new role assignment policy name>

Get—ManagementRolefssignment —Rolefizssignee <old »ole assignment policy name> ! Where ¢ (5__Role —-NE "<prole name 1>"> —fn
d (5_.Role -HE "{role name 1>"> > | MHew—ManagementRolefissignment —Policy <new role assignment policy name>

Then you can apply the new policy to a mailbox using the Set—Mailbox cmdlet:

Set—Mailbox <{mailbox name> —RolefssignmentPolicy <{new role assignment policy name>

UERBOSE: Connecting to wlBrZx-1-13.gal3d.ahsay.com

UERBOSE: Connected to wBBr2x—1-13.gal3.ahsay.con.
[P5]1 C:™Mindows“system32 >

3. Change the working directory to the restore location by using the command below:

cd <Restore DB Path>

Example:

cd D:\restore\Microsoft Exchange\DAGl\restore db

4. Check the log files for potential corruption issue:

Eseutil /ml <Restore Log Path>\<Log Prefix>

Example:

Eseutil /ml “D:\restore\Microsoft Exchange\DAGl\restore db\E03”
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wBr2x-1-13.qa13.ahsay.com
Initiating FILE DUMP mode...

Uerifying
Base

Log
Log
Log
Log
Log
Log
Log
Log
Log
Log
Log
Log
Log
Log
Log
Log

log files...

name :

file:
file:
file:
file:
file:
file:
file:
file:
file:
file:
file:
file:
file:
file:
file:
file:

E@A3

D:~restore~Microsoft
D:~restore~Microsoft
D:~restoreMicrosoft
D:“restore“Microsoft
D:~restore~Microsoft
D:~restore~Microsoft
D:~restore~Microsoft
D:“restoreMicrosoft
D:“restore Microsoft
D:~restore~Microsoft
D:~restore“Microsoft
D:~restoreMicrosoft
D:“restoreMicrosoft
D:~restore~Microsoft
D:~restore~Microsoft
D:~restore~Microsoft

Mo damaged log files were found.

Operation completed succes

5. Use the following command to perform a soft recovery to get the database consistent.

Exchange “\DAG]1 “»restore
Exchange “\DAG1 “restore
Exchange “\DAG1 “»estore
Exchange “DAG1 “restore
Exchange ~\DAGL “»estore
Exchange “\DAG1 “»restore
Exchange “\DAG1 “restore
Exchange “\DAG1 “»estore
Exchange “DAG]1 “restore
Exchange ~\DAGL “»estore
Exchange “\DAG1 “»restore
Exchange “\DAG1 “»restore
Exchange “\DAG1 “restore
Exchange “DAGL “»estore
Exchange “\DAG]1 “»restore
Exchange “\DAG1 “restore

sfully in B.235 seconds.

db~EA30AARAA1Y? . 1oy
dbhNEA3AABBAALA . 1oy
dbNEA3AABBAALE . 1oy
db\EAIAARRAALIC. 1oy
db~EA30AARAALD . 1oy
db~EA3AARRAALE. log
dbhNEA3AABBAALF . 1oy
dbh\EAIAAABAA2A . 1oy
db~EB3800BAA21 . 1oy
db~EA30AARAA22 . 1oy
dbNEB3 00000023 . loy
dbNEA3AARRAA24 . 1oy
db\EAIAARRAA2S . log
db~EA3000RAA26 . 1oy
db~EA30AARAA27 . 1oy
dbhNEA3AABBAA2E . 1oy

Eseutil /R <DB Prefix> /I /D

Example:

Eseutil /R E03 /I /D

6. Use the Eseutil to check the shutdown state of the database and it should be in “Clean Shutdown” state now and it is
ready to perform the recovery.

Eseutil /mh <Restore EDB Path>

Example:

Eseutil /mh “D:\restore\Microsoft Exchange\DAGl\restore db\restore
db.edb”
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7. Create a recovery database:

New-MailboxDatabase -Recovery -Name <Recovery DB Name> -Server <Server
Name> -EdbFilePath <Restore EDB Path> -LogFilePath <Restore Log Path>

Example:

New-MailboxDatabase -Recovery -Name “RestoreDB” -Server *“W08R2X-1-13"
-EdbFilePath “D:\restore\Microsoft Exchange\DAGl\restore db\restore
db.edb” -LogFolderPath “D:\restore\Microsoft Exchange\DAGl\restore db\
Logs”

13.ga13.ahsay.com
piped to the New-ManagementRolefAssignment cmdlet. Type:

New—RolefAssignmentPolicy <new role assignment policy name?
Get—ManagementRoleAssignment —Rolefssignee <old role assignment policy name> | Where { (5__.Role —NE "<role name 1>"> —fn|
d (5_.Role -NE "{role name 1>">» » | Mew-ManagementRolefAssignment —Policy <new role assignment policy name>

Then you can apply the new policy to a mailbox using the Set—Mailbox cmdlet:
Set—Mailbox <mailbox name?> —RolefssignmentPolicy <new role assignment policy name>

UERBOSE: Connecting to wBBr2x-1-13.gal3.ahsay.com

UERBOSE: Connected to wB8r2Zx—1-13.gal3.ahsay.com.

[PS]1 C:“Windows™systen3Z>cd "D:restore“Microsoft Exchange“DAGl“restore db’

[F5]1 D:“restore™Microsoft Exchange“DAGlrestore dbh>*Mew—HailboxDatabhase —Recovery —Mame RestoreDB —Server WOBR2R-1-13 -E
hFilePath "D:“restore*Microsoft Exchange“DAGl“restore db>restore db.edh" -LogFolderPath "D:>restore“Microsoft Exchange
AGl>restore dbsLogs"

UARNING: Recovery database ‘RestoreDB’ was created using existing file D:“restore“Microsoft Exchange“DAGl'restore
dbrestore db.edb. The database must be brought into a clean shutdown state bhefore it can be mounted.

Server Recouvery ReplicationType

WABR2K-1-13 True

[PS]1 D:“restore™Microsoft Exchange“DAGlrestore db>

8. After the recovery database is created, try to mount the recovery database:

Mount-Database <Recovery DB NAME>

Example:

Mount-Database “RestoreDB”
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9. Check if the recovery database is online:

Get-mailboxStatistics -Database <Recovery DB Name>

Example:

Get-mailboxStatistics -Database “RestoreDB”

E Machine: wOBr2x-1-13.qa13.ahsay.com
[PE]1 D:srestore™Microsoft Exchange“DAGl“restore dh>Get—MailboxStatistics —Database RestoreDB
ItemCount StorageLimitStatus

BelowLimit 22,18,2812 17:12:42
SystemMailbox{e6?f2Bed... BelowLimit

[PS]1 D:“restoreMicrosoft Exchange*DAGl‘restore dh>_

You can also check if a specific mailbox exists in the recovery database:

Get-MailboxStatistics -Database <Recovery DB Name> | ?{$ .DisplayName
-like <Mailbox name>} | fl DisplayName,MailboxGuid,DisconnectDate
Example:

Get-MailboxStatistics -Database “RestoreDB” | ?{$ .DisplayName -like
“Test2”} | fl DisplayName,MailboxGuid,DisconnectDate
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10. Open Exchange Management Console and create New User or skip this step if you are using an existing user:

For example, create a new user named “RestoreUser”

@ Exchange Management Console
File Acton View Help

= HEEE

g"?"“ﬁ Exchange £¥ Mailbox - Entire Forest Actions
B |5 Microsoft Exchange On-Premises (v
B [ Orgarization Configuration " Create Filter

&4 Mailbox | i - - s 2 Modify the Maximum Num. ..
=

it s BT e G ipeDels | o o

u_—\i Hub Transpor

7% Unified Messa e gy MNew Maibox...
= Server Configurat; [ = New Mailbox = —
=] Recipient Configu = = riHst..

3 Maibox View

#2, Distribution Gr

L2] Mall Contact B Introduction {her Iyne s |G} Refresh

= il *You can create a new user or select existing users for whom you want to create new

5 Disconnected H User Type R Help

4 Move Regues’

E=1 Toolbox [ New Mailbox (O_:eal:e mailboxes for Discovery Search Mailbox
" New user

[ Completion g Enable Archive...

" Existing users:
. Disable
o Add. b
7Na'ne T /4  Remove

|l Enable Unified Messaging...
n:g Mew Local Move Reguest. ..
& New Remote Move Requ...
=} Manage Send As Permiss...
= Manage Full Access Permi...
=2 send Mail

D Properties

ﬂ Help

. | Help <gack |[ Mea> | concal | »
il |
-in

Fle Action View Help

*=»|>mH=

— =
14 Microsoft Exchange fF Mailbox - Entire Forest St
[ k&g Microsoft Exchange On-Premises {v

[ |5 Organization Configuration TC’H’E%

44 Mailbox - T i - - == 2 Modify the Maximum Num...
] Client Access | Diplay tiame Alizs | Orgznizational Unit t Type Defals & Fnd
|4 Hub Transpor
i Unified Messay bty MNew Mailbox...
= Server Configurat] New Mailbox -
= g Recipient Configut [ TEXpOCElISE. ..
@ Mailbox View
£2, Distribution Gr Inf = =
I Introduction fhese Informkation G Refresh
"31 M.a\I Ccmactd Enter the user name and account information =
g et 1 User Type Help
Move Reques’
=8 Toolbox [ User Information ™ Specify the organizational unit rather than using a default one: o Cearh PTatiE
[ Mailbox Settings | Browse... | (g Enable Archive...
[ Archive Settings First name: Initizls: Last name: £ Disable
[ New Mailbox I I /#  Remove
[ Completion Name |/ Enable Unified Messaging...
I n@ Mew Local Move Request. ..
User logon name (User Principal Name): £ New Remote Move Requ...
IHES(WEUSer I@qa13.ahsa}'.c-om j = Manage Send As Permissi...
User logon name (pre-Windows 2000): ) Manage Full Access Permi...
IHESR’[EUSer = Send Mail
Ko Corfim password: ] Properties
|uuuu |ouuuo B vep
™ Usermust change password at next logon
Help
. | <Back [[ Met> |  Cancal | i
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11. Login User by using Outlook Web Access (OWA)

Outlook' Web App sigr cut | RestoreUser -
Mail > Inbox O ftems il Find Somecne Options - @ -
4 Favourites New » Delete ~ Move - Filter - View =

L5 Inbox

Search Entire Maitbox P -|¥
=) SentItems -

Conwversations by Dste *  Neweston Top
4 RestoreUser There are no items to show in this view, =

[ Inbex :
LA Drafts
= Sent Items

& @ Deleted ltems
@ Junk E-Mail
_;_J Motes

[ ip Search Folders

tHH Calendar

8= Contacts

e

12. For Exchange 2007 to Exchange 2010 (No Service pack), to restore specific mailbox account store in the Recovery
Database to another user account:

Restore-Mailbox -Identity <Target Mailbox Name> -RecoveryDatabase
<Recovery DB Name> RecoveryMailbox <Src Mailbox> -TargetFolder <Target
Folder> -Confirm:S$False

Note:
<Target Folder> is a new folder in the Target mailbox created by the restore process. All the restored data will be saved
in this folder.

Example:

Restore-Mailbox -Identity “RestoreUser” -RecoveryDatabase “RestoreDB”

-RecoveryMailbox “Test2” - TargetFolder “Recovery” -Confirm:$False
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amlook'WebApp sign ot | RestoreUser -

Mail > Inbox O ftems il Find Somecne Options - @ -
4 Favourites Mew - Delete - Move -~ Filter - View ~ =
L3 Inbox Search Entire Mailbox P -|¥

L;_j Sent Iterns
Conwversations by Dste *  Neweston Top
4 RestoreUser There are no items to show in this view, =
3 Inbox E
[;2] [Dirafts
= Sent Items
> @ Deleted ltems

@ Junk E-Mail
le| Naotes
[ ip Search Folders

tHH Calendar
8= Contacts

e

Now you can see that the mails and folders from user "Test2” are restored to Recovery Folder.

13. For Exchange 2010 SP1 or above, to restore specific mailbox account in the recovery database:

New-MailboxRestoreRequest -SourceDatabase <Recovery DB Name>
-SourceStoreMailbox <Mailbox GUID> -TargetMailbox <Target Mailbox>

Example:

New-MailboxRestoreRequest -SourceDatabase “RestoreDB”
-SourceStoreMailbox “£303a901-9059-455a-8baa-bbcda%eb71b”
-TargetMailbox “Test2”

To find out the Mailbox GUID, please use the command “Get-MailboxStatistics” mentioned in above steps.

14. Remove Recovery Database after the restore process is completed.
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Reference:
http:technet.microsoft.comen-us/ibrarybb125218.aspx
http:/technet.microsoft.comven-usiibrary£t829875.aspx
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