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1 Overview

What is this software?

Backup App brings you specialized client backup software, namely Backup App, to provide a
comprehensive backup solution for your Hyper-V host machine backup. The Hyper-V module of
Backup App provides you with a set of tools to protect Hyper-V host machine and guest virtual
machines. This includes a machine backup feature and instant recovery feature (with the use of Run
Direct technology), to ensure that mission critical machines are back up and running within minutes
of a disaster.

System Architecture

The following high level system architecture diagram illustrates the major elements involved in the
backup process of a Hyper-V host with Backup App and CBS.

In this user guide, we will focus on the software installation, as well as the end-to-end backup and
restore process using the Backup App as a client backup software.
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2 Preparing for Backup and Restore

Hardware Requirement

. Dual Core architecture or above !
. Minimum: 2 GB

. Recommended: 4 GB or more

. Minimum: 500 MB

. TCP/IP

. Java 1.7u76 or above !

Software Requirement
e Windows platforms:

Vista Home Basic / Home Premium / Business / Enterprise / Ultimate
7 Home Basic / Home Premium / Professional / Enterprise / Ultimate
8 Pro / Enterprise

8.1 Pro / Enterprise

10 Pro / Enterprise

Server 2008 Standard / Enterprise / Datacenter

Server 2008 R2 Standard / Enterprise / Datacenter

Server 2012 Standard / Essentials / Datacenter

Server 2012 R2 Standard / Essentials / Datacenter

Server 2016 Standard / Premium

Small Business Server 2008 Standard / Essentials / Datacenter

Small Business Server 2011 Standard / Essentials / Datacenter

e Linux platforms:
CentOS 6

CentOS 7
Red Hat Enterprise Linux 6
Red Hat Enterprise Linux 7
¢ Unix platforms:
FreeBSD 9.0/9.1/9.2/10.0
FreeBSD 10.1
Solaris 10 x64

Solaris 11 Express x64
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Solaris 11 x64

e Mac OS X platforms:

Mac OS X 10.7.3 or above [10]
0S X 10.8

0S X 10.9

0S X 10.10

0S X 10.11

macOS 10.12

General Requirement

1. Backup of guest machines located on a SMB 3.0 shares are not supported.
2. Backup of virtual machine with pass through disk (directly attached physical disk) is not
supported.
Backup App
1. Backup App is installed on the Hyper-V server. For Hyper-V Cluster environment Backup

App is installed on all Cluster nodes.

2. The operating system account for setting up the Hyper-V / Hyper-V Cluster backup set
must have administrator permission (e.g. administrative to access the cluster storage).

3. Backup App user account has sufficient Hyper-V add on modules or CPU sockets assigned.
Hyper-V Cluster backup sets will require one Backup App license per node. (Please
contact your backup service provider for details)

4, Backup App user account has sufficient quota assigned to accommodate the storage of the
guest virtual machines. (Please contact your backup service provider for details).
Hyper-V guest virtual machines contain three types of virtual disks:
@ Fixed Hard Disk.
@ Dynamic Hard Disk.
@ Differencing Hard Disk.

When Backup App backs up a Hyper-V guest virtual machines for an initial or subsequent
full backup jobs:

@ Using fixed Hard Disks it will back up the provisioned size, i.e. for a 500GB fixed
virtual hard disk 500GB will be backed up to the storage designation.

@ Using Dynamic Hard Disk or Differencing Hard Disk it will back up the used size,
i.e. for a 500GB fixed virtual hard disk, 20GB will backed up to the storage
designation if only 20GB are used.
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10.

11.

12.

13.

The default Java heap size setting on Backup App is 1024MB, for Hyper-V backups it is
highly recommended to increase the Java heap size setting to improve backup and restore
performance. (The actual heap size is dependent on amount of free memory available on
your Hyper-V server).

Delta generation of large VHD files is a memory intensive process, therefore, it is
recommended that the Java heap size to be increased to at least 2048MB - 4096 MB. The
actual required Java heap size is subject to various factors including files size, delta mode,
backup frequency, etc.

Backup App uses the temporary folder for storing backup set index files and any
incremental or differential delta files generated during a backup job. To ensure optimal
backup/restore performance, it should be located on a local drive with plenty of free disk
space. It should not be on the Windows system C:\ drive.

Backup App Ul must be running when a guest virtual machine is started using Run Direct
Restore or when migration process is running.

For local, mapped drive, or removable drive storage destinations with Run Direct enabled
the compression type will always be set to No Compression and data encryption is
disabled to ensure optimal backup and restore performance. The backup set compression
type and data encryption settings will only be applied to CBS, SFTP/FTP, or Cloud storage
destinations.

For ease of restore it is recommended to back up the whole guest machine (all the virtual
disks) rather than individual virtual disks.

Since Backup App version 7.9, a new service CBT Cluster Services (Backup App) is
installed and enabled upon installation / upgrade to version Backup App v7.9.0.0 or above.

MICROSOFT HYPER-V GUEST VIRTUAL MACHINE BACKUP & RESTORE GUIDE

Help
iz B venn
. Services (Local)
CBT Cluster Services (Backup App) Name Description Stat ™

Make sure NFS service has started for Run Direct to operate. If the backup destination is
located on network drive, the logon must have sufficient permission to access the network
resources.

CBT cluster service is only applicable to Windows x64 installation.

CBT Cluster Service and CBTFilter will NOT be installed on Windows Server 2016 where a
built-in system called Resilient Change Tracking (RCT) will be used instead.

X CBT Cluster Services (Backup App) —

. -::"; CDPUserSve_4ebf272 <Failed to R...

Stop the service
Restart the service & Certificate Propagation Copies user ...
&k Client License Service (ClipSVC) Provides inf...
Descriots CLCNG Key Isolation The CNG ke...

escription: & .

CBT Cluster transporting service for “‘.'COM Event System Supporks Sy
Backup App £ COM+ System Application Manages th...

Rur

Rur
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14. Check if CBTFilter is enabled. This can be verified by running the net start CBTFilter

command.

Example:

C:\Users\Administrator>net start CBTFilter
The requested service has already been started.

More help is available by typing NET HELPMSG 2182.

Note: For Windows Server 2008 R2, if the following error is displayed

C:\Users\Administrator>net start CBTFilter
System error 577 has occurred.

Windows cannot verify the digital signature for this file. A
recent hardware or software change might have installed a file
that is signed incorrect or damaged, or that might be malicious
software from an unknown source.

The issue may be related to the availability of SHA-2 code signing support for Windows
Server 2008 R2 (https://technet.microsoft.com/en-us/library/security/3033929). To resolve
the issue, install the following patch from Microsoft
https://www.microsoft.com/en-us/download/confirmation.aspx?id=46083

Restart the affected server afterward for Backup App to operate properly.

Hyper-V Server Requirement

1. The Hyper-V management tools are installed on the server. For Hyper-V Cluster
environments Hyper-V management tools is installed on all Cluster nodes.

Ex Hyper-V Manager

mEE|
;3 File  Action View Window Help | _|5 ﬂ
EXEEAE
5 Hyper-V Manager

5 2 WINTU4IRCASMKD

Virtual Machines

Running

1024 MB
e Import Virtual Machine...
5| Hyper-V Settings...

FL virtual Network Manager...
¢/ EditDisk...

lg, Inspect Digk...

'@:' Stop Service

K Remove Server
Snapshots

U Refresh
The selected virtual machine has no snapshots View »
New Window from Here

Help
=i Connect...
57| Settings...

(=) Turn Off...

2.

Cent05 6.4

Created: 7/4/2016 12:16:28 FM

Notes:  MNone

Heartbeat - oK
Assigned Memory: 1024 MB

i

® shutbown...
@ Save
Il Pause
UD Reset

Sa Snapshot

—x -

Hyper-V services are started on all Cluster nodes.

The Hyper-V services are started on the server. For Hyper-V Cluster environments the


https://technet.microsoft.com/en-us/library/security/3033929
https://www.microsoft.com/en-us/download/confirmation.aspx?id=46083

3.
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Example: Windows 2008 R2 Hyper-V

i Server Manager

File  Action View Help
€& | Hm|E ez HE »E 0 ®»
iLa Server Manager (WIN-TU41RC45MED)
= _:_j * Roles —
o . Mame = Description Status
= File Services - ——
2., Hypery £ }Health Key and Certificate Management Provides X.509 ce...
Eﬁ Features “ChHuman Interface Device Access Enables genericin...
i Diagnostics £ :Hyper-V Image Management Service Provides Image M... Started
= fﬁ’!. Configuration £ Hyper-V Networking Management Service Provides HyperV ... Started
[ ¥
.:J-) Task Scheduler £} Hyper-V Virtual Machine Management Management serv... Started
ﬁ Windows Firewall with Advanced Security -.':E_’;IKE and AuthlIP IPsec Keying Modules The IKEEXT servic... Started
&) Services Ll Interactive Services Detection Enables user notif...
=4 WMT Control B}, Internat Cannectinn Sharing (ICS) Provides netwnel

The Microsoft Hyper-V VSS Writer is installed and running on the Hyper-V server and the
writer state is Stable. This can be verified by running the vssadmin list writers command.

Example:

command-line tool

Writer Instance Id:
State: [1] Stable

Writer Instance Id:
State: [1] Stable

Writer Instance Id:
State: [1] Stable

Writer Instance Id:
State: [1] Stable

Writer Instance Id:
State: [1] Stable

Writer Instance Id:
State: [1] Stable

C:\Users\Administrator>vssadmin list writers
vssadmin 1.1 - Volume Shadow Copy Service administrative

(C) Copyright 2001-2005 Microsoft Corp.

Writer name: 'Task Scheduler Writer'
Writer Id: {dé6ldé6lc8-d73a-4eece-8cdd-f6f9786b7124}
Last error: No error

Writer name: 'VSS Metadata Store Writer'
Writer Id: {75dfb225-e2e4-4d39-9ac9-ffaff65ddf06}
Last error: No error

Writer name: 'Performance Counters Writer'
Writer Id: {Obadalde-01a9-4625-8278-69e735f39dd2}
Last error: No error

Writer name: 'System Writer'
Writer Id: {e8132975-6f93-4464-a53e-1050253ae220}
Last error: No error

Writer name: 'SqglServerWriter'
Writer Id: {a65faa63-5ea8-4ebc-9dbd-alc4db26912a}
Last error: No error

Writer name: 'ASR Writer'
Writer Id: {be000cbe-11fe-4426-9c58-531aab6355fc4}
Last error: No error

Writer name: 'Microsoft Hyper-V VSS Writer'

{1bddd48e-5052-49db-9b07-b96£96727c6b}

{088e7a7d-09a8-4cc6-a609-ad90e75ddc 93}

{f0086dda-9efc-47c5-8eb6-a944c3d09381}

{8de7ed2b-8d69-43dd-beec-5bfb79b9691c}

{1£f668bf9-38d6-48e8-81c4-2df60a3fab57}

{01499d55-61da-45bc-9ale-76161065630f}
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Writer Id: {66841cd4-6ded-4f4b-8f17-£fd23f8ddc3de}

Writer Instance Id: {a51919e3-0256-4ecf-8530-2£600de6eab8}
State: [1] Stable

Last error: No error

Writer name: 'COM+ REGDB Writer'
Writer Id: {542da469-d3el-473c-9f4f-7847f01fc64f}
Writer Instance Id: {7303813b-b22e-4967-87a3-4c6ad42f861c4}
State: [1] Stable
Last error: No error

Writer name: 'Shadow Copy Optimization Writer'
Writer Id: {4dc3bdd4-ab48-4d07-adb0-3bee2926fd7f}
Writer Instance Id: {d3199397-ec58-4e57-ad04-e0df345b5e68}
State: [1] Stable
Last error: No error

Writer name: 'Registry Writer'
Writer Id: {afbab4al-367d-4d15-a586-71dbb18f8485}
Writer Instance Id: {25428453-2ded-4204-800f-e87204f2508a}
State: [1] Stable
Last error: No error

Writer name: 'BITS Writer'
Writer Id: {4969d978-bed7-48b0-b100-f328f07aclel}
Writer Instance Id: {78fa3fle-d706-4982-a826-32523ec9a305}
State: [1] Stable
Last error: No error

Writer name: 'WMI Writer'
Writer Id: {a6ad56c2-b509-4e6c-bbl19-49d8f43532f0}
Writer Instance Id: {3efcf721-d590-4e50-9a37-845939cab5lel}
State: [1] Stable
Last error: No error

If Integration services is not installed / updated on a guest virtual machine or the guest

operating system is not supported by Integration Services, the corresponding virtual

machine will be paused or go into a saved stated during the snapshot process for both

backup and restore, and resume when the snapshot is completed. Furthermore, the
corresponding virtual machine uptime will also be reset to 00:00:00 in the Hyper-V
Manager.

Installing or updating Integration Services guest virtual machine(s) may require a restart of

the guest virtual machine to complete the installation.

i. Toinstall Integration Services

In Hyper-V Manager connect to the guest virtual machine and select Action >

Insert Integration Services disk
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Example: Windows 7 Enterprise guest

'? Windows 7 Enk SP1 on localhost - Verbual Machine Conneclion
Fie | Aclion Media Clpboard ¥iew Help

Insart Tnkegration S

ii. If the guest operating system supports live virtual machine backup the Backup
(volume checkpoint) is enabled.

B settings for Windows 7 Ent SP1 HE
| windows 7 Ent 5P1 = 4 G
# Hardware ¥- Integration Services

’“’_; Add Hardware
Select the services that you want Hyper-V to offer to this virtual machine. Tao use the

1
v EI.SIScSt from CD services you select, you must install them in the guest operating system and they must
e e be supported by the quest operating system.
i Memory ) . - ) ;
1500 MB Examples of services that r_mght not be av_allable on the guest operating system include
Volume Shadow Copy Services and operating system shutdown.

D Processor
1 Virtual processor
[= [ IDE Controller 0

s Hard Drive
Windows 7 Ent 5P 1.vhd

— Services

[w] Operating system shutdown
[wl Time synchronization
[wl Data Exchange
= i IDE Controller 1 b Heartbeat
|wl Backup (volume snapshot)
&% DVD Drive
wmguest.iso
B sCSI Controller
U Metwork Adapter
WMware Network Adapter VMnet1 ...
3 com1
Mone
3 com2
Mone
[ Diskette Drive
MNone

D: Wirtual Machines\Windows 7 Ent...

iii. The related Integration Services are running on the guest virtual machine:
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Example: Windows 7 Enterprise guest

HomeGroup Listener Harme . Qe ipion Status Starbup Tvp
. “k Distributed Treresaction Coordinater Coordinstestra..  Stated  Manual
Saart the service DS Client The DHS Client .. Started  Aubematic
‘EhEncryptng File Systern [EFS) Proviches the co... tlaral
Description: Q,-Emmible.ﬁ.l.rlhenﬁcatinn Protocol Thee Bdtensinle .. Flamasal
M”kt_““‘:“ computer changes ik Fae Enabiles you 1 ... Folarsual
ﬁ;ﬁ‘l“:ﬂﬁ:ﬂi‘:ﬁ:;:::’ El Fumction Diseovery Provider Host The FEEHIST .. Faral
joined computer, | this serdice is -.{‘:'.lsl.-mhcm Discovery Resource Publication Pubilskes ths o aneal
s‘b.\:hppe:l or disabled, yourcomputer Tk Group Policy Client Thie senvice is re...  Started Autamatic
;‘1“” notwark IE?H'-""'" : £k Health Key and CertFicate Management Provides K509 .. Fzrual
ORI WIIND o Lt e s
racomenended that you kaep this ELHomedGroup Provider Parfomns netwo., tlamual
SENVICE FUNRr. Lk Human Interface Device Access Enaiiles genesic... anwial
‘G Hyper-V Dats Exchange Service Provides smec,.,  Staed  Automatic
£k Hyper-V Guest Shutdown Service Provides amec..  Started  Automatic
-;'_'.:?_-H:,';lrr-'l.' Hearibsat Sarvice KManitees ihae w... Slarked Aulamalic
L Myper-V Time Synchronization Sarvice Symchronizesth.. Started  Automatic
ik HyperV Volume Shadow Copy Reg Coord the.. Started  Automatic
".gt_ili‘i snd farthiP [Prec Keying Modules Thee IKEEXT sary,. Flaraual

Example: CentOS 6.4 Linux guest

To check if Linux Integration Services is running on the Linux guest:

# lsmod | grep hv

hv_netvsc 23667 0

hv utils 7012 0

hv_storvsc 10022 2

hv_vmbus 91567 4

hv netvsc,hv utils,hid hyperv,hv storvsc

# ps —eflgrep hv

root 267 2 0 18:07 ? 00:00:00
[hv_vmbus_con/0]

root 268 2 0 18:07 ? 00:00:00
[hv_vmbus ctl/0]

root 269 2 0 18:07 ? 00:00:00
[hv_vmbus ctl/0]

root 270 2 0 18:07 ? 00:00:00
[hv_vmbus ctl/0]

root 271 2 0 18:07 ? 00:00:00
[hv_vmbus ct1/0]

root 272 2 0 18:07 ? 00:00:00
[hv_vmbus ctl1/0]

root 273 2 0 18:07 ? 00:00:00
[hv_vmbus ctl/0]

root 274 2 0 18:07 ? 00:00:00
[hv_vmbus ctl1/0]

root 275 2 0 18:07 ? 00:00:00
[hv_vmbus ctl1/0]

root 276 2 0 18:07 ? 00:00:00
[hv_vmbus ctl1/0]

root 277 2 0 18:07 ? 00:00:00
[hv_vmbus ctl1/0]

root 1174 1 0 18:07 » 00:00:00
/usr/sbin/hv_kvp daemon

root 1185 1 0 18:07 » 00:00:00
/usr/sbin/hv_vss daemon
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root

1332 1316 0 18:11 pts/0 00:00:00 grep hv

iv. Please refer to the following articles for further details on:

Considerations for backing up and restoring virtual machines
https://technet.microsoft.com/en-us/library/dn798286.aspx

Supported Windows Guest Operating Systems for Hyper-V in Windows
Server 2012
https://technet.microsoft.com/en-us/library/dn792028(v=ws.11).aspx

Supported Windows Guest Operating Systems for Hyper-V in Windows
Server 2012 R2
https://technet.microsoft.com/en-us/library/dn792027(v=ws.11).aspx

Supported Linux and FreeBSD virtual machines for Hyper
https://technet.microsoft.com/library/dn531030.aspx

Linux Integration Services Version 4.0 for Hyper-V
https://www.microsoft.com/en-us/download/details.aspx?id=46842

Managing Hyper-V Integration Services
https://msdn.microsoft.com/en-
us/virtualization/hyperv_on_windows/user_guide/managing_ics

For Hyper-V 2008 R2 server in order to use Run Direct restore feature the "Microsoft
Security Advisory 3033929" security update must be installed.

Please refer to the following KB article from Microsoft for further details:
https://support.microsoft.com/en-us/kb/3033929

For Run Direct Hyper-V Cluster backup sets the storage destination must be accessible by
all Hyper-V nodes.

For Hyper-V Cluster backup sets the guest virtual machines must be created and managed
by the Failover Cluster Manager.

The guest virtual machine will not start up if the virtual disk containing the guest operating
system is not restored.


https://technet.microsoft.com/en-us/library/dn798286.aspx
https://technet.microsoft.com/en-us/library/dn792028(v=ws.11).aspx
https://technet.microsoft.com/en-us/library/dn792027(v=ws.11).aspx
https://technet.microsoft.com/library/dn531030.aspx
https://www.microsoft.com/en-us/download/details.aspx?id=46842
https://msdn.microsoft.com/en-us/virtualization/hyperv_on_windows/user_guide/managing_ics
https://msdn.microsoft.com/en-us/virtualization/hyperv_on_windows/user_guide/managing_ics
https://support.microsoft.com/en-us/kb/3033929
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Limitations
1. Backup of guest machines located on a SMB 3.0 shares is not supported.
2. Backup of virtual machine with pass through disk (directly attached physical disk) is not
supported.
3. For backup of individual virtual disks, the restored virtual machine does not support the

reversion of previous snapshots, if the snapshot contains disks which are not previously
backed up by Backup App.

4, A guest virtual machine can only be restored to the Hyper-V server with the same version,
i.e. backup of a guest on Hyper-V 2012 R2 server cannot be restored to Hyper-V 2008 R2
Server or vice versa.

5. The guest virtual machine will not start up if the virtual disk containing the guest operating
system is not restored.

6. Restore of individual virtual disks is only supported using the Restore raw file option for a
virtual disk with no snapshots.

Note

This will require modification of Hyper-V guest configuration files, and this only should
be done if you have in-depth knowledge and understanding of Hyper-V, otherwise the
guest virtual machine may not startup properly.
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3 Run Direct

Hyper-V Run Direct is a recovery feature introduced in Backup App version v7.5.0.0, it helps to
reduce disruption and downtime of your production guest virtual machines.

Unlike normal recovery procedures where the guest virtual machine(s) are restored from the backup
destination and copied to production storage, which can take hours to complete. Restore with Run
Direct can instantly boot up a guest virtual machine by running it directly from the backup file in the
backup destination; this process can be completed in minutes.

The following steps are taken when a Run Direct restore is initiated:

Delete Guest Virtual Machine

Backup App will delete the existing guest virtual machine on the original or alternate location
(if applicable).

Create Virtual Hard Disk Image Files

Empty virtual hard disk image files are created on the Hyper-V server (either on the original
location or alternate location).

Create VSS Snapshot

A VSS snapshot is created to make the backup data read only and track changes made
within the guest virtual machine environment.

Start Up Virtual Machine

The guest virtual machine is started up. To finalize recovery of the guest virtual machine,
you will still need to migrate it to from the backup destination to the designated permanent
location on the Hyper-V server.

Copy Data

Copy the data from the backup files in the backup destination to empty hard disk images on
the Hyper-V server.

Apply Changes
Apply any changes made within the guest virtual machine environment to the hard disk
image files on the Hyper-V server.

Delete VSS Snapshot

The VSS snapshot will be deleted after the Run Direct restoration is completed.
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The restored virtual machine, at this stage (e.g. before the restore is finalized) is in a read-only state
to avoid unexpected changes. All changes made to the virtual disks (e.g. operation within the guest
virtual machine) are stored in a VSS snapshot created for the Run Direct restore. These changes
are discarded when Run Direct is stopped, where the restored guest virtual machine will be removed
and all changes will be discarded, or the changes will be consolidated with the original virtual
machine data when the restore is finalized.

For more details on Run Direct restore options, refer to Restore Options.
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4 Granular Restore Technology

What is Granular Restore Technology?

Backup App granular restore technology enables the recovery of individual files from a guest VM
without booting up or restoring the whole guest VM first.

Granular restore is one of the available restore options for Hyper-V backup sets from Backup App
v7.13.0.0 or above. Backup App makes use of granular restore technology to enable a file level
restore from a virtual disk file (VHD) of guest VM backup possible. It is particularly useful if you only
need to restore individual file(s) from a guest VM which would normally take a long time to restore
and then startup before you can gain access the files on the virtual disks. Granular restore gives you
a fast and convenient way to recover individual files from a guest VM.

During the granular restore process, the virtual disks of the guest VM can be mounted on the Hyper-
V host or on another Windows machine as a local drive. This will allow the individual files on the
virtual disks to be viewed via the file explorer within Backup App or from the Windows File Explorer
on the Windows machine you are performing the restore on, without having to restore the entire
virtual machine. Granular restore can only mount virtual disks if the guest VM is running on a
Windows Platform. The mounting of Linux/Unix file systems from virtual disk file is currently not
available due to limitations of the file system drivers. It is supported for all backup destinations, i.e.
CBS, Cloud storage, or Local/Network drives.

IMPORTANT

Granular restore requires an additional OpenDirect / Granular restore add-on module license to
work. Contact your backup service provider for further details.
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How does Granular Restore work?

Backup Destination

Local Drive / Cloud Destination Server

FTP | SFTP
= C)
imn|S3
g (3 -OR- Server

-OR-
— L]
| flRRRRRnRRRnIn
s s A

Backup Destination with the VM backed up

OpenDirect
Restore
request sent

Mounting tool is used
to expose the content
in the backed up VM as
a system volume

* Support only
/ \ Windows
platform

- — Individual file/folder is shown g

. . directly on Backup App or in a —
File System Driver file explorer on the computer E,l Backup App
where Backup App is installed

Files can also be viewed
andl/or copied directly to
your Windows machine from
the Windows File Explorer

Benefits of using Granular Restore

Comparison between Granular Restore and Traditional Restore

Granular Restore

Introduction

Granular restore allows you to quickly mount virtual disk(s) directly from the backup file of a
guest VM, so that individual files from virtual disk(s) can be exposed via the file explorer on
Backup App, or to be copied from the file explorer on to a 32 bit or 64 bit Windows machine

you are performing the restore.
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Pros

Compared to a traditional restore where you have to restore the entire
guest VM first, before you can access any individual files/folders,
granular restore allows you to view and download individual files,
without having to restore the entire guest VM first.

Restore of
Entire Guest VM
Not Required

In some cases, you may only need to restore a few individual file(s)
from the guest VM, therefore, granular restore gives you a fast,
convenient, and flexible tool to restore selected file(s) from a guest VM
quickly.

Ability to
Restore
Selected Files

With traditional restore methods, if you wish to restore individual file(s)
from a guest VM, you will have to create two different backup sets; a
Hyper-V guest VM backup set and a separate file backup set for the
file(s) you wish to restore. You will required an additional Backup App
installation on the guest VM environment, with Granular Restore
feature, only one backup set is required.

» Fewer CAL (Client Access License) required — you will only

Only One d one Backup App CAL to perf t VM, Run Direct, and
Backup Set need one Backup App o perform gues , Run Direct, an
: Granular restore.
Required
» Less storage space required - as you only need to provision
storage for one backup set.
» Less backup time required — As only one backup job needs to
run.
» Less time spent on administration - As there are fewer backup
sets to maintain.
Cons
No Encryption To make ensure optimal restore performance, the backup of the guest
and VM will NOT be encrypted and compressed, therefore, you may have to
Compression take this factor in consideration when using this restore method.

Traditional Restore

Introduction

The traditional restore method for guest VMs, restores the entire backup files to either to the
original VM location or another a standby location. The files or data on the guest VM can
only be accessed once the guest VM has been fully recovered and booted up.

Pros
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Backup with
Compression | Guest VM is encrypted and compressed, therefore is in smaller file size,
and and encrypted before being uploaded to the backup destination.
Encryption

Cons
Slower As the entire guest VM has to be restored before you can access any it's
Recovery file(s) or data, the restore time could be long if the guest VM size is large.
T Back . s .

Wo Backup If you only wish to restore individual files from VM, two separate backup
Sets and ) . o
CALs sets are required, one for the VM image and the other for the individual

. files, and therefore two CAL (client access licenses) are required.
Required

Requirements

Supported Backup Modules

Granular restore is supported on Hyper-V backup sets created and backed up using Backup App
v7.13.0.0 or above installed on a Windows platform with the Granular Restore feature enabled on
the backup set.

License Requirements

An OpenDirect / Granular restore add-on module license is required per backup set for this feature
to work. Contact your backup service provider for more details.

Backup Quota Storage

As compression is not enabled for Granular backup sets, to optimize restore performance, the
storage quota required will be higher than non-Granular backup sets. Contact your backup service
provider for details.

Operating System

Backup App must be installed on a 64 bit Windows machine as libraries for Granular only supports
64 bit Windows operating system. Backup App must be installed on the following Windows
Operating Systems:

Windows 2012 Windows 2012 R2 Windows 2016

Windows 8 Windows 8.1 Windows 10

Temporary Directory Requirement

The temporary Directory Folder should have at least the same available size as the guest VM to
be restored and should be located on a local drive to ensure optimal performance.

Available Spare Drive Letter
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One spare drive letter must be available on the Windows machine for the granular restore process,
as the VHD virtual disk is mounted on Windows as a logical drive. Backup App will automatically
take the next available drive letter in alphabetical order for the mounted virtual disk.

Note
1. The Windows drive letters A, B, and C are not used by granular restore.

2. The granular restore assigned drive letter(s) will be released once you exit from Backup
App UL

Network Requirements
Recommended minimum network speed is at least 100Mbps download speed.

The network bandwidth requirements will increase in proportion to the size of the guest VM and or
the incremental delta chain length to ensure optimal performance. Working with limited network
bandwidth may severely affect the granular restore performance.

You can use an online network speed test website (e.g. www.speedtest.net) to get an idea of the
actual bandwidth of the machine.

Other Dependencies

The following dependencies are required for restore and therefore they are verified by Backup App
only when an granular restore is performed. Absence of these dependencies will not affect the
backup job but would cause the granular restore to fail.

© Microsoft Visual C++ 2015 Redistributable (x86) / (x64)
https://www.microsoft.com/en-us/download/details.aspx?id=48145

© Update for Universal C Runtime in Windows
https://support.microsoft.com/en-us/help/2999226/update-for-universal-c-runtime-in-windows

Permissions

The Windows login account used for installation and operation of the Backup App client machine
requires Administrator privileges


http://www.speedtest.net/
https://www.microsoft.com/en-us/download/details.aspx?id=48145
https://support.microsoft.com/en-us/help/2999226/update-for-universal-c-runtime-in-windows
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5 Starting Backup App

Login to Backup App

1. A shortcut icon of Backup App should have been created on your Windows desktop after
installation. Double click the icon to launch the application.

o

Backup App

2. Enter the login name and password of your Backup App account provided by your backup
service provider, then click OK to login.

E Backup App
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E Backup App

i [

Backup Sets

2, 0

Settings Utilities

Just click
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6 Creating a Hyper-V Backup Set

6.1 Non-Cluster Environment

Run Direct Backup Set

1. Click the Backup Sets icon on the main interface of Backup App.
Backup Sets
2. Create a new backup set by clicking the “+” icon or Add button to created new backup set.
3. Select the Backup set type and name your new backup set then click Next to proceed.
Create Backup Set

Name

| Hyper-V 2008 R2] |

Backup set type

IE MS Hyper-V Backup v |

Version

| Microsoft Hyper-V Server 2008 R2 v |
4, In the Backup Source menu, select the guest virtual machines you would like to backup.

Click Next to proceed.

Backup Source

=H 38 Micrasedt Hyger-V Server B2
E- [J# Wik TU41RCASMID
E- § Wndows 7 Enc 501
B § CertdS 64
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In the Schedule menu, you can configure a backup schedule for backup job to run
automatically at your specified time interval.

Schedule

Run scheduled backup for this backup s=t
on T |

Existing schedules

E Backup Schedule
Daily (Everyday at 20:00)

Add

Click Add to add a new schedule or double click on the existing schedule to change the
values. Click Next to proceed when you are done setting.

Mame

Backup Schedule
Type
Daily

Start backup at

20w |0 DD W

Stop

uritill full backup completed

| Run Betention Policy after backup

Note: The default backup schedule is daily backup at 22:00, the backup job will run until
completion and the retention policy job will be run immediately after the backup job.
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6. Select the backup storage destination.
Mew Storage Destination / Destination Pool
Mame
.L-:||:.al-1
Type

(#) Single storage destination
() Destination poal

Ruer Drrect
El Suport restaring a Wi inte your production enviranment By running it directly from the Backup file

Destinglion Slorage
! Local F Mapped Drive f Remaovable Drive  w |

Local path

Note
1. For Hyper-V backup sets by the default the Run Direct feature is enabled.

2. For Run Direct enabled backup sets, the storage destination is restricted to Local,
Mapped Drive, or Removable Drive.

i. Click on Change to select the storage destination a Local, Mapped Drive, or
Removable Drive.

Marme

| Local-1

Type
(@) single starage destination
() Destination pool

Rum Direct
|+ Suppart restoring a WM into your preduction emvironment by running it directhy from the backup fils

Chamge path b destinatin

Lo jn 2 |ummm=? ﬂ el =i

Cancel

Felder name: |00 FveeriRurDiect

Fles of pype |.l.I:F||ﬂ
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ii. After selecting the storage destination click on the Test button to verify if Backup
App has permission to access the folder on the storage destination.

Mame

Lacal-1

Type
®) Single storage destination
) Destination podl
Riary Darecy
| Suppert restoring 8 Y inte your production emvirgnment by running it directly from the Dackup file
Destination storage
E Local f Mapped Drive f Removable Drive w

Local path
D:HypervRunDirect Change

Test

iii. Once the test is finished Backup App will display “Test completed successfully”
message. Click OK to proceed.

v Storage Destination / Destination Pool

Mame

Lacal-1

Type
&) Single storage destination
| Destination podl

Rier Dhracy
o | Suppert restoring a VM into your production environment by running it directly from the Dackup file

Destination storage
E Local f Mapped Drive f Remavable Drive w

Lacal path

D:vHypervRunDirect Change

o Test completed successfully
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iv. To add extra storage destination click Add, otherwise Click Next to proceed.

Destination

Backup made

Existing storage destinations

Local-1
DAHy pervRUNDiract

Audd
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If you wish to enable the granular restore feature, make sure you turn on the Granular
Restore switch in this menu. Click Next to proceed.

Granular Restore

Granular Restore

on —1

Support of granular restoration for individual files inside wvirtual machine. No encryption and
compression will be forced to this backup set.

Notes

1. Once the Granular Restore feature is enabled and the backup set is saved, itis NOT
possible to disable it afterwards, and vice versa. If you wish to change the Granular
Restore settings, a new backup set will have to be created.

2. Itis possible to enable both Granular Restore and Run Direct restore on the same
backup set. However, Backup App will only allow either Granular Restore or Run
Direct restore to run, but not both to run concurrently.

3. Granular Restore requires an additional OpenDirect / Granular restore add-on module
license to work. Contact your backup service provider for further details.

IMPORTANT: If you have enabled the Granular restore or Run Direct restore feature, the
backup data will not be compressed and encrypted to optimize the restore performance,
therefore you can skip to step 10.

In the Encryption window, the default Encrypt Backup Data option is enabled with an
encryption key preset by the system which provides the most secure protection.

Encryption

Encrypt Backup Data

on T |

Encryption Type

Default W

User password

Custom

You can choose from one of the following three Encryption Type options:
» Default — an encryption key with 44 alpha numeric characters will be randomly
generated by the system

» User password —the encryption key will be the same as the login password of your
Backup App at the time when this backup set is created. Please be reminded that if
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you change the Backup App login password later, the encryption keys of the backup

sets previously created with this encryption type will remain unchanged.

Custom — you can customize your encryption key, where you can set your own
algorithm, encryption key, method and key length.

Encrypt Backup Data

on |
Encryption Type
Algorithm

AES L~

Encryption key

FEEEEE

Re-enter encryption key

TEhEEEE

Method
ECE (@) CBC
Key length
128-bit (@) 256-bit

Encryption

Notes:

1.

For local, mapped drive, or removable drive storage destinations with Run Direct enabled the
compression type will a be set No Compression and data encryption is disabled to ensure
optimal backup and restore performance. The backup set compression type and data
encryption settings will only be applied to CBS, SFTP/FTP, or Cloud storage destinations for
the backup set.

Click Next when you are done setting.
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9. If you have enabled the Encryption Key feature in the previous step, the following pop-up
window shows, no matter which encryption type you have selected.

You are advised to write this encryption key down on paper and keep it in
afe place. You will need it when you need to restore your files later.
onfirm that you have done so.

Unmask encryption key

Copy to dipboard

The pop-up window has the following three options to choose from:

» Unmask encryption key — The encryption key is masked by default. Click this option
to show the encryption key.

are advised to write this encryption key down on paper and keep it in
fe place. You will need it when you need to restore your files later.
confirm that you have done so.

rcX1MBE4brnZO86eK0p6FeabuuRRI3gDXGIq5UBXFOS=

Mask encryption key

Copy to clipboard

» Copy to clipboard — Click to copy the encryption key, then you can paste it in
another location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step.
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10.

11.

Enter the Windows login credentials used by Backup App to authenticate the scheduled or
continuous backup job.

Windows User Authentication

Domain Marme  # Host Mame

WIN-TL RCLAEMED

LIger name

Adrindstrator

Passward

EET TR T |

Note

If the backup schedule is turned off for the backup set the Windows User
Authentication screen will be automatically skipped. The Windows User Authentication
login credentials can be added or updated post backup set creation.

Backup set created.

i.  To start a manual backup job click on Backup now.

Congratulations!

"Hyper-V 2008 R2" is successfully created.

ii. To verify the backup set settings click on Close and then click on the Hyper-V
backup set to complete the setup.

.
HaC

KUp Sets

Hyper-Vv 2008 R2
Owmear WIN-TUSTRC4SMED
Mawly created on 05-July-2016. Tuesday. 11:14
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Source

Backup Schedule
Continuous Backup
Destination

In-File Delta
Retention Policy
Command Line Tool
Reminder
Bandwidth Control

COthers

Hide advanced sewings

General

Name
|Hrper-\.l'2m5 B2

Crwner
WIN-TLd T RCASMEKD

Micrasaft Hyper-¥
WVerslon

Micraosaft Hyper- Server 2008 R2 w

Windows User Authentication

Domazin Mame 7 Hast Mame

|ww-1u4mc-15mm |

Usar name

| Administrator |

Password
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Non Run Direct Backup Set

1. Click the Backup Sets icon on the main interface of Backup App.
Backup Sets
2. Create a new backup set by clicking the “+” icon next to Add new backup set.
3. Select the Backup set type and name your new backup set then click Next to proceed.
Name
| Hyper-V 2008 R2| |
Backup set type
| E MS Hyper-V Backup v |
Version
| Microsoft Hyper-V Server 2008 R2 L |
Note: Backup App will automatically detect the Hyper-V version installed on the host.
4. In the Backup Source menu, select the guest virtual machines you would like to backup.

Click Next to proceed.

Backup Source

= 33 Microsedt Hypes-\ Server B2
E- [ WIN-TUS1RCASMED
B § Windaws 7 Enc 501
B @ CertdS 6.4
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In the Schedule menu, you can configure a backup schedule for backup job to run
automatically at your specified time interval.

Schedule

Run scheduled backup for this backup set
on |

Existing schedules

E Backup Schedule
Draily (Everyday at 20:00)

Add

MICROSOFT HYPER-V GUEST VIRTUAL MACHINE BACKUP & RESTORE GUIDE

Click Add to add a new schedule or double click on the existing schedule to change the

values. Click Next to proceed when you are done setting.

AT L L Lot W L

Mame

Backup Schedula

Type

Dalky

Start backup at
Z0 w0 00 W

Stop

until full backup completed

| Run Retertion Policy afer backup

Note: The default backup schedule is daily backup at 22:00 with the backup job will run
until completion and the retention policy job will be run immediately after the backup job.

Select the backup storage destination.

o Ltoraose e Ialaln laestirat I T

Mame

Lacal-1

Type
&) Single storage destination
Destination pool

R Diract
o | SLpport restaring a v into your production environment By running it directly Trom the backep file

Destination storage

Bl vocal £ Mapped Drive £ Removable Drive w

Lacal path

Tt
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8.
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Note: For Hyper-V backup sets, the default setting is for Run Direct to be enabled and the
storage destination is either a Local, Mapped Drive, or Removable Drive.

To select a cloud, sftp/ftp, or CBS as a storage destination un-select Run Direct setting
and select your desired cloud, sftp/ftp, or CBS as a storage destination. Click OK to
proceed when you are done.

Mame

Type

Destination pool

Run Deirect

Destination storage

&) Single storage destination

Support réstaring a Ve into your praduction environment by running it directly from the backup file

Click Add to an additional storage destination or click Next to proceed when you are done.

Backup made

Sequential u

CBS

Add

Existing storage destinations

Hos 1003, 7.8:443

Destination

If you wish to enable the Granular restore feature, make sure you turn on the Granular
Restore switch in this menu. Click Next to proceed.

on

Granular Restare

Support of granular restoration for individual files inside wirtual machine, Mo encryption and
compression will be forced to this backup set,

Granular Restore

1
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Notes

1. Once the Granular Restore feature is enabled and the backup set is saved, it is
NOT possible to disable it afterwards, and vice versa. If you wish to change the
Granular Restore settings, a new backup set will have to be created.

2. ltis possible to enable both Granular Restore and Run Direct restore on the same
backup set. However, Backup App will only allow either Granular Restore or Run
Direct restore to run, but not both to run concurrently.

3. Granular Restore requires an additional OpenDirect / Granular restore add-on
module license to work. Contact your backup service provider for further details.

IMPORTANT: If you have enabled the Granular restore or Run Direct restore feature,
backup data will not be compressed and encrypted to optimize the restore performance,
therefore you can skip to step 11.

In the Encryption window, the default Encrypt Backup Data option is enabled with an
encryption key preset by the system which provides the most secure protection.

Encryption

Encrypt Backup Data

on |

Encryption Type

Default v

User password

Custom

You can choose from one of the following three Encryption Type options:

» Default —an encryption key with 44 alpha numeric characters will be randomly
generated by the system

» User password —the encryption key will be the same as the login password of your
Backup App at the time when this backup set is created. Please be reminded that if
you change the Backup App login password later, the encryption keys of the backup
sets previously created with this encryption type will remain unchanged.
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» Custom — you can customize your encryption key, where you can set your own
algorithm, encryption key, method and key length.

Encryption

Encrypt Backup Data

on |

Encryption Type

Custom u

Algorithm
AES LY .

Encryption key

*EhEEEE

Re-enter encryption key

EEhEEEE

Method
_JECB (@ CBC
Key length
) 128-bit (@) 256-bit

Notes:

i. For local, mapped drive, or removable drive storage destinations with Run Direct
enabled the compression type will be set No Compression and data encryption
is disabled to ensure optimal backup and restore performance. The backup set
compression type and data encryption settings will only be applied to CBS,
SFTP/FTP, or Cloud storage destinations for the backup set.

Click Next when you are done setting.

10. If you have enabled the Encryption Key feature in the previous step, the following pop-up
window shows, no matter which encryption type you have selected.

You are advised to write this encryption key down on paper and keep it in
a safe place. You will need it when you need to restore your files later.
Please confirm that you have done so.

Unmask encryption key

Copy to clipboard
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The pop-up window has the following three options to choose from:

» Unmask encryption key — The encryption key is masked by default. Click this option
to show the encryption key.

are advised to write this encryption key down on paper and keep it in
e. You will need it when you need to restore your files later.
nfirm that you have done so.

rcX1MBE4brnZ086eK0Op6FeabuuRRI3gDXGIg5UBXFOs=

Mask encryption key

Copy to clipboard

» Copy to clipboard — Click to copy the encryption key, then you can paste it in
another location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step.

11. Enter the Windows login credentials used by Backup App to authenticate the scheduled
backup job.

Windows User Authentication

Diomain Manme # Host Mame

WIN-TLRCASMED

Liser name

Adrmindstrator

Password

I ....“.....I |

Note: If the backup schedule is turned off for the backup set the Windows User
Authentication screen will be automatically skipped. The Windows User Authentication
login credentials can be added or update post backup set creation.

12. Backup set created.

i.  To start a manual backup job click on Backup now.

Congratulations!

"Hyper-V 2008 R2" is successfully created.
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To verify the backup set settings click on Close and then click on the Hyper-V
backup set to complete the setup.

Backup Sets

Hyper-V 2008 R2
Crymear: WIN-TUSTRCASMED
Mewly created on 05-July-2016. Tuesday. 11:14

E Hyper-V 2008 R2 General

MName
General |Hyper.v2ms 2
Source fwmer

WIN-TUAT RCASMED
Backup Schedule

: Microsoft Hyper-v

Continuous Backup

version

Destination
In-File Delta

Retention Policy

Command Line Tool

User name
Reminder |Adm|nl§trator |
Bandwidth Control i’assworu |
Others

Delete this backup set

Microsaft Hyper-V Server 2008 R2

Windows User Authentication
Domaln Name [ Hast Name

|'MN:TU41 RCASMEKD |
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6.2 Cluster Environment

Requirements
For Hyper-V Cluster backup sets:

1. The same version of Backup App must be installed on all Hyper-V Cluster nodes.
2. The same backup user account must be used.
3. The backup schedule must be enabled on all Hyper-V Cluster nodes.

Run Direct Backup Set

1. Click the Backup Sets icon on the main interface of Backup App
Backup Sets
2. Create a new backup set by clicking the “+” icon or Add button to created new backup set.

3. Select the Backup set type MS Hyper-V Backup, Version Microsoft Hyper-V Server 2012
R2 (Failover Cluster), and name your new backup set then click Next to proceed.

Create Backup Set

Mame

| Hy@mer-W 2012 A3 Custer |

Sackug oo Ty

EMS Hyper-¥ Backup - |

Wersion

Mikcrosaft Hyper- Server 2012 A2 [Falover Chuster) [
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In the Backup Source menu, select the guest virtual machines you would like to backup.

Click Next to proceed.

Backup Source

= 35 Miroach Hypar¥ Seraer 2002 E2 (Faioesar Cunter}
o B bl 126200 o0 22 bl descal
H-0 8 CoaTGenis
#- [ 3 Freabesi.idz
=k g whix
1 1 wvhee
&l invhac

-
[Tk 1)

o

-

Click Add to add a new schedule or double click on the existing schedule to change the

values. Click Next to proceed when you are done setting.

Schedule

Run scheduled backup for this backup set
on L |
Existing schedules
Backup Schedule
Daily (Everyday at 20:00)

Add

Note: The default backup schedule is daily backup at 22:00 with the backup job will run
until completion and the retention policy job will be run immediately after the backup job.

Select the backup storage destination.

k B =i =lutmli ™ Ir
k Nz h N5

Mame
Local-1
Type

) Singhe sioraEe desination
Destination pool

2N Direq
| Suapa restoring & WM into wour production ersdrorment by running it directly from the backug fite

Desstinaion sorage

Local F RAsapesd Orive F Removaale Drive  w

LoCE atn

Change

Note: For Hyper-V backup sets by the default the Run Direct feature is enabled.
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i.  Click on Change to select the storage destination a Local, Mapped Drive, or
Removable Drive.

Mew Storage Destination / Destination Poal

Fame
Lugahi |
Tyne
(w0 Single swrage destination
(7 Destinat]
P Direct Lack ju | 3 008 0 ) v s
| Suppart .
¢ Bl
Destingtion || =
B ocay
i =
Local path
. |
Docurnents.
Thia FC

Fokjergame | B
Fleacfgpm: | MM -

i®
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After selecting the storage destination click on the Test button to verify if Backup

App has permission to access the folder on the storage destination.

I - - e
J =L TAEBE JE25 ¥ I=5

® Singhe sIovaEe destination
Destinstion gool

Rin Dired
| Support restoring & WA into your producton eredronment by runreng it directly from the Dackua fite

Desrnaion Serage

E Local 7 Misagpesd Orive F Removaale Orive  we

LiCa Al
E:vHyper-y Roun Durect Change

Test

Once the test is finished Backup App will display “Test completed successfully”

message. Click OK to proceed.

R - ™ A
J T3 Pe [k } [kt

mame

Leezal-1

Type
W Single stocage dastination
De=tiration gool

2 Direc
w| SUport restoring & Wi into your production ersdronment by runreng it directly from the Dadsug file

Destination storage
E Local / Magpsd Drive f Removadle Drive sw

s path
ESHypear-W Run Durect Change

o TEst completer soccassiu ¥

Note: For Hyper-V Cluster backup set with Run Direct enabled please ensure all
nodes have access to the Local, Mapped Drive, or Removable Drive destination

storage.

To add extra storage destinations click Add, otherwise Click Next to proceed.

Destinat

on

Sackua mede
- |
Existing S00rsEe destinationsg

Lowcal-1
=Hyaer- Aun Direct

AR




BACKUP APP MICROSOFT HYPER-V GUEST VIRTUAL MACHINE BACKUP & RESTORE GUIDE

If you wish to enable the Granular Restore feature, make sure you turn on the Granular
Restore switch in this menu. Click Next to proceed.

Granular Restore

Granular Restore

on e |

Support of granular restoration for individual files inside wirtual machine, Mo encryption and
compression will be forced to this backup set.

Notes

1. Once the Granular Restore feature is enabled and the backup set is saved, it is
NOT possible to disable it afterwards, and vice versa. If you wish to change the
Granular Restore settings, a new backup set will have to be created.

2. Itis possible to enable both Granular Restore and Run Direct restore on the same
backup set. However, Backup App will only allow either Granular Restore or Run
Direct restore to run, but not both to run concurrently.

3. Granular Restore requires an additional OpenDirect / Granular restore add-on
module license to work. Contact your backup service provider for further details.

IMPORTANT: If you have enabled the Granular restore or Run Direct restore feature,
backup data will not be compressed and encrypted to optimize restore performance,
therefore you can skip to step 10.

In the Encryption window, the default Encrypt Backup Data option is enabled with an
encryption key preset by the system which provides the most secure protection.

Encryption

Encrypt Backup Data

on |

Encryption Type

Default W

User password

Custom

You can choose from one of the following three Encryption Type options:

» Default — an encryption key with 44 alpha numeric characters will be randomly
generated by the system

» User password —the encryption key will be the same as the login password of your
Backup App at the time when this backup set is created. Please be reminded that if
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you change the Backup App login password later, the encryption keys of the backup
sets previously created with this encryption type will remain unchanged.

» Custom — you can customize your encryption key, where you can set your own
algorithm, encryption key, method and key length.

Encryption

Encrypt Backup Data

on T |
Encryption Type
Algorithm

AES v

Encryption key

FEhEEEE

Re-enter encryption key

TEEEAE

Method
ECE (@) CBC
Key length
128-bit (@) 256-bit

Notes:

i. Forlocal, mapped drive, or removable drive storage destinations with Run Direct
enabled the compression type will always be set No Compression and data
encryption is disabled to ensure optimal backup and restore performance. The
backup set compression type and data encryption settings will only be applied to
CBS, SFTP/FTP, or Cloud storage destinations for the backup set.

Click Next when you are done setting.
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9. If you have enabled the Encryption Key feature in the previous step, the following pop-up
window shows, no matter which encryption type you have selected.

You are ad 1 to write this encryption key down on paper and keep it in
a safe place. You will need it when you need to restore your files later.
onfirm that you have done so.

Unmask encryption key

Copy to clipboard -

The pop-up window has the following three options to choose from:

» Unmask encryption key — The encryption key is masked by default. Click this option
to show the encryption key.

You are advised to write this encryption key down on paper and keep itin
place. You will need it when you need to restore your files later.
confirm that you have done so.

rcX1MBE4brnZ086eK0Op6FeabuuRRI3gDXGIg5UBXFOs=

Mask encryption key

Copy to clipboard

» Copy to clipboard — Click to copy the encryption key, then you can paste it in
another location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step.

10.  Enter the Windows login credentials used by Backup App to authenticate the scheduled or
continuous backup job.

Windows User Authentication

Domain Mame  f Host Kame

|w12.'2“m:|.|u|:a‘. |

LEer name

| BEMINESIEnT |

Fassword
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11.

Note: If the backup schedule is turned off for the backup set the Windows User
Authentication screen will be automatically skipped. The Windows User Authentication
login credentials can be added or update post backup set creation.

Backup set created.

i.  To start a manual backup job click on Backup now.

Congratulation:

"Hyper-y 2012 R2 Cluster” is successfully created.

ii. To verify the backup set settings click on Close and then click on the Hyper-V
backup set to complete the setup.

Backup Sets

Hyper-y 2012 R2 Cluster
Coaree -
Foaly creatad on 12-july-2016 Tussdsy, 1555

iii. Goto General and verify if the node has been added to the backup schedule.

Hame
GE”ETEI Hyper-y 2012 A Cluster

Owner
CLhost02-3.74

Backup 5chedule

Continuous Backup

Wersion

Destination

Domain Mame  § Host Bame
wi2rzhwect local

User nama

administrator

iv. On the next Hyper-V node startup Backup App and select the Hyper-V backup set.

Backup Sets

Hyper-v 2012 B2 Cluster
Crree -
rely craated on 12-July-B016 Tussday, 15055
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12.

13.

14.

Go to Backup schedule and enable the Run schedule backup for this backup set and
set the backup schedule time and click on Save when finished.

E Hyper-V 2012 B2 Clu

General

Source

Backup Schedule

Continuous Backup

Destination

Snow sdvanced s=ttings

Scheduls
Rian shrediuied D kup Tor this backiag 22

an C |

Existing schecules

= Hackup Scheduls
Dy (Everyday at 2000

Go to General and verify if the node has been added to the backup schedule.

E Hyper-v 2012 RZ Clu

Source
Backup Schedule
Continuous Backup

Destination

Show sdusnced sattings

[ —
la2nera

Hame
| Hymer-v 2012 A2 Custer

awner
CLho=si02-2.74.Clhos 0 273

Microsoft Hyper-y
Wersion

MR saf Hyper-W Server 2002 B2 {Falover Chuster) »

Repeat steps 11 to 12 for all Hyper-V Cluster nodes.
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Non Run Direct Backup Set

1. Click the Backup Sets icon on the main interface of Backup App

[

Backup Sets

2. Create a new backup set by clicking the “+” icon or Add button to created new backup set.

3. Select the Backup set type MS Hyper-V Backup, Version Microsoft Hyper-V Server 2012
R2 (Failover Cluster), and name your new backup set then click Next to proceed.

Create Backup Set

Same

| Hyaer-¥ 2012 A2 Cusier |

Gackug 587 ype

EMS Hyper- Backup v |

wWersion

Klicrosoft Hyper-i Senser 2012 A2 [Falkover Chusier) u

4, In the Backup Source menu, select the guest virtual machines you would like to backup.
Click Next to proceed.

Backup Source

= 53 Microacht Hypar Server 200 2 B2 (Fadcsar Clusier
B B bt 120200 A e brcd el
2] a Coale-Gen Vs
& a Froabiazed. 1402
2k g wkis
1S e
o i il ke
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5. Click Add to add a new schedule or double click on the existing schedule to change the
values. Click Next to proceed when you are done setting.

Schedule

Run scheduled backup for this backup set
on |
Existing schedules
Backup Schedule
Daily (Everyday at 20:00)

Add

Click Add to add a new schedule or double click on the existing schedule to change the
values. Click Next to proceed when you are done setting.

Backup Schedule
Type

Daily
Start backup at

20 w 1|00 W
Stop

until full backup completed

/| Run Retention Policy after backup

Note: The default backup schedule is daily backup at 22:00 with the backup job will run
until completion and the retention policy job will be run immediately after the backup job.

6. Select the backup storage destination. To select a cloud, SFTP/FTP, or CBS as a storage
destination un-select Run Direct setting and select your desired cloud, SFTP/FTP, or CBS
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as a storage destination. Click OK to proceed when you are done.

New Storage Destination / Destination Pool

MName

Type
#) Single storage destination
Destination pool

Run Direct
Support restoring a VM into your production environment by running it directly from the backup file

Destination storage

Note: To utilize the CBT feature, the storage destination must be a Local, Mapped Drive, or
Removable Drive.

Click Add to an additional storage destination or click Next to proceed when you are done.

Destination

dackua mode

Secuential [E5 |

Exising S0raEe desTinations
LB
Hosk 0S54

Add

8. If you wish to enable the Granular Restore feature, make sure you turn on the Granular
Restore switch in this menu. Click Next to proceed.

Granular Restore

Granular Restore

on = |

Support of granular restoration for individual files inside wirtual machine, No encryption and
compression will be forced to this backup set.




BACKUP APP MICROSOFT HYPER-V GUEST VIRTUAL MACHINE BACKUP & RESTORE GUIDE

Notes

1. Once the Granular Restore feature is enabled and the backup set is saved, it is
NOT possible to disable it afterwards, and vice versa. If you wish to change the
Granular Restore settings, a new backup set will have to be created.

2. ltis possible to enable both Granular Restore and Run Direct restore on the same
backup set. However, Backup App will only allow either Granular Restore or Run
Direct restore to run, but not both to run concurrently.

3. Granular Restore requires an additional OpenDirect / Granular restore add-on
module license to work. Contact your backup service provider for further details.

IMPORTANT: If you have enabled the Granular Restore or Run Direct restore feature,
backup data will not be compressed and encrypted to optimize restore performance,
therefore you can skip to step 11.

In the Encryption window, the default Encrypt Backup Data option is enabled with an
encryption key preset by the system which provides the most secure protection.

Encryption

Encrypt Backup Data

on C |

Encryption Type

Default W

User password

Custom

You can choose from one of the following three Encryption Type options:

» Default —an encryption key with 44 alpha numeric characters will be randomly
generated by the system

» User password —the encryption key will be the same as the login password of your
Backup App at the time when this backup set is created. Please be reminded that if
you change the Backup App login password later, the encryption keys of the backup
sets previously created with this encryption type will remain unchanged.
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» Custom — you can customize your encryption key, where you can set your own
algorithm, encryption key, method and key length.

Encryption

Encrypt Backup Data

on T |
Encryption Type
Algorithm

AES L

Encryption key

E

Re-enter encryption key

*EhEEEE

Method
ECB (@) CBC
Key length
128-bit (@) 256-bit

Notes:

i. For local, mapped drive, or removable drive storage destinations with Run Direct
enabled the compression type will always be set No Compression and data
encryption is disabled to ensure optimal backup and restore performance. The
backup set compression type and data encryption settings will only be applied to
CBS, SFTP/FTP, or Cloud storage destinations for the backup set.

Click Next when you are done setting.
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10. If you have enabled the Encryption Key feature in the previous step, the following pop-up
window shows, no matter which encryption type you have selected.

You are advised to write this encryption key down on paper and keep it in
a safe place. You will need it when you need to restore your files later.
onfirm that you have done so.

Unmask encryption key
Copy to clipboard -

The pop-up window has the following three options to choose from:

» Unmask encryption key — The encryption key is masked by default. Click this option
to show the encryption key.

ed to write this encryption key down on paper and keep it in
You will need it when you need to restore your files later.

rcX 1 MBE4brnZ086eK0Op6FeabuuRRi3gDXGIq5uBXFOs=

Mask encryption key

Copy to clipboard

» Copy to clipboard — Click to copy the encryption key, then you can paste it in
another location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step.
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11. Enter the Windows login credentials used by Backup App to authenticate the scheduled
backup job.

Windows User Authentication

Domain Mame £ Host Wame
wilZrZinvcl. loca

LA name
acminesiranor

Pamewnro

R RRRRR

Note: If the backup schedule is turned off for the backup set the Windows User
Authentication screen will be automatically skipped. The Windows User Authentication
login credentials can be added or update post backup set creation.

12. Backup set created.

i.  To start a manual backup job click on Backup now.

Congratulations!

"Hyper-y 2012 R2 Cluster” is successfully created,

ii. To verify the backup set settings click on Close and then click on the Hyper-V
backup set to complete the setup.

I . = -
.;-c,k.kljr; Hels

Hyper-V 2012 R2 Cluster
O -
Roanly Creaned on 12-Juiy-B06 Tuesoay, 15053
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13.

14.

15.

Go to General and verify if the node has been added to the backup schedule.
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H Hyper-V 2012 R2 Clu

General

Source

Backup Schedule
Continuous Backup

Destination

Show advanoed s

Narie
Hyper-y 2012 A2 Cluster

Owner
{Lhosinz-3.74

Wersion

MHrosolt Myper:y Server 2012 R (Fallver Clustier)

On the next Hyper-V node startup Backup App and select the Hyper-V backup set.

ot -

Backup Sets

Hyper-¥ 2012 B2 Cluster

Py Creaned on 12-July-3076, Tuesday, 15053

Go to Backup schedule and enable the Run schedule backup for this backup set and

set the backup schedule time and click on Save when finished.

E Hyper-y 200 2 RZ Clu

General

sSource

EBackup Schedule

Continuous Backup

Destination

Showe sdvanosd settings

A Mediue

Run scheduied bachap Tor is Dackug 5ag
an |
Existing schecules

E Bacoup Schedule
Doailly IEveryclay Al 200000

[ and
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16. Go to General and verify if the node has been added to the backup schedule.

E Hyper-Y 20012 B2 Clu.., Geners
Namse
Hysger- 202 22 Chuster

Source wer
CLnos02-3- 74, Clnos01-3-73
Backup Schedule
, Microsoft Hyper-y
Continuous Backup
wWersion
Destination WECrEalt Hyper-y Server 2012 A2 Falover CUSTRr) W

Show sdvanced settings

17. Repeat steps 13 to 15 for all Hyper-V Cluster nodes.
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7 Overview on the Backup Process

. L Running
Establishing Downloading
o connection o p::r-nb;cal:lliip o files
. Server file list and
Ezzﬁjczﬁgnftr?;ntrt]:e Pre-backup checksum files are
backu:; cerver s > command is run {if [ > downloaded from
established necessary) g:;t?:;:zs
o Generating o Comparing o Taking VS5
delta files files snapshot
Delta files Server and local file Backup App requests

{incremental/
differential) are
generated for guest
virtual machine {if

lists are compared to
identify changes to
the guest virtual
machine or new VHD
or VHDX files added

to take VSS shapshot
of the first guest
virtual machine
selected in backup

V required) since last backup job SORICE
'.....‘\
A\ N Taking VS
AR AN o Uploading Removing gh .
\____‘_h shapshot ror
.__L/> files VSS snapshot next guest VM

MNewy, updated and/or
deltafiles are
compressed, encrypted,
divided into individual
datablock (16 or
Z2MB), then uploaded
to backup destination

>

Backup App removes
VS$S snapshot of the
backed up guest
virtual machine

Backup App requests
to take VS5 snapshot
[ > for next guest virtual
machine (if there is
any)

Running
post-backup
command

Post-backup
command is run {if

necessary)
\
\ N
N Removing
A A
~__ >e temporary >
% files

-

All delta files are
removed from the
temporary spool path

Backup job
completed

Repeat
Steps5 -7
above

* Comparing files

* Generating delta
files

* Uploading files
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8 Running Backup Jobs

Login to Backup App

Login to the Backup App application according to the instructions in Chapter 3.1

Start a Manual Backup

1. Click the Backup icon on the main interface of Backup App.
Backup
2. Select the Hyper-V backup set which you would like to start a manual backup.

Please Select The Backup Set To Backup

Hyper-V 2008 R2
Owner: WIN-TU41 RCASMED
Newly created on 05-July-2016, Tuesday, 11:14

3. Click on Backup to start the backup job.

Choose Your Backup Options

E Hyper-V 2008 R2

Backup set type
Wirtual Maching

Show advanced aption
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If you would like to modify the In-File Delta type, Destinations, or Run Retention Policy
Settings, click on Show advanced option.

Choose Your Backup Options

E Hyper-V 2008 R2

Backup set type
Virtual Machine

In-File Delta type
Full
Differential
(®) Incremental
Destinations
ﬂ Local-1 (D:\HyperVRunDirect)
Retention Policy
Run Retention Policy after backup

Hide advanced option

Backup job is completed.

Backup

E Hyper-V 2008 R2

Lezal-1 |DosyperyAunDirecs)
E « Backua Compieted Successfully E"
Estimated time baft O sec
Echosd Lia 10055 (3 files, B chrectories, O lnk)
Elapsed time= Zmin 25 sec
Trarsfer rate E5 S bet's
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Configure Backup Schedule for Automated Backup

1. Click on the Backup Sets icon on the Backup App main interface.

Backup Sets

2. Select the backup set that you would like to create a backup schedule for.

Backup Sets

Hyper-V 2008 R2
Oeaimear: WIN-TU4TRC4SMED
Mewly created on 05-July-2016, Tuesday. 11:14

Add

3. Click Backup Schedule.

E Hyper-V 2008 R2 Schedule
Run scheduled backup for this backup set
General off |
Source

Backup Schedule

Continuous Backup

Destination

Show advanced settings

4. Then create a new backup schedule by clicking on the Run scheduled backup for this

backup set. Set this to On.

E Hyper-\/ 2008 R2 Schedule

2in scheduied balkup Tor this Dacku =21

General on C— |

Existing schecules

= Backup Scheduls
Doy Everyciay at 20000

Backup Schedule

Continucus Backup

Source

Cestination

Snow advanced sethings

Click Add to add a new schedule or double click on the existing schedule to change the

existing values. Click Save to proceed when you are done setting.
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Note: The default backup schedule is daily backup at 22:00 with the backup job will run
until completion and the retention policy job will be run immediately after the backup job.
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9 Restoring Hyper-V Guest Virtual Machines

Restore Options

There are two major types of restore options, namely Run Direct Restore and Non Run Direct
Restore.

Run Direct Restore

Start up the guest virtual machine directly from the backup file without restoring the guest virtual
machine to the Hyper-V server.

Type 1 — Start up a guest VM from Backup Destination without Auto Migration
Enabled

The guest VM data will not migrate to the destination until you manually trigger this action by
following the steps in Migrate Virtual Machine (Permanently Restore). If manual migration is not
performed, any changes made during the Run Direct instance will NOT be committed to backup
files.

Type 2 — Start up a guest VM from Backup Destination with Auto Migration Enabled

To start up the guest virtual machine directly from the backup file and then start restoring the guest
virtual machine files to the Hyper-V server. VM data will start migrating without the need trigger a
manual migration. Any changes made during the Run Direct instance will also be committed to the
Hyper-V server as well.

Non Run Direct Restore

Conventional restore method where Backup App will restore the guest virtual machine files to the
Hyper-V server

Type 1 — Restore to the same Hyper-V server

For this type of restore, you can choose from one of the following restore methods.

» Restore the entire quest VM to the original location

> Restore the entire guest VM to another drive or folder on the same Hyper-V server

» Restore individual virtual disk to original/different guest virtual machine

Type 2 — Restore backed up guest VM to another Hyper-V server on a different host
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You need to have the same version of Hyper-V server together with Backup App installed on the
machine where you wish to restore the guest virtual machine. Refer to the steps in Initiate Restore
of VM to another Hyper-V Server on Different Host for details.

Granular Restore

Backup App makes use of granular restore technology to enable a file level restore from a
virtual disk file (VHD) of guest VM backup possible. It is particularly useful if you only need to
restore individual file(s) from a guest VM, which would normally a long time to restore and then
boot up before you can gain access the files on the virtual disks. Granular restore gives you a
fast and convenient way to recover individual files on a guest VM.

For more details about Granular Restore, refer to the Granular Restore section.
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10 Run Direct Restore

Requirements and Limitations

1. Restored guest virtual machines using Run Direct containing a saved state will not
automatically power on. The saved state must be manually deleted in Hyper-V Manager
and the guest must be powered on manually.

2. For Run Direct enabled backup sets the storage destination is restricted to Local, Mapped
Drive, or Removable Drive.

3. When a guest virtual machine is started in a Run Direct instance is stopped any changes
made within the guest environment will be lost, if the guest virtual is not migrated to the
Hyper-V Server using the “Auto migrate after Run Direct is running” option.

4, When a guest virtual machine is started using Run Direct Restore all backup jobs (manual,
scheduled, and continuous) for the related backup set will be skipped.

5. When a guest virtual machine is started using Run Direct Restore the following features are
not available for the backup set; Data Integrity Check, Space Freeing Up, and Delete
Backup Data.

Start up a guest VM from Backup Destination without Auto
Migration Enabled

Follow the steps below to boot up the guest VM directly from the backup files.

1. In the Backup App main interface, click the Restore icon.
Restore
2. Select the backup set that you would like to restore the guest virtual machine from.

Please Select The Backup Set To Restore

Hyper-v 2008 R2
O WIN-TUAT RCASRAKD
Last Gackug! 07-July-201 6, Thursday, 10052
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3. Select the local, mapped drive, or removable drive storage destination that contains Hyper-
V guest virtual machine that you would like to restore.

Select The Destination From Which To Restor...

E Hyper-v 2008 &2

Lacal-1
CHy ey RUnEeT

4, Select to restore the Hyper-V guest from a specific backup job then select the files or
folders that you would like to restore. Click Next to proceed.

Select Your Virtual Machines To Be Restored

St vwhst bo restone

Choose from files 25 of jon w | 20160707 wr | Latest w

Foldars Kama Ci=m Daim medifiad
= B Locald fa ViR Hewd Disks
Ei B8 WAR-TLMACES KD i Vimus Mechines
7 § Cam5 62 5L comp i nes e ok 20NE0T0T 1032
) I:I;:]ImuIS-o:u 5] s THE 20NE0T0T 1032
5. Select to restore the Hyper-V guest to the Original location and then select Run Direct click

Next to proceed.

Choose Where The Virtual Mac

Restore virtual machines to
®) Original location
Alternate location

| Run Direct
Auto migrate after Run Direct is running

Note

Restore to an Alternate location you can only be performed on one guest
virtual machine at a time.

6. Confirm the temporary directory path is correct and then click Restore to proceed.

Temporary Directory

Termgorary diredory Tor stering restane Tiles

oATEmp Browss

If the guest virtual machine selected to be restored already exists on the Hyper-V server Backup
App will prompt to confirm overwriting of the existing guest.
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@ Yes - the exiting guest virtual machine will be deleted from the Hyper-V server before
the restore process starts.

@ No - the restore of the current guest virtual machine will be skipped.

screen.

After the Hyper-V guest virtual machine has been restored, you will see the following

E Hyper-V 2008 R2

Estimated time left
Restored

Elapsed time
Transfer rate

Local-1 (D:\HyperVRunDirect)

+ Restore Completed Successfully

0 sec

111.57M (5 files)

22 sec

43.70Mbit/s

Restore

Go to the Hyper-V server and open the Hyper-V Manager to verify the guest VM has been

restored and is powered

li B pgeten Yew  Wrekw  Heo

on.

o e sl 7 [

o Hroer ¥ ereges

B TR | virtusal Hachines
Hoza =

& Wigosn 7 End 5P

Connect to the guest virtual machine to verify if is running correctly.
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Example: Linux guest

¥ Cent0S 6.4 on localhost - Virtual Machine Connection
Fie Acton Media Cipboard View Heb

405M 32M
25M  2Z25M

[rootRlocalhost ~J% _

Migrate Virtual Machine (Permanently Restore)

To permanently restore the guest virtual machine after starting up using the Run Direct option,
you will still need to migrate it to from the backup destination to the designated permanent location
on the Hyper-V server using the Migrate Virtual Machine option. This process can be performed
even when the guest machine is already running.

1. After starting up the guest machine from the backup destination. Click on Close.

Restore

y-C] Hyper-V 2008 R2

Local-1 (D:\HyperVRunDirect)
- ] IB‘
L1111y

+ Restore Completed Successfully
Estimated time left 0 sec

Restored 111.57M (5 files)
Elapsed time 22 sec

Transfer rate 43.70Mbit/s




BACKUP APP MICROSOFT HYPER-V GUEST VIRTUAL MACHINE BACKUP & RESTORE GUIDE

Click on Manage Run Direct virtual machines.

Select Your Virtual Machines To Be Restored
Sadect what bo restore
|L'1uu5&frumf|l=:as of joa W | 20150707 we |La'.='.'. L] |
Foidara Hama Sizm Cate modified
= B Lecal-i fa Viimu s Hpwrd Disls
B B8 WR-TLACSS M i Vimas Mechines
7 § CareQS 68 CEL o e feE e o2 INTE0T0T 1002
#- 0 & indtial Secra 5w TES INTE0T0T 1002
[[] Reessteire: rar fite Ibemsperpags 30w Page 171 b.d|

Manage Aun Direct virtual machines

Click on the guest virtual machine.

Select Run Direct Virtual Machine

Hyper-W 2008 R2
Comcs G4
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4, To permanently restore the guest virtual machine, click on Migrate Virtual Machine.

Run Direct Virtual Machine

Source information

Exchup set  Hyper.w 2008 RZ
Oestination Locak-1
[[:1-] Latest

higration Information
WIN-TLAT REASRERD

Marre

Zi0p Aun Direct

Note

Backup App will begin migration of the guest virtual machine from the backup
destination to the Hyper-V Server.

The guest virtual machine can be used during the migration process. Any changes
made in the guest virtual machine environment is saved in transaction logs and will be
applied when the migration process is completed.

When finalizing the restore, during the application of changes in transaction logs with
the restored guest virtual machine, the guest virtual machine will be put into saved state
temporarily. Once the changes have been applied the guest virtual machine resume.

Stop Run Direct Virtual Machines

To stop running guest virtual machines started up using Run Direct can be done by either:

© Quitting Backup App

a  Run Directis running, are you SUre you Want 1 step it and exit Backup App?

-OR-
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© Click on the Stop Run Direct button at the left bottom corner.

Run Direct Virtual Machine

Source information

Eachup set  Hypes-¥ 2008 RZ
Deszination Loca1
ok Latest

Migration Information

WIN-TUATRCASREKD

Hame

Siop Aun Direct

Click on Stop all Run Direct virtual machines.

Stop all Run Direct virtual machines

Note

When a guest virtual machine is started in a Run Direct instance is stopped any changes
made within the guest environment will be lost, if the guest virtual is not migrated to the
Hyper-V Server using the “Auto migrate after Run Direct is running” option.
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Start up a guest VM from Backup Destination with Auto Migration
Enabled

Start up the Run Direct Restore

1. In the Backup App main interface, click the Restore icon.

(2,

Restore

2. Select the backup set that you would like to restore the guest virtual machine from.

Please Select The Backup Set To Restore

Hyper-V 2008 R2
e WIR-TUd1 RCASRAKD
Lacst Gackig! 07-July-201 6, ThHuss oy, 10052

3. Select the local, mapped drive, or removable drive storage destination that contains Hyper-
V guest virtual machine that you would like to restore.

Select The Destination From Which To Restor...

E Hyper-v 2008 R2

Lacal-1
DoHyaervRunbaect

4. Select to restore the Hyper-V guest from a specific backup job then select the files or
folders that you would like to restore. Click Next to proceed.

Select Your Virtual Machines To Be Restored

Seiect wihad bo resbore
|L'1uu=e‘|'rumf|l=:ai of poia h.-| ZE-07-07 w |L=r.=:'. h.-|

Feidara Hama Sizm Clatw mcdifiad
= B Lecal-Sozraga £ Snppshals
B @8 WIR-TLACES MHD -_é"-‘-munl Hewd Disks
Fo i § Windean T EmeERt i Vimas Mechines
#-0 @ Carwds el 5 G e e L ANTERTEF TN
#-0 3 Care05 62 5 wrnsrsand TEE 20TE0F0F 1007

) DJ Iritial Sccra
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5. Select to restore the Hyper-v guest to the Original location, or to an Alternate location, then
select Run Direct and or Auto migrate after Run Direct is running, click Next to proceed.
Choose Where The Virtual Machines

Aeciore wriLsl machires b
& Ceiginal location
Alarnate lacation
|| Rum et
[#] Aute migrate after Aun Direct is ruraing
6. Confirm the temporary directory path is correct and then click Restore to proceed.
Temporary Directory
Tamgarary dirediary Tor Staring restane Tiles
DATemp Browse
7. If the guest virtual machine selected to be restore already exists on the Hyper-V server
Backup App will prompt to confirm overwriting of the existing guest.
@ Yes - the exiting guest virtual machine will be deleted from the Hyper-V server before
the restore process starts.
@ No - the restore of the current guest virtual machine will be skipped.
8.

screen.

After the Hyper-V guest virtual machine has been restored, you will see the following

ﬂ Hyper-Y Run Direct

Luidl Siordee kol yeery=unbinel}

oF Huslare Lopigleled bgnosesfulle

Restore

Lelirglasd L lel L mu

Reslored Tl Tl
Lldpsud Line TUmin T s
Iansler rale IR & [EEY
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9.

Go to the Hyper-V server and open the Hyper-V Manager to verify the guest has been
restored and is powered on.

i ris Acion Vew Widow  Help

& up | 7|m| H|m
o Hrper 4 banager
Ha WA [ Vertial Harifhisess
| Huea - ETT [cFutampe [ Aswpras Memeey
B Cened5 B [
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11 Non-Run Direct Restore

Initiate Restore of Guest Virtual Machine to the Original Hyper-V
Server Location

1. In the Backup App main interface, click the Restore icon.
Restore
2. Select the backup set that you would like to restore the guest virtual machine from.
Please Select The Backup Set To Restore

Hyper-y 2008 R2

Coparezs WIR-TLIAT ReC dSRAKD

Lanst Gackug: 07-July-201 6, Thursdagy, 10057
3. Select the drive storage destination that contains Hyper-V guest virtual machine that you

would like to restore.

Select The Destination From Which To Restor...

E Hyper-V 2008 R2

Lacal-1
CeiHypervRunDeec

4, Select the CBS, cloud, SFTP/FTP storage destination that contains Hyper-V guest virtual
machine that you would like to restore.

5. Example: Restore from CBS

Select The Destination From Which To Restor...

E Hyper-V 2008 F2

CES
ol 1005054
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Select to restore the Hyper-V guest from a specific backup job then select the files or
folders that you would like to restore. Click Next to proceed.

Select Your Virtual Machines To Be Restored

Sadect wihat bo reshore

Chonse fromi files & of joa w | 20160707 wr | Lates? we

Foldara Hama Sizm Dain medified
= B Lecal-Secraps £ Snepshals
B @8 WAK-TL4IACES KD i Vi musd Hewd Désks
#kd @ Windewa 7 Eme 5P i vimusd Mechines
# 0 3§ CanSasd 2 ompare s HWE 200E-07-07 10T
#-0 d Cars0ER& ] wrsrsand THE A GOT0T 11
7] 5] Inivial Scora

Select to restore the Hyper-v guest to the Original location, or to an Alternate location, then
click Next to proceed.

Choose Where The Virtual Machines To Be Re...

Aestore virtual machines to
® Deignal location
Alernae location

Note

Restore to an Alternate location you can only be performed on one guest
virtual machine at a time.

Confirm the temporary directory path is correct and then click Restore to proceed.

lemporary Directory

Temgarary diredary Tor S1ering restare files

O:ATemp Brovases

If the guest virtual machine selected to be restored already exists on the Hyper-V server
Backup App will prompt to confirm overwriting of the existing guest.

@  Yes - the exiting guest virtual machine will be deleted from the Hyper-V server before
the restore process starts.
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11.
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@ No — the restore of the current guest virtual machine will be skipped.

Ent 5P1" 2

After the Hyper-V guest virtual machine has been restored.

MICROSOFT HYPER-V GUEST VIRTUAL MACHINE BACKUP & RESTORE GUIDE

Restore

E Hypar-¥ Run Direct

Ll Soordne ik yery=unbi 2z
ﬁ oF Huslare Loegleles boeesfulls
Lelimales Lime [l 0 nes

Heslored T T e
Llgpze Lime Tmin T omen
Irdnsfer rale IR EE A [T

Go to the Hyper-V server and open the Hyper-V Manager to verify the guest has been

restored and power on the guest virtual machine.

i s Acen Vew  Widkw  Halp

*‘H ?....l-_ﬂ.'.-
i Hroer ¥ Veroger
B WA AR | vertual Maihines
| Horea - | [CFiithag [ Aesprac Maman
B Cenfd5ES

Certls ES2
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Initiate Restore of an Individual Virtual Disk to Original/Different

Guest Virtual Machine
The Restore raw file feature is used to the restore of an individual virtual disk to the original or a

different guest virtual machine.

1. In the Backup App main interface, click the Restore icon.

(2,

Restore

2. Select the backup set that you would like to restore the guest virtual machine from.

Please Select The Backup Set To Restore

Hyper-yv 2008 R2
Crpresss WIR-TIId1 RASRAKD
Last Gackug: 07-uly-201 6, Thuesoay, 10052

Select the drive storage destination that contains Hyper-V guest virtual machine that you

> would like to restore.
Select The Destination From Which To Restor..,
EHyper—UMEZ
Bihpenunores
4, Select to restore the Hyper-V guest from a specific backup job then select the files or

folders that you would like to restore.

Select Your Virtual Machines To Be Restored

Sebect what bo restone
|E1un5&frnmf|l!:as of jon w | G008 W |La’.!5'. L |

Harra izm Diatm mezchfiad

Foldars
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= 20080708 12000

ERA R Windown TEne 801 O Windows 7 Enc 5R1_FBTBOSES-TOS-2077-., 53734,
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Then select the Restore raw file option and under the Virtual Hard Disks folder select the
virtual disk you would like to restore. Click Next to proceed.

[ R

Search

Select to location on the Hyper-V server you want to restore the virtual disk to. Click Next
to proceed.

Choose Where The Virtual Machines To Be Re..

Reestore virtual machines to

| Hrowss

Lekin s [ | Windows 7801 £FL2 =l Bmeks-

A Windws 701 EF 11

At [hers

Dazkiop

Wy Conrens

A

Fodger name | [on Wit Pbachines Gndoves 7 Eni 30 1-1

[ = |
File o pypa - |u:.|.5 d Cancal

Confirm the temporary directory path is correct and then click Restore to proceed.

Temporary Directory

Tamparary diredtory Tor Sering restare files
naTemp Browse
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After the Hyper-V guest virtual machine has been restored.
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Restore

E Hyper-v Fun Direct

ﬁ Luidl Slordne (o Iyeery=uribiiesll

oF Hudlorse Lorngleled booeasulls
Lelimralss Lime el Uoaes

K lored LT P | (¥
Lldpzud Line TTmin T s
lransler ral PIEBRE]E IO

In Hyper-V Manager and right click on the guest virtual machine you wish to add the virtual

disk to and select Settings.

e
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1 Wi s e | Virtual Hachines
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Select Add to add virtual disk to the guest virtual machine.
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11. Select the folder where the restore virtual disk is located.
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12.  After the virtual disk is added. Start the guest virtual machine to confirm. Depending on
the guest operating system there may be other configuration settings to be completed
before the disk is available.
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Initiate Restore of Guest Virtual Machine to an Alternate Location

in the same Hyper-V Server Host

The restore to Alternate location is available for both Run Direct and Non-Run Direct backup sets,
this feature will restore any guest virtual machine to another location (a different disk or folder) on
the same Hyper-V server. The Restore to Alternate location can be used to restore only one guest

virtual machine at any one time.

1. In the Backup App main interface, click the Restore icon.

(2,

Restore

2. Select the backup set that you would like to restore the guest virtual machine from.

Please Select The Backup Set To Restore

Hyper-/ 2008 R2
Corees WIN-TUA1 REASHAKD
Last Backup: 07-uly-201 6, Thursday, 10052

3. Select the drive storage destination that contains Hyper-V guest virtual machine that you
would like to restore.

Select The Destination From Which To Restor...

E Hyper-v 2008 R2

Lacal-1
CeiHyparyRunDinect

4. Select to restore the Hyper-V guest from a specific backup job then select the files or
folders that you would like to restore.

Select Your Virtual Machines To Be Restored

St bt bo restome

|E1nnufrnrnf|l!:as of jog | 016.07-11 wr |La’.!5'. - |
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Select Alternate location and click Next to proceed.

Example: Restore a guest from using Run Direct with Auto Migration to another
location.

Choose Where The Virtual Machines To Be Re...

Amstore wrivel machires b
Cvigenal Incation
) alernate lpcaion

o | Foun Divect
| wvato migrabe after Aun Direct is running

To restore the guest virtual machine to an Alternate location update the following values for:

i Virtual Machine Name

i. Virtual Machines Directory Location (guest configuration files)

iii. Restore As (new location for the guest VHD files)

Alternate location

Wirtual Machire Mame

Winoows T Ent 291-1

Wiual Machines Direciory Location

o Bnrwse
Snapshaot I:lIrEI:I1Ir§|I Locastion
Ariging File Hame Resstoe AS
Wew Wi Hacd Diskadd | Deivirtual Baschimesiolen dows 7 Ea0 5210 Brdwse
Wirdows 7 Era 5P Deivirtual BARChinesnEn dows 7 St SR Briwsi
Example:

i.  Rename the restored guest virtual machine to Windows 7 Ent SP1-Cloned
ii.  Store the configuration files in the new location F:\New VM Location

iii. Store the VHD files files in the new location F:\New VM Location
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Alternate location

WirtLal Machire Name
| Wincows 7 Ent S#1-Clone|

Wiraad Machines Diredony Location

| Falvesw ¥ Location Brawse

Snapshat Directory Location

Ariging File Kame Resstore AS
e WL Haed Dishodnd | RS WA LoCaton B
Windows 7 Ent 5P i WA LOCRTn B

When the values have been updated click on Next to proceed.

Confirm the temporary directory path is correct and then click Restore to proceed.

Temporary Directory

Termgerary diredtery Tor Storing restare Tiles

oTemp Broswse

After the Hyper-V guest virtual machine has been restored successfully

Restore

E Hyper-V 2008 R2

Local-1 |Dypers AunDirect)
E «+ Aestore Completed Successfully E‘
Estimated time l=ft O sec
Fezsbormed 145G (5 files)
Elapsed time 1min 16 sec
Trarsfer rate 17313 bet's

Open Windows File Explorer and verify the guest has been restored to the new location.
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Initiate Restore of Guest Virtual Machine to another Hyper-V
Server (Different Host)

This restore option allows you to restore your backed up guest VM to another Hyper-V host, for
example if your original Hyper-V host is down and you need to restore your production guest VM’s to
a standby Hyper-V host.

Requirements and Limitations:
1. Backup App must be installed on the Hyper-V Host where you wish to restore the guest VM.

2. The same Backup App backup account must be used.

3. The correct encryption key is required if the backup set was created with the encryption key
feature enabled.

4, A guest virtual machine can only be restored to another Hyper-V server with the same
version, i.e. backup of a guest on Hyper-V 2012 R2 server cannot be restored to Hyper-V
2008 R2 host or vice versa.

5. A guest virtual machine backed up from a standalone Hyper-V host can only be restored to
another standalone Hyper-V host. A guest virtual machine backed up from a Hyper-V
Cluster can only be restored to another Hyper-V Cluster.

6. Guest VMs backed up to local drive / mapped drive / removable drive on the original Hyper-
V host, can be restored to another Hyper-V host only if the new machine has access to the
original drive(s).

7. The default Java heap size setting on Backup App is 1024MB, for Hyper-V restore it is
highly recommended to increase the Java heap size setting to improve performance.
Especially guest VM’s with many incremental delta files. (The actual heap size is
dependent on amount of free memory available on your Hyper-V host).

8. The temporary directory should be set to a local drive for best restore performance. Also,
the temporary directory must have sufficient free disk space for the guest VM restore, for
example, the restore of a 500GB guest VM with 30 incremental files of around 5GB each
(500GB + 150GB (30 x 5GB)), the temporary directory will require at least 650GB of free
space.

9. Restore guest VM’s to original location is possible only if the disk setup on the new Hyper-V
hosts is the same as the original Hyper-V host, for example if the original guest VM was
backed up on G: drive. Then restore to “Original location” can be selected if G: drive is
setup on the new Hyper-V host. Otherwise, select “Alternate location”.

Choose Where The Virtl

Restore virtual machines to
®) Original location
Alternate location
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10.

11.

12.

The Hyper-V management tools are installed on the new Hyper-V host. For Hyper-V
Cluster environments Hyper-V management tools is installed on all Cluster nodes.

The Hyper-V services are started on the host. For Hyper-V Cluster environment, the Hyper-
V services are started on all Cluster nodes.

The Microsoft Hyper-V VSS Writer is installed and running on the new Hyper-V host and
the writer state is Stable. This can be verified by running the vssadmin list writers command.

Example:
C:\Users\Administrator>vssadmin list writers
vssadmin 1.1 - Volume Shadow Copy Service administrative

command-1line tool
(C) Copyright 2001-2005 Microsoft Corp.
Writer name: 'Task Scheduler Writer'
Writer Id: {dé6ldé6lc8-d73a-4eece-8cdd-f6f9786b7124}
Writer Instance Id: {1lbddd48e-5052-49db-9b07-b96f96727c6b}
State: [1] Stable
Last error: No error

Writer name: 'VSS Metadata Store Writer'
Writer Id: {75dfb225-e2e4-4d39-9ac9-ffaff65ddf06}
Writer Instance Id: {088e7a7d-09a8-4cc6-a609-ad90e75ddc93}
State: [1] Stable
Last error: No error

Writer name: 'Performance Counters Writer'
Writer Id: {Obadalde-01a9-4625-8278-69e735r39dd2}
Writer Instance Id: {f0086dda-9efc-47c5-8eb6-a944c3d09381}
State: [1] Stable
Last error: No error

Writer name: 'System Writer'
Writer Id: {e8132975-6f93-4464-a53e-1050253ae220}
Writer Instance Id: {8de7ed2b-8d69-43dd-beec-5bfb79b9691c}
State: [1] Stable
Last error: No error

Writer name: 'SqglServerWriter'
Writer Id: {a65faa63-5ea8-4ebc-9dbd-alc4db26912a}
Writer Instance Id: {1f668bf9-38d6-48e8-81c4-2df60a3fab57}
State: [1] Stable
Last error: No error

Writer name: 'ASR Writer'
Writer Id: {be000cbe-11fe-4426-9c58-531aab6355fc4}
Writer Instance Id: {01499d55-61da-45bc-9ale-76161065630f}
State: [1] Stable
Last error: No error

Writer name: 'Microsoft Hyper-V VSS Writer'
Writer Id: {66841cd4-6ded-4f4b-8f17-£fd23f8ddc3de}
Writer Instance Id: {a51919e3-0256-4ecf-8530-2£600de6eab8}
State: [1] Stable
Last error: No error

Writer name: 'COM+ REGDB Writer'
Writer Id: {542da469-d3el-473c-9f4f-7847f01fc64f}
Writer Instance Id: {7303813b-b22e-4967-87a3-4c6ad42f861c4}
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State: [1] Stable
Last error: No error

Writer name: 'Shadow Copy Optimization Writer'
Writer Id: {4dc3bdd4-ab48-4d07-adb0-3bee2926fd7f}
Writer Instance Id: {d3199397-ec58-4e57-ad04-e0df345b5e68}
State: [1] Stable
Last error: No error

Writer name: 'Registry Writer'
Writer Id: {afbab4a’Z-367d-4d15-a586-71dbb18f8485}
Writer Instance Id: {25428453-2ded-4204-800f-e87204f2508a}
State: [1] Stable
Last error: No error

Writer name: 'BITS Writer'
Writer Id: {4969d978-bed7-48b0-b100-f328f07aclel}
Writer Instance Id: {78fa3fle-d706-4982-a826-32523ec9a305}
State: [1] Stable
Last error: No error

Writer name: 'WMI Writer'
Writer Id: {a6ad56c2-b509-4e6c-bbl19-49d8f43532£0}
Writer Instance Id: {3efcf721-d590-4e50-9a37-845939cab5lel}
State: [1] Stable
Last error: No error

Steps

1.

On the machine where you wish to restore the VM, launch Backup App and click the

Restore icon on the main interface.

(2,

Restore

Select the backup set that you would like to restore the guest virtual machine from.

Please Select The Backup Set To Restore

Hyper-V Backup Set
‘. yp P

... Owner: w12x-6-79
Newly created on Wednesday, 15 March 2017 15:01
HYPER-V
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If encryption key was set at the time when the backup set was created, enter the encryption
key when you see the following prompt.

Please enter the encryption key of backup set "Hyper-V Backup Set".

Select the drive storage destination that contains Hyper-V guest virtual machine that you
would like to restore.

Select The Destination From Which To Restor...

E Hyper-V Backup Set

Backup App
Host: 10.16.6.97:443

Select to restore the Hyper-V guest from a specific backup job then select the files or
folders that you would like to restore.

Select Your Virtual Machines To Be Rest

Select what to restore

Choose from files as of job s || 15/03/2017 & || Latest w

Folders Name Size Date modified
B- Backup App § # wi2x-6-79
=53 wi2x-6-79
#-[J F centos
&) £ Host Component

Select to restore the Hyper-V guest to the Original location, or to an Alternate location, then
click Next to proceed.

Choose Where The Virtl

Restore virtual machines to
®) Original location
Alternate location
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7.

8.

9.

10.

Note

Restore to an Alternate location you can only be performed on one guest virtual
machine at a time.

Confirm the temporary directory path is correct and then click Restore to proceed.

Temporary Directory

Tempaorary directory for storing restore files

C\Users\Administratoritemp Browse

Click Restore to start the restore process.

The following screen shows when the restore is completed.

Restore

.... Hyper-V Backup Set

WYPER.Y

Backup App (Host: 10.16.6.97:443)

« Restore Completed Successfully
Estimated time left 0 sec

Restored 7.79k (3 files)
Elapsed time 1 min 25 sec
Transfer rate 840bit/s

Go to the Hyper-V server and open the Hyper-V Manager to verify the guest has been

restored.
File Action View Help

e z[m

33 Hyper-V Manager
Ha W12R2X-6-85 Virtual Machines
Name & State CPU Usage Assigned Memory  Uptime
i centos Off
3 WinXP Pro Saved
2 WinXP Pro-TESTING Saved
<| n >
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12 Granular Restore

IMPORTANT

Before you proceed with the Granular Restore, make sure the following dependencies are fulfilled
on the restore machine. Failure to do so may cause the granular restore to fail.

© Microsoft Visual C++ 2015 Redistributable (x86) / (x64)
https://www.microsoft.com/en-us/download/details.aspx?id=48145

© Update for Universal C Runtime in Windows
https://support.microsoft.com/en-us/help/2999226/update-for-universal-c-runtime-in-windows

© Microsoft Security Advisory 3033929 (for Windows Server 2008 R2)
https://technet.microsoft.com/en-us/library/security/3033929.aspx

Requirements and Limitations

1. Granular restore does not support the mounting of virtual disks, if the disk itself is encrypted,
for example using Windows Bitlocker or other third party security features.

2. If any folders or files on a virtual disk are encrypted these files/folder cannot be restored. For
example, if the “Encrypt contents to secure data” is selected in Advanced attributes.

3. The mounting of Linux/Unix file systems from virtual disk file is currently not available due to
limitations of the file system drivers.

4. Granular restore can only be performed on one guest VM at a time.


https://www.microsoft.com/en-us/download/details.aspx?id=48145
https://support.microsoft.com/en-us/help/2999226/update-for-universal-c-runtime-in-windows
https://technet.microsoft.com/en-us/library/security/3033929.aspx

BACKUP APP MICROSOFT HYPER-V GUEST VIRTUAL MACHINE BACKUP & RESTORE GUIDE

Start Granular Restore

1. Click the Restore icon on the main interface of Backup App.

(2

Restore

2. Select the backup set that you would like to restore the individual files from.

Please Select The Backup Set To Restore

OpenDirect Restore
.. Owner: w16-hvcl-cl02
Ny

Last Backup: Thursday, May 11, 2017 16:36

HYPER-V

. OpenDirect Restore 02
. Owner: w16-hvcl-cl02

.. Newly created on Friday, May 12, 2017 10:04

HYPER-V

. OpenDirect Restore 03
. Owner: w16-hvcl-cl02
.. Newly created on Friday, May 12, 2017 10:06

HYPER-V

3. Select the backup destination that contains the guest VM that you would like to restore.

Select The Destination From Which To Restor...

Hyper-V GR

Local-1
FAHyDerVRunDinect
Backup App

MosE: 10.130.10. 13443
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4, Select to the Restore individual files in virtual machine (Granular Restore) option.

Please Choose A Restore Mode

Restare mode

Restore wirtual machines
#) Restore individual files inside virtual machine {(Granular Restore)
| Mount virtual disks autamatically

Show advanced option

Note

The Mount virtual disks automatically option is selected by default. If the guest VM
contains a multiple virtual disks and you only require the restore of files from a single or
certain virtual disk(s), then unselect this option to speed up the virtual disk mounting.
Otherwise, granular restore will connect and mount all available virtual disks and this
process could take longer.

You may select the Read timeout limit by clicking Show advanced option.

Read timeout limit

Default v

Default ption

Unlimited

This selection defines the duration when the granular restore session will be disconnected
if there is no response from the mounted virtual machine.

» Default — This setting should be suitable for guest VMs located on a local, removable,
or network drive. The time out value is 15 seconds.

» Unlimited — the connection will not be time out when this is selected. This selection is
recommended under the following usage:

= Backup destination is a cloud stroage.
= ACBS over the Internet.

= Alarge guest VM or guest VM with large incremental delta chain.

Note

If in doubt or unsure about the guest VM size or network stability, it is recommended
to use Unlimited.
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Click Next to proceed when you are done with the selection.

Select the virtual machine that you would like to perform Granular Restore for, then click
Next to proceed.

t Your Virtual Machines To Be Res

Select what to restore

Choose from files as of job W || 05/16/2017 & || Latest w

Folders Name Size Date modified
=-  Backup App <% Snapshots
& g8 w2k16-std (.# Virtal Hard Disks
- 3 Win7 3 Virtual Machines
@-(] 3 FreeDos %] components.xml 9KB 05/16/2017 14:55
8 & Host Component | writers.xml 7KB 05/16/2017 14:55

—

Select a temporary directory for storing restore files, then click Restore to start the granular
restore.

Temporary Directory

Termpargry directary for staring restars files

DaTemp Browse

The following screens show when you perform granular restore for a backup set on a
machine for the first time only. Make sure you click Yes to confirm mounting t of the virtual
disk on this machine. Clicking No will exit the restore process.

5 Virtual File System Driver - Driver is not installed
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8. When the virtual disk(s) are in the process of being prepared for mounting on the Backup
App machine, you will see the following screen.

E Hyper-V GR

Backup App (Host: 10.16.10.12:443)
Preparing data...C:\temp\RestoreSet\ 149638395900 1\RestoreFile\wiewAWindows 7 Ent SP1\Wi...

Elapsed time 5 sec
Transfer rate  Obit/s

Please wait as the process could take some time depending on the size of the virtual disk,
network bandwidth, and storage location.

9. If the Mount virtual disks automatically option is unselected then click on the disk icon to
mount the virtual disk you wish to restore files from.

E Hyper-V GR

Backup App (Host: 10.16.10.12:443)
Preparing to mount virtual disk...Completad
Elapsed time 4 min 49 se¢
Transfer rate  Obit's

I.Qj".w;nﬂnws 7 Ent SP1Wirpual Hard Disks\New virtual Hard Disk.vhd
B windows 7 Ent SP1wirtual Hard Disks\windows 7 Ent SP1.vhd

Otherwise, the virtual disks will be automatically mounted without manual selection.

E Hyper-V GR

Backup App(Host 10.16.10.12:443)
Mounting virtual disk "E\Windows 7 Ent SP1Wirtual Hard Disks\Windows 7 Ent SP1.vihd"...C...
Elapsed time 13 min 42 sec
Transfer rate 59.56Mbiu's

B windows 7 Ent SP1Wirtual Hard DisksiNew Virtual Hard Diskvhd ~
s Violume-1 ol 5
B wyindows 7 Ent SP1Wirtual Hard Diskswindows 7 Ent SP1.vhd ~
= Volume-1 o
ca Velume-2 o 5

There are two options to restore individual files from here.
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Option 1: Restore Using Backup App File Explorer

This method allows you to use the file explorer in Backup App to browse through the files
from the backup up image mounted and select those you wish to restore.

i. Click Q to browse the files in the mounted backup image. If there are multiple
volumes in the guest VM, you can only select one volume to restore individual files at
atime.

You will then see a file explorer menu as shown below. Select the file(s) you wish to
restore, then click Next to proceed.

Select Your Files To Be Restored

Folders Name Size Date modified
@[] Administrator @ [ adobeflashcs3.oxt 2KB 01/30/2015 08:26
@ admini5[rator.W16HVCA ¥ =] adobephotoshopes3.txt 2KB 01/30/2015 08:26
=- | | All Users VI =] googledesktop.txt 1KB 01/30/2015 08:26

@0 AhsayOBM ¥} d microsoftoffice2003.txt 2KB 01/30/2015 08:26

@[ | | Application Data ] j vistasidebar.txt 1KB 01/30/2015 08:26

3] CBTFilter ¥ 5] visualstudio2005.txt 1KB 01/30/2015 08:26

-0 Comms %] L] vmwarefilters.oxt 2KB 01/30/2015 08:26

& Desktop ™ 5] win7gadgets.ox 1KB 01/30/2015 08:26

&[0 | Documents

& | | Microsoft

B[] Package Cache

B-J | | regid.1991-06.com.

@[ | | SoftwareDistributio

& | | Start Menu

B[ Templates

& USOPrivate

&+ | | USOShared

=0 | | VMware

-0 | | VMware Tools
@[] | | GuestProxyly
¥ | | Unity Filters

< >

Note

Some system folder(s) / file(s) generated (e.g. System Volume Information) are
only shown in the Backup App File Explorer and will be not restored, therefore,
those folder(s) / file(s) will not be shown in the mapped drive shown in step iv
below.

. Select a path where you wish the files to be restored to, then click Restore.

Choose Where The Files To Be Restored

Restore files to

Browse
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iii.  The following screen shows when the selected files have been restored to the defined

destination.

E Hyper-V GR

Backup App (Host: 10.16.10.12:443)

« Restore Completed Suv.‘.t!'!-ﬂulljr

Estimated time left 0 sec
Restored 88.08k (1 file)
Elapsed time 21 se
Transfer rate 46.66kbitrs

iv.  Open the defined restore path and you should be able to see the files being restored

there.
":{- - % | .« restore b Windows TEnt 50vhd Valume-1) » Boot » w & Sanich Bo
b = § =
Y Favorites Marnie Date modified TJ e
BE Desktop | es-E5 TAAZNTASOPM  Filefolder
& Downloads |, fi=Fl TrAF200T 2:50 PM File folder
L Recent places

Option 2: Restore Using Windows File Explorer

This method allows you to browse through the files from the mounted virtual disk through

the file explorer on the machine where you have Backup App installed on.

i. Click

and then you will be prompted to select a driver letter where you wish the

mounted image to be mapped on your machine, click OK when you have finished

selection.

Please choose a drive letter
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iv.

The selected drive letter will be mapped and prompted in the Windows Files Explorer
with the files you wish to restore shown.

“ Home Share View Manage

i v N & > ThisPC > Local Disk (G:) » v O S
-~

bin X Name Date modified Type
System32 hotfix 31:47PM  File folder
Virtual hard disks PerfLogs 8/22/201311:22PM  File folder

i 8/23/2013 3:12 AV e
v I This PC Program Files 12AM  Filefolder
Program Files (x86) File folder
[ Desktop -

= ProgramData File folder
. Documents Users 10/2/201312:11PM  File folder
& Downloads Windows 10/2/201312:11PM  File folder

You can now click on the files to view them directly from here, which will be in read-
only mode, or copy them to your local machine.

Home Share View
&« v N > ThisPC > Local Disk (G:) > Windows > Temp > v 0 Search Temp A
& Downloads - 4 Name Date modified Type Size
(& Documents f 85675C86-6D65-41FE-99AF-75FA467B37D...  10/2/2013 1:46PM  File folder
&=/ Pictures 4 MPTelemetrySubmit 10/2/2013 1:31PM  File folder
791x };] DMI3%4F tmp 4/26/2017 5:42 PM TMP File 0KB
bin | fwtsqmfiledD.sqm 10/2/20131:35PM  SQM File 1KB
System32 =] MpCmdRun 10/2/2013 1:52PM  Text Document 3KB
= i 10/2/2013 1:46PM T c K
Vil Fid i lj MpSigStub 0/2/2013 1:46 ext Document 8KB
|=| winstore 10/2/2013 13:?‘:'2“ T
I3 This PC | [&f Edit with Notepad++
i Desktop E} Scan with Windows Defender...
£ Documents Send to >
¥ Downloads Copy
) Misic Create shortcut
[&=] Pictures |
Properties
B videos L i

The mounted drive letter cannot be ejected from the Windows File Explorer, it will
only be closed when you exit Backup App.

L, Local Disk (C3)
= DpenDirect (D2
a Local Disk (B

ihj Metueark
1M ticlient
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When you have finished restoring the necessary files, you can go back to Backup App and click on
Cancel.

Granular Restore

E Hyper-V GR

Backup App et 10006, 10002:443)
Mouniting virtual disk "EiIncows 7 Ent SPTWIrtual Hard DisksWindows 7 Ent SPUyhe™,,.C..,
Elapaad time  S0min 42 46
Trarsier rate  Obit's

B vevindows 7 Ent SP1VWirtual Hard Disksidew virtual Hard Digkovhd "~
s Wolume.1 =)

B vavindows 7 Ent SPWirtuwal Hard Désksomindows 7 Ent 5P1.whd el
e Wolume.1 (F) Q, i
== Wolume-Z o

Faaddsd by SpanliodT

Then click on Stop the granular restore to unmount the virtual disk(s).

@ Areyou sure to stop the granular restore?

Stop the granular restore

IMPORTANT

Due to the limitation of the virtual file system library, the mounted virtual disks will only be
unmounted from your machine when you exit Backup App.




